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1. MANAGEMENT SUMMARY
What are the main insights from the study?

This study investigated social media platforms Facebook, Snapchat and
TikTok, and e-commerce platforms Shein, Zalando and Booking.com for
their use of manipulative design. We distinguished between deceptive
patterns (deception) and attention capturing damaging patterns
(distracting users and holding their attention).

Compared to e-commerce platforms, social media more often use
attention capturing damaging patterns like infinite scroll, casino pull-
to-refresh, and fake friend notifications. Understandably, if we look at the
purpose of the platforms in question. Social media gain from keeping
users engaged on their platforms for as long as possible, so they can
show more ads and make more money. E-commerce platforms, on the
other hand, profit from users as soon as they complete a transaction.

Still, e-commerce platforms, too, use more and more attention capturing
damaging patterns. The apps of those platforms generate specific
messages to grab the attention of users and make them return to their
platforms. Examples are notifications or emails saying “your special
offer is ending soon”, “did you forget something?” or “you left something
in your cart”. In their app, Zalando also uses /nfinite scrol/f; users can

scroll through outfits of influencers and click on their stories.

The chief forms of manipulative design established by the study are the
following:

* Almost all types of notifications on social media platforms are
enabled by default. Users must really make an effort to select the
notifications they wish or do not wish to receive as it is not really
clear how to do this. Moreover, the number of options is
overwhelming,

* On Snapchat and Facebook users are constantly lured by red
badges (whether or not containing numbers). Usually, those
badges suggest new interactions with the user, but these days
they are often used to alert users to new content (like videos or
comments).

* The cookie banners on various platforms are often intended to
make users accept all cookies, either by making that option
stand out, or by accompanying text arguing why users should
select that option. Privacy considerations are secondary.
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* Pre-selectionis used to direct users to a specific option or action.
When users create a Snapchat account, for instance, they get pre-
selected friend suggestions. There is a risk that without wanting
or knowing users get in touch and share content with users they
don’t know. And when they add information to their Facebook
accounts, the default setting is “public” (in small gray print).

* Theorderin which social media platforms show content
(including comments) is decided automatically by profiling
recommendation systems. User data and interactions predict the
content in which users are interested. Legally, there should be a
non-profiling alternative that is directly accessible from the same
place where the ranked content goes. Shapchat and TikTok offer
the option to disable the personalization of content, but this
setting is not easy to find. Facebook allows redirection to other,
non-profiling feeds, but these are located elsewhere and cannot
be selected as default settings. As to comments sections,
Facebook offers the option to sort by “newest first” instead of
“most relevant”, but that selection cannot be defaulted. Every
time new content appears (posts, photos, videos, etcetera), the
ranking has been reset to “most relevant”.

* Snapchat users get many fake friend notifications. Users appear
to get messages from friends or people they follow, but it is the
platform that generates those notifications. This usually is new
content that is available or recommended content.

* Snapchat frequently uses game elements and patterns that
cause social pressure (snap streaks with friends, designated
friendship levels, sharing locations with friends).

* Facebook makes it extremely complicated for users to delete
their accounts (roach motel)

* Compared to the other e-commerce platforms investigated, Shein

clearly uses more deceptive patternslike bait & switch, limited
time, fake scarcity, pressured sellingand forced action.

5 EXPLORATORY STUDY OF MANIPULATIVE DESIGN



2. Background
Why this study?

Various European laws' aim at regulating online platforms and
counteracting harmful or illegal practices. One such harmful practice is
manipulative design that incites users to make choices that are not to
their advantage. The Digital Services Act (“DSA”) and the Unfair
Commercial Practices Directive (“UCPD") explicitly mention and prohibit
manipulative design. Future laws (the Digital Fairness Act or “DFA”) will
provide for measures against addictive design, which can be seen as a
form of manipulation.

Regrettably, manipulative design is still applied to the interfaces of
online platforms. The guidelines on what manipulative design is, are
widely interpretable, which complicates enforcement.

We want to make sure that the enforcement on manipulation by
platforms becomes easier, by investigating and identifying types of
manipulative design, and by making these more concrete. We also
demonstrate the effect of manipulative design on users. To this end we
have conducted a first exploratory study.

Objective of exploratory study

Our exploratory study mapped out the types of manipulative design and
how these are used on a selection of major online platforms. To this end
we analyzed different user flows on the platforms, recording our findings
in this report. We determined which of the patterns found we consider
most harmful and most urgently require action.

The result will serve as input for follow-up studies that will further
investigate a selection of the manipulative practices established,
together with users to show the effect on their experiences and behavior.
That way we can reinforce enforcement actions and our lobby.

Impact

The study report contributes to public education, awareness and the
willingness to take action against the manipulation by online platforms.

'Examples are the Consumer Rights Act (CRA), Unfair Terms In Consumer
Contracts Directive (UTCCD), General Data Regulation Protection (GDPR),
Unfair Commercial Practices Directive (UCPD), Digital Markets Act (DMA)
and Digital Services Act (DSA). Additional legislation on online
platforms is in the pipeline: the Digital Fairness Act (DFA).
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3. Definitions
What are the scientific and legal frameworks?

3.1 Manipulative design

Legislation? refers to manipulative design as follows:

DMA (Article 13)

“The gatekeeper shall not degrade the conditions or quality of any of the
core platform services provided to business users or end users who avail
themselves of the rights or choices laid down in Articles 5,6 and 7, or
make the exercise of those rights or choices unduly difficult, including
by offering choices to the end-user in a non-neutral manner, or by
subverting end users’ or business users' autonomy, decision-making, or

free choice via the structure, design, function or manner of operation of a
user interface or a part thereof.”

DSA (Article 25)
“Providers of online platforms shall not design, organize or operate their
online interfaces in a way that deceives or manipulates the recipients of

their service or in a way that otherwise materially distorts or impairs the
ability of the recipients of their service to make free and informed
decisions.”

UCPD (Articles 6 and 7)
“A commercial practice shall be regarded as misleading if it contains

false information and is therefore untruthful or in any way, including
overall presentation, deceives or is likely to deceive the average
consumer, even if the information is factually correct, in relation to one
or more of the following elements, and in either case causes or is likely
to cause him to take a transactional decision that he would not have
taken otherwise [.]”

“A commercial practice shall be regarded as misleading if, in its factual
context, taking account of all its features and circumstances and the
limitations of the communication medium, it omits material
information that the average consumer needs, according to the context,
to take an informed transactional decision and thereby causes or is
likely to cause the average consumer to take a transactional decision
that he would not have taken otherwise [.].”

The definition of ‘manipulative’ that we use, is based on scientific

’For the relevant articles, see annexes ii, iii and iv
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literature®,

which in substance describe manipulative design as presenting
information and choices on a digital interface in a particular way,
steering users towards a specific selection, or depriving users of a free or
fully informed decision. This means users make choices that they did
not intend to make, that they would not have made, had they not been
directed towards that choice, and that are not in their interest. It is
usually the providers and/or third parties that benefit, for instance
because users take more transactional decisions or share more personal
data than intended.

3.2 Deceptive patterns

By deceptive patterns - also called dark patterns - we mean specific
types of manipulative design that in their own way mislead users or let
them make unintended choices. Primarily on e-commerce platforms,
these patterns have been the subject of a great deal of research, which
has identified many specific types of deceptive patterns. Social media,
too, have started to use these patterns.

Researching and identifying concrete patterns of manipulative designs
makes it easier to assess whether designs are actually manipulative, as
the descriptions used in legislation are still widely interpretable. The
research often comes up with a taxonomy classifying the patterns into
categories and subcategories.* Research can help to make the law more
concrete.

The categorization also helps policy makers to better understand and
compare the underlying effects of the deceptive patterns. An example:
the classification of certain deceptive patterns into the categories
misleading information and misleading presentation makes it clearer

’Based on, inter alia, op Brignull., (2015); Gray et al.. (2018);
Lupidafiez-Villanueva et al. (2022); Leiser & Yang. (2023)

‘Leiser & Yang (2023) linked deceptive patterns to articles in the UCPD,
defining as main categories Information asymmetry and Free choice
repression, which include the subcategories Active misleading actions,
Passive misleading omissions, Undesirable imposition and Undesirable
restriction. These subcategories in turn can be divided into Misleading
information, misleading presentation, hiding information, delaying
provision, pressure imposition, forced acceptance, restricting specific

users and restricting specific actions. Gray et al.(2018) mentioned as

main categories nagging, sneaking, obstruction, interface interference,

and forced action
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that there is a link with Article 6° UCPD, which refers to a prohibition of
misleading practices.

This study focused on 21 deceptive patterns as found in scientific
literature®. They were selected at the lowest, most specific level, meaning
that the (sub) categories to which they might belong were not
considered. Below we will explain these patterns:

Roach Motel (1/21)

It is easy for users to register for specific services, but Aidden
information (8/21) and misdirection by visual interference (5/21) make it
difficult to deregister.

Sneak into basket (2/21)

This is the adding of items to users’ baskets, for instance by pre-
selection (6/21). Users must actively deselect the items from their
baskets. Sometimes it is not items that are added, but additional costs
(like service fees) that are not visible until checkout. These are called
“hidden costs”.

Repeated choice popup (3/21)

The same popup displays repeatedly, asking users to make a choice -
even if that choice has been made already, or the popup was closed
earlier.

Price comparison prevention (4/21)

Several packages / subscription plans are offered, but it is impossible to
compare prices because the prices are hidden or because not every
package lists its functionalities.

Misdirection by visual interference (5/21)

Visual tricks or illusions direct users to specific clicks. An example: a
button appears inactive as it is gray, but is still clickable. Or: certain

information or buttons stand out because of color use.

Pre-selection (6/21)

5See annex iv.b
*Based on, inter alia, Brignull, (2015); Gray et al.. (2018); Lupidfez-

Villanueva et al. (2022); Leiser & Yang. (2023)
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Users must make choices to continue a process, but one or more of
those options have been pre-selected. Users must be aware and deselect
any unwanted options.

False hierarchy (7/21)

Options or content are displayed or ordered such that some are
highlighted while other ones are overlooked.

Hidden information (8/21)

Users are hindered in finding information, because it is hidden or
because the language is obscure.

One such form is /egal obfuscation: texts are deliberately long, formal,
complex or turned into legalese, which makes it hard for users to
understand what they are consenting to and what the consequences are.

Trick question (9/21)
Double negatives are used, like “I don’t want notifications” - no/yes.

Sentence constructions can be ambiguous, like “are you certain you wish
to cancel” - cancel / ok

It is not immediately clear whether or not to tick certain boxes. For
instance: “I do not wish to receive emails about..”

Confirm shaming (10/21)

The wording of the choices offered is not neutral, but contain
(judgmental) terms that capitalize on emotions. Some examples:

“No, | don’t want any offers”

“No, I'd rather waste my discount”

“Yes, | want a fully functional website”

“Yes, | want the best experience”

“Are you sure you want to go? We will miss you.™

Bait and switch (11/21)
This practice refers to components that do not work as expected. Like an

X that does not close the window, but makes a new popup appear. Or a
button that triggers an unwanted download to the user’s computer.
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Disguised advertisement (12/21)

Ads are displayed in the same way as the content offered on the
platform, without any warning that this is an advertisement.

Pressured selling (13/21)

Whenever users add something to their baskets, a popup urges them to
buy more items, for instance by saying that it is cheaper to buy a bundle,
or by offering a gift if their purchase reaches a certain threshold.

Forced continuity (14/21)

A trial subscription is offered, which is quietly rolled over into a paid
subscription plan.

Fake scarcity (15/21)

False claims are made, alleging that products are scarce or almost sold
out, urging users to decide quickly. Examples:

“Low stocks”

“Only 2 left”

“Usually not available”

Limited time (16/21)

Specific time periods are communicated within which offers or
functions are available, sometimes by showing countdown timers that
manipulate users into deciding quickly.

Social proof (17/21)

Reviews appear to be written by real users but are fake.

Fake discount (18/21)

Products are offered at a discount, but were in fact never sold “at the
original price”.

Privacy zuckering (19/21)
Users are tricked into sharing more personal data, for instance by means

of forced action (21/21), hidden information (8/21), pre-selection (6/21)
and confirm shaming (10/21)
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Friend spam (20/21)

Users have consented to sharing their contacts with the platform, but
the platform uses those data to send messages to those contacts
without asking for explicit consent.

Forced action (21/21)

Users are offered options or functions but in fact have to perform certain
actions first to use such functions. Examples: users first have to view an
ad to get points, download an app to track an order, create an account to
get a discount, or share personal data.

3.3 Attention capturing damaging patterns

With the advent of social media have come other (more subtle) forms of
manipulation, related to the distraction, temptation of users and
keeping their attention. That way they spend as much time as possible
on the platform. After all, that is how social media make money: the
more time on the platform, the more (personalized) ads can be offered,
and the more the platform earns. Other platforms (besides social
media), too, have started using techniques focusing on attention.
Although the impact on mental health requires more long-term
research, there are many indications that attention-grabbing technology
has harmful effects, including excessive smartphone usage, short
attention spans and feelings of anxiety (like Fear Of Missing Ou?)’.

Monge Rofarello et al. (2023) call these attention capturing damaging
patterns:

“Recurring patterns in digital interfaces that exploit psychological
vulnerabilities and capture attention, often leading the user to lose
track of their goals, lose their sense of time and control, and later fee/
regret.”®

While with deceptive patterns it is easier to demonstrate that users are
deceived into making choices they did not intend to make, that is more
difficult with attention capturing damaging patterns. Those patterns
seduce rather than deceive users. They could be in line with the user’s
objective to find more content or stay up to date. It is debatable,

’Essen & Van Ouytsel. (2023):; Monge Rofarello et al. (2023); Soysal,

(2025)
8Monge Rofarello et al.. (2023)
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therefore, whether we can consider such patterns deceptive patterns.
Patterns that deceive are easier to ban under the DSA and UPCD than
patterns that (in a harmful way) capture attention.

" Users rarely if ever desire to be deceived, but they do sometimes wish
to be seduced.”

Fortunately, there is legislation in the pipeline that addresses seductive
design: the Digital Fairness Act (DFA). Attention capturing damaging
patterns play a major part as they increase the time spent on platforms
and are linked to excessive smartphone usage. This presents an
opportunity to include those patterns in this act.

Our analysis considers both types of patterns (deceptive patterns and
attention capturing damaging patterns) as we are convinced that both
patterns are manipulative and harmful.

This study covers nine attention capturing damaging patterns as found
in scientific literature.” These, too, are described at the lowest level, i.e.
without (sub)categories. Below we will explain these patterns:

Infinite scroll (1/9)

Users can scroll down endlessly, with new content loading automatically.
Users do not know what content will appear. This feeds into Fear Of
Missing Out (FOMO) and partial reinforcement, with users occasionally
being rewarded (with interesting content) or not; it’s basically like a fruit
machine that prompts more scrolling.

Casino pull-to-refresh (2/9)

(Mobile only) Users can swipe the top of the page down to refresh the
page and load new content. Users do not know what new content will
appear. This feeds into Fear Of Missing Out (FOMO) and partial
reinforcement, with users occasionally being rewarded (with interesting
content) or not; it’s basically like a fruit machine that prompts more
scrolling.

Neverending auto-play (3/9)

New videos are automatically played as soon as the current one ends.
There is no option to disable gutop/ay, or that option is hidden.

Monge Rofarello et al.. (2023)
\Monge Rofarello et al.. (2023)
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Guilty pleasure recommendations (4/9)

Personalized recommendations based on what users like or sustains
their attention. The recommendations are usually made by profiling
algorithms of user interactions.

Recapture notifications (5/9)

Notifications generated by the platform to make users return to the
platform. These can be notifications about recommendations, new
content or content with which users have not interacted before. When
users open the platform, this type of notifications is also used to capture
the users’ attention and keep them on the platform. These often take the
form of red badges (whether or not with a number). They draw attention
because they stand out visually (sa/ience bias) and create a sense of
urgency, a task that has not been completed." Users likely click because
they are curious about the underlying notification, because of fear of
missing out (FOMO) or because they want to complete tasks.

Playing by appointment (6/9)

Users are incited to use the platform at specific times because
otherwise they will lose points, status or other rewards.

Grinding (7/9)

Users must perform the same action repeatedly to collect points or earn
other “rewards”.

Time fog (8/9)

The users’ notion of time is suppressed, for instance because clocks or
the play time of videos are not visible. That way not only the users’
attention to the platform is retained, but they are furthermore deceived
because information is withheld (deceptive pattern, form of hidden
information).

Fake friend notifications (9/9)
Notifications appear to be sent by other users, but in fact are generated

by the platform. This makes this pattern not only attention-capturing
but deceptive as well (deceptive pattern).

Bartoli & Benedetto (2022)
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4. Study approach
How did we conduct the study?

4.1 VLOPs

In this study we focused on Very Large Online Platforms (VLOPs)™
because they have the largest user numbers and for that reason are the
most influential. They were also the first that had to comply with the
DSA.

We investigated e-commerce platforms because this is where deceptive
patterns originated, but also social media platforms because of their
increasing impact on and interference in society. In that latter category
we expected to find more attention capture damaging patterns.

We selected the following platforms:

Social media
e Facebook

* Snapchat

* TikTok
E-commerce

e Shein

e Zalando

* Booking
4.2 User flows

We went through several user flows on the selected platforms, using
both real personal accounts and research accounts (accounts of fake
persons). Where possible, we viewed the flows on desktops and mobiles,
generally concentrating on:

* Onboarding, creating an account

* Accepting or refusing tracking;

* Settings and receiving of notifications;

* Browsing content and/or items;

* Interactions with other users;

* Conducting transactions;

* Deleting an account;

* Choosing and cancelling a subscription plan.

12See annex ii. VLOPs
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We recorded any specific patterns that we identified as a deceptive
patternor an attention capturing damaging pattern, describing the
pattern and making screenshots. We used definitions formulated in the
scientific literature and legal guidelines.”

38ee Chapter 3: Definitions within manipulative design
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5. Findings
What was the outcome of our analysis?

5.1 Facebook

Manipulative design was found during:

* Tracking

* Onboarding

* Settings and receiving of notifications
* Browsing content

* Deleting accounts

5.1.1 Tracking

Misdirection by visual interference (deceptive pattern)

Its blue color (Facebook’s primary 13:55 ol -
color) directs users visually to the
button “allow all cookies”, while the
button “reject optional cookies” is
gray. The buttons should be identical

Het gebruik van cookies door
Facebook toestaan?
Emma, als we bij Meta advertenties aan je

H H weergeven, gebruiken we cookies en
Ina p pea rance and desi gn’ so as notto vergelijkbare technologieén om inhoud en
affect the users’ choice. advertenties aan te bieden en te

personaliseren, en om je ervaring in Meta-
producten te beschermen en verbeteren. 4—

Confirm shaming (decept/'ve pattern) . Essentiéle cookies: deze cookies zijn
vereist om Meta-producten te kunnen
gebruiken en zijn noodzakelijk om onze

The use of the word “protect” inthe sites naar behoren te laten werken.
Onze cookies in andere apps en op

sentence “we use cookies to prOteCt andere websites: andere bedrijven
and enhance you r expe rience in meta gebruiken onze cookies en vergelijkbare
. technologieén, zoals de Vind-ik-leuk-
p roducts” suggests that allowi ng knop of de Meta-pixel, in hun apps en op
. . . hun websites. Deze cookies kunnen

cookies is the safe choice. worden gebruikt om je advertenties te
personaliseren. Deze cookies zijn
optioneel.

. Cookies van andere bedrijven: we

Optionele cookies afwijzen

Alle cookies toestaan
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Trick question (deceptive pattern)

If users choose “reject optional cookies”, they can still choose from two
types of optional cookies. It is not immediately clear whether these
should be selected to reject or allow those cookies.

13:55 il T - 13:56 il 5 -
Optionele cookies Alles selecteren . ” Ales select
es selecteren
Onze cookies in andere apps en op Optionele cookies
andere websites Onze cookies in andere apps en op 04_
We gebruiken cookies in apps en op andere websites o
websites die eigendom zijn van We gebruiken cookies in apps en op
andere bedrijven die Meta- websites die eigendom zijn van
technologieén gebruiken. Deze andere be.('Jr_ijven die‘Meta-
cookies helpen andere bedrijven om techr.\ologleen gebruiken. Dg'ze
informatie met ons te delen over je cookies helpen andere bedrijven om
activiteit in hun apps en op hun informatie met ons te delen over je
websites. activiteit in hun apps en op hun
Hoe we deze cookies gebruiken v websites. . .
Als je deze cookies toestaat, gebeurt Hoe we deze cookies gebruiken v
het volgende: M Als je deze cookies toestaat, gebeurt
Als je deze cookies niet toestaat, . het volgende:
gebeurt het volgende Als je deze cookies niet toestaat, o
Cookies van andere bedrijven O 991’69" het volgende )
We gebruiken cookies van andere Cookies van andel_'e bedrijven ( ’ ‘
bedrijven om advertenties aan je weer We gebruiken cookies van andere
te geven buiten onze producten en bedrijven om advertenties aan je weer
om functies als kaarten, te geven buiten onze producten en
betalingsservices en video's te om functies als kaarten,
verstrekken. betalingsservices en video's te
Cookies kiezen per categorie > verstrekken.
2 i s A Panliac Lia7an nar ~atannaria N
_> Optionele cookies afwijzen Optionele cookies afwijzen 4—
Alle cookies toestaan Geselecteerde cookies toestaan
— —

AUTHOR: CHITRA MOHANLAL - BITS OF FREEDOM - MAY 2025 18


Chitra Mohanlal

Chitra Mohanlal

Chitra Mohanlal

Chitra Mohanlal


5.1.2 Onboarding

Repeated choice pop-up (deceptive pattern)

As soon as users open the profile page who have not yet entered any
personal data, a flow opens where users can fill out their data. Users are
asked where they live, where they were born, their school, employer,
relationship status, and so on. Although users can skip these questions,
the flow will start every time they open their profile. This is also privacy
zuckering, because it involves personal data.

Pre-selection (deceptive pattern)

The default setting of profiles (like your place of residence, place of birth,
employer or school) is “public”. This means these data are shared with
everyone, unless users actively change this setting.

13:57 ol ) 13:58 ol .
facebook + Q © <
——————P¥ @) Waar denkje aan? @ Huidige woonplaats
*® toevoegen
Voeg je huidige woonplaats toe om groepen,
i X evenementen en vrienden in je omgeving te
vinden. I
~& O Openbaar 4’ 3
Facebook is leuker met vrienden
Bekijk verhalen van vrienden door
e mensen die je kent uit je contacten toe...

Verhaal Vrienden vinden Selecteer een locatie >

maken

Amsterdam

Overslaan

A ® 8 ® 0

Startpagina Video Marketplace  Profiel Meldingen Menu

19 EXPLORATORY STUDY OF MANIPULATIVE DESIGN


Chitra Mohanlal

Chitra Mohanlal


5.1.3 Settings and receiving of notifications

Roach motel (deceptive pattern)

Although the term roach mote/actually refers to the cancellation of
services or subscriptions, it can be used also for the “cancellation” of
notifications: by default all notifications are enabled in all kind of ways
(push, email and texts). It takes a lot of effort to disable notifications
because there are many options for every category. The sheer volume and
obscure descriptions call for a great deal of cognitive capacity to
determine what specific notifications entail and whether or not you want
to receive those notifications.

10:44 .

<
Well

Meldingen

ke meldingen je ontvangt

Facebook stuurt je mogelijk nog steeds belangrijke
meldingen over je account en content buiten je

voorkeursinstellingen voor meldingen om.

Q
<
o

S
-t
&
®
&

000
(=3}

®
@

Startpag

Opmerkingen
Push, Email, SMS

Tags
Push, Email, SMS

Herinneringen
Push, Email, SMS

Meer activiteit over jou
Push, Email, SMS

Updates van vrienden
Push, Email, SMS

Vriendschapsverzoeken
Push, Email, SMS

Mensen die je misschien kent
Push, Email, SMS

Verjaardagen
Push, Email, SMS

Groepen
Push, Email, SMS

Video
Push, Email, SMS

S O 0 Q

ina  Vrienden Video Profiel  Meldingen

Types of notifications

Menu

AUTHOR: CHITRA MOHANLAL

10:44 ol 6B

< Meldingen

Push, Email, SMS

Pagina's die je volgt
Push, Email, SMS

Marketplace
Push, Email, SMS

Push, Email, SMS

Herinneringen om te gaan stemmen
Alleen in de app

Chatberichten
Push, Email, SMS

[t
=)
@ Inzamelingsacties en crises
&
®

® Herinneringen
Push, Email, SMS

.o Overige meldingen
Push, Email, SMS

Waar je meldingen ontvangt

9 Push
Aan

E-mailadres

Aan, voorgesteld

Qj Sms

Geen + Voeg je mobiele nummer toe

® & @ ® Q0 =

Startpagina  Vrienden Video Profiel Meldingen Menu

Means of notifications
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17:07 il 5 (.

< Evenementen

Josephine Williams gaat naar je
evenement Hanging Out.

Meldingen toestaan op Facebook

Waar je deze meldingen ontvangt

Push
E-mailadres

Sms

Meldingen ontvangen over
Activiteit

Herinneringen

Wijzigingen en updates

Abonnementen op evenementen

866686 666 68

Suggesties

(e}
@ & ® o @
Startpagina  Vrienden Video Profiel Meldingen Menu

Options within notification
category ‘events’
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Recapture notifications (attention capturing damaging pattern)

Notifications that are enabled by default include the following: people
you may know, event suggestions, market places that might interest
you, memories, and other notifications such as breaking news, nearby
restaurants, offers that are about to expire. These are all examples of
notifications generated by the platform (and are not triggered by
interactions with/of users). This is Facebook’s way to make users return
to the platform.

Once on the platform, users get to see the red badge (small red dot, with
or without a number) to keep their attention. The badge is usually
displayed when there are new interactions with the user or if users are
required to take action. Facebook, however, also uses the badge to
announce new content, for instance in the menu item “video” for users
who have not viewed videos for some time. And there will always be new
videos.

09:55 2 o = €l 09:55 2 R 90

facebook + Q % Meldingen S @

Paradiso Amsterdam heefteen ...
evenement gemaakt waarbij je
mogelijk aanwezig wilt zijn.

38 m.

Paradiso Amsterdam heefteen ...
evenement gemaakt waarbij je
mogelijk aanwezig wilt zijn.

39 m.

Verhaal

maken Paradiso Amsterdam heefteen ...

evenement gemaakt waarbij je
mogelijk aanwezig wilt zijn.

@ NRC & e X 37 m.
Bu -G Ouder

Voor dierenarts is de liefde voor

huisdieren een van de mooiste... Meer weergeven Paradiso Amsterdam en NRC eoe
) hebben onlangs 7 berichten
R gedeeld.

2:d:

NRC heeft onlangs 8 berichten eoe
gedeeld.
44d.

Eerdere meldingen bekijken

nre.nl

Dierenart:
—als hun kind. ma S E—
o o —
6 =2 ® & @ @ & =
Startpagina  Vrienden Startpagina  Vrienden Video Profiel Meldingen Menu

Notifications about new events that
might interest the user
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5.1.4 Browsing content

Infinite scroll (attention capturing damaging pattern) & casino pull-to-
refresh (attention capturing damaging pattern)

Users can scroll infinitely on the start page. Content is refreshed by
swiping down from the top of the page. New content appears
continuously as this also includes suggestions. The same applies to the
pages under the menu item “videos”.

Time fog (attention capturing damaging pattern)
Videos do not display any time notation (minutes and seconds) to show

how long users have been watching and how long the video is.
Occasionally they show a progress bar that fills up as the video plays.

1M1:17 IR 75

facebook + Q %

OD:9 243 265 opmerkingen 9 keer gedeeld
Q © w

Vind ik leuk Opmerking plaatsen Verzenden Delen

Amsterdam Photo Of ... - Volgen *** X
Aanbevolen bericht - 16 u. - @

Bet van Beerenbrug - Amsterdam #fbreels

L

€& NPO Start & 6 Volgen
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Guilty pleasure recommendations (attention capturing damaging

pattern)

The start page is a feed that uses a profiling recommendation system.
Based on the interactions between users and content, like posting
comments or likes, or watching videos, the system shows content that

users might be interested in."*

Platforms are required to offer a non-profiling alternative option (Article
38, DSA) that is directly and easily accessible from the specific section
of the platform’s online interface where the information is being

prioritized (Article 27, DSA).

On Facebook the alternative feeds can be found in settings under
“Feeds”. This means they are not directly accessible from the default
feed (hidden information), nor can alternatives be set as default, which
could constitute a breach of the DSA.”®

17:34 I 35
Menu & Q
Chitra Mohanlal

Je profiel bekijken

Je snelkoppelingen

Herinneringen Opgeslagen
o w
Groepen Video
= °

3

Vrienden

Marketplace

= =
© *
Overzichten venementen

Meer weergeven

17:34 all F
< Overzichten Q
Berichten Meldingen Verhalen

Alles Favorieten Groepen

NRC & e X
23m.-Q

Kijkers die na '‘De Golden Bachelor' behoefte
blijven houden aan een verse d... Meer weergeven

nre.nl
Tv-recensie | Eerst zoenen, dan pas praten is het
format van lesbische datingshow ‘I Kissed a Girl'

14
Vind ik leuk  Opmerking plaatsen Verzenden Delen

NRC & e X
aom.-Q

Veroordeeld worden voor verkrachting, maar geen
straf krijgen? Een recente verkr... Meer weergeven

-
@ &

Startpagina  Vrienden Video Profiel  Meldingen

® ® 0 =

Myisit:

® & @ ® Q =

Startpagina  Vrienden  Video Profiel  Meldingen

https://transparency.meta.com/features/explaining-ranking/fb-

feed-recommendations/

5In April 2025 Bits of Freedom, together with EDRi, Geschellschaft fir
Freiheitsrechte and Convocation Design + Research filed a complaint with

the Irish regulator.
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The same applies to comments sections, which are automatically sorted
by “most relevant”. This ranking comes about by the Al system
predicting in which comments users are likely to be most interested.”
Users have the option to rank by “newest” (chronological and non-
profiling). With every new post, however, the ranking will be defaulted to
“most relevant” again. Users would have to choose “Newest” every time if
they wish to avoid personalization (repeated choice).

14:48 al T &8
< dumpert.nl & - Volgen -
Aanbevolen bericht - 4 mrt - §
& Q © >
Vind ik leuk Opmerking plaatsen Verzenden Delen
©# 10,6 duizend
545 keer gedeeld
Meest relevant ~
Tha-t would probably get them fired, you
shouldn't have posted that...
Vertaling verwerken
5w. Vindikleuk Antwoorden 3290
; heeft gean... - 28 antwoorden
Boeiend, misschien hebben ze pauze...
Sorteren op
5w.  Vind ik leuk 1,9 duizend ©
Antwoorden Meest relevant

heeft gean... - 74 antwoorden

En dit doe jij dus op Schiphol: stiekem
wildvreemde mensen filmen die
helemaal niemand lastig vallen. &

Geef opmerkingen van vrienden en
opmerkingen met de meeste betrokkenheid
als eerste weer.

Nieuwste
Geef alle opmerkingen weer, beginnend bij de
nieuwste opmerkingen.

5w. Vindikleuk Antwoorden 5150 X
s Alle opmerkingen
. el moo o : Geef alle opmerkingen weer, inclusief
Schrijf een opmerking... @ @9 @ potentiéle spam.

*Bezoek:

https:

transparenc

.meta.com/features/explaining-ranking/fb-

feed-ranked-comments/
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Privacy zuckering (deceptive pattern)

Users who wish to manage their ad preferences get to choose between a
paid subscription or using Facebook free of charge with ads. If they
choose ads, they can choose either “personalized “or “less personalized’
ads. “Personalized” is preselected (pre-selection).

23:24 ol TR

Annuleer Accountcentrum

<
Wil je je abonneren of wil je ' l

2

. .o < X
onze producten gratis blijven
gebruiken met advertenties? Advertentie-ervaring
Als onderdeel van wetgeving in je regio kun je
ervoor kiezen of je ons toestemming geeft om Gepersonaliseerde advertenties
je informatie te verwerken voor advertenties. Ontdek producten en merken die
Je keuze is van toepassing op de accounts in gerelateerd zijn aan je interesses en
dit Accountcentrum. activiteit in onze producten. Je @ 4_ ———

informatie wordt gebruikt voor
advertenties.

Abonneren om te gebruiken zonder O Je huidige ervaring

advertenties

Advertenties met minder

Abonneer je vanaf € 7,99 per maand om je personalisatie

Facebook-account te gebruiken zonder Je hebt een andere advertentie-
advertenties. Je informatie wordt niet ervaring. Je krijgt verschillende

verwerkt voor advertenties. producten en merken te zien die O

minder gerelateerd zijn aan je
interesses. Je krijgt mogeliyk
reclameblokken te zien. Er worden
minder van je gegevens gebruikt
Gebruik je Facebook-account kosteloos en voor advertenties.

ontdek producten en merken via
gepersonaliseerde advertenties. Je
informatie wordt verwerkt voor (&) We hechten veel waarde aan je privacy
advertenties. Je hebt later de optie om en de beveiliging van je informatie.
advertenties te zien te krijgen met minder

Kosteloos gebruiken met advertenties O

@ Je vindt meer informatie over hoe je
informatie worden gebruikt voor
advertenties in ons privacybeleid.

Users who choose “less personalized” still get to see ads based on their
gender and location. In addition, they get to see “commercial breaks’
while scrolling through the feed, which users have to view before they
can move on (forced action). An annoying experience that may move
users to select personalized ads after all.
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===_met rRobin

09:30 & ol 99 ] .
= * Oss8 1 keer gedeeld 864 duizend weergaven
1] Q ©
Vind ik leuk Opmerking plaatsen Verzenden Delen i)
Annuleer Accountcentrum Vind ik leuk  Opmerking plaatsen  Opslaan  Delen
Robijn & _
Gesponsord - @ «§ Informatie over reclameblokken
X Robijn en Sun nu hoge korting Reclameblokken zijn een nieuwe manier om
gerelateerd zijn aan je interesses en advertgntles te zien te krijgen op Fac'ebook.
activiteit in onze producten. Omdat je ervoor hebt gekozen om minder
gepersonaliseerde advertenties te zien te
(@) Je browse-sessie wordt mogelik Hoge TS : krijgen, krijg je reclameblokken te zien.
onderbroken door reclameblokken. korting .

Meer informatie

O Reels
AN . T BT VT A

We gebruiken een deel van je informatie
voor advertenties

L@ Informatie over de content die je bekijkt
tijdens het browsen door onze
producten

@ Jeinteractie met advertenties

( Je leeftijd, geslacht en locatie

Kom meer te weten over deze keuze en hoe
hiermee minder van je informatie wordt
gebruikt in vergelijking met
gepersonaliseerde advertenties

bol.com/robijn
Geniet in geuren en kleuren Shoppen
met Robijn

058 1 keer gedeeld 864 duizend weergaven

Vind ik leuk  Opmerking plaatsen  Opslaan  Delen

Terug
Reclameblok o
— —
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5.1.5 Deleting accounts

Roach motel (deceptive pattern)

It takes many c/icks to delete an account. Users have to switch between
at least two different environments: from the Facebook settings page
(environment 1) they are directed to the Meta account center
(environment 2).

9 Q, Zoeken op Facebook @ &9; ® B Vrienden zo... #H 0o 8 ﬁ
= v

Instellingen en privacy
Vind de instelling die je zoekt

Q, Zoeken in instellingen

Q  Zoeken ininsteliingen

00 Meta
Accountcentrum

Meest bezochte instellingen

N S
Meer bekijken in Accountcentrum
Gegevensgebruik voor Blokkeren Activiteitlogboek
Facebook-ervaringen Control ensen die je eerder Bekijk en beheer je activiteit op
Tools en informatiebronnen Beh o¢ we je Facebook- hebt ge d of v Facebook,
ebruiken v iemand toe aan je blokkeerlist
Met onze tools kun je je privacy beheren.
sommige van je ervaringen op
B Pprivacycontrole FocooDe
(3} Gezinscentrum
@ 1 voor daardnubliok
Voorkeuren =
Pas je ervaring op Facebook aan. Face bOOk
. Donkere modus H
@ Reactievoorkeuren Geef aan of je de donkere modus settings page
00 Meta X
Accountcentrum Profielen
Beheer je verbonden ervaringen en Beheer je profielgegevens en gebruik dezelfde gegevens op Facebook, Instagram en Meta
accounti i in Met hnologieé Herizon. Voeg meer profielen toe door je accounts toe te voegen. Meer informatie

zoals Facebook, Instagram en Meta Horizon.

Haer Informatie Chitra Mohanlal R
(5] Facebook
[e] "
& Profielen
Accounts toevoegen
& Verbonden ervaringen
Accountinstellingen
O Wachtwoord en beveiliging
Persoonlyke gegevens
i Jegegevens en toestemmingen
R Advertentievoorkeuren
B MetaPay

@ Meta Verified

® Accounts Meta accou nt

center
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If users cannot find the function, they could well end up at the Facebook
help center (environment 3) via a search engine.

0 Helpcentrum Q Helpartikelen zoeken. ” Nederlands v

O Facebook gebruiken v
Je Facebook-account permanent verwijderen & Link kopiéren
-4 Login and Recovery v
Help voor Android-app Hulp voor computers Help voor iPad-app Meer v
E%  Je account beheren ~

o Je Facebook-account
herstellen Als je meerdere Facebook-profielen hebt, kun je ook alle profielen van je account
verwijderen of deactiveren. Meer informatie over het verwijderen of deactiveren van

@3 Accountinstellingen > afzonderlijke profielen.

ﬁ Namen op Facebook
Wat gebeurt er als ik mijn Facebook-account permanent verwijder?
[ 3 Meldingen bl « Je kunt je account niet opnieuw activeren

) « Je profiel, foto's, berichten, video's en alles wat je verder nog hebt toegevoegd, worden
B Advertentievoorkeuren > 4 permanent verwijderd. Je kunt niets meer terughalen van wat je hebt toegevoegd.

= « Je kunt Facebook Messenger niet meer gebruiken.
(i) Je gegevens bekijken en

downloaden « Je kunt Aanmelden via Facebook niet meer gebruiken voor andere apps waarvoor je je
hebt aangemeld met je Facebook-account, zoals Spotify of Pinterest. Je moet mogelijk
Je account deactiveren of contact opnemen met die apps en websites om die accounts te herstellen.
verwijderen
+ Nadat je je account hebt verwijderd, blijven bepaalde gegevens voor je vrienden
Het account van een zichtbaar, zoals chatberichten die je naar hen hebt gestuurd. Kopieén van de
# overleden persoon beheren o chatberichten die je hebt gestuurd worden opgeslagen in het Postvak IN van je
vrienden.
[ ana'c'y,‘velhghe:d on v « Als je je Facebook-account gebruikt om je aan te melden bij Meta Quest, worden je
beveiliging Meta Quest-gegevens ook verwijderd als je je Facebook-account verwijdert. Deze
je k en prestaties. Je kunt apps niet meer retourneren
Beleidsregels en rapportage v en je verliest je winkeltegoed.

yoeqpaag

Wat moet ik doen als ik niet al mijn inhoud wil verwijderen, maar even een
pauze van Facebook wil nemen?

Je kunt een pauze van Facebook nemen en je account tijdelijk deactiveren. Als je je account
tiidelik deactiveert, gebeurt het vol Facebook
« Mensen kunnen je Facebook-profiel niet bekijken of bezoeken. hel p cen ter

+ Je foto's, berichten en video's worden niet verwijderd.

The Facebook help center does not allow for immediate action, for
instance via a link. Instead users have to go through a step-by-step plan
to delete their account. For that they have to go back to the previous two
environments.

Je Facebook-account permanent verwijderen:
1. Klik in de rechterbovenhoek van Facebook op je profielfoto.
2. Selecteer Instellingen en privacy en klik op Instellingen.
3. Als Accountcentrum linksboven in je menu Instellingen staat, kun je je account

verwijderen via het Accountcentrum. Als Accountcentrum linksonder in je menu
Instellingen staat, kun je je account verwijderen via je Facebook-instellingen.

Je Facebook-acccount verwijderen via het Accountcentrum

Je kunt je account verwijderen door in het Accountcentrum rechtstreeks naar de instellingen
Eigendom en beheer van accounts te gaan. Of je kunt deze instructies volgen:

. Klik in de rechterbovenhoek van Facebook op je profielfoto.
Selecteer Instellingen en privacy en klik op Instellingen.
Klik linksboven op je scherm op Accountcentrum.

Klik onder Accountinstellingen op Persoonlijke gegevens.
Klik op Eigendom en beheer van account.

Klik op Deactiveren of verwijderen.

Step-by-step instructions
Kies het account of profiel dat je wilt verwijderen.
4 that refer to account center

. Selecteer Account verwijderen.

© @ NP o s w N

. Klik op Doorgaan en volg dan de instructies om te bevestigen.
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The account-deleting process comprises many steps: Users are asked to

select the account in question, whether they want to deactivate or delete

their account, they have to state a reason, take action like backing up

messages in the archive or downloading data, and re-entering their

password. Under “deactivation or deletion”, “deactivation” is preselected,

directing users to that option (pre-selection).

<

Deactivering of verwijdering

Selecteer wat je tijdelyk wilt di i of
het proces te starten.

Chitra Mohanlal
Facebook

L]

<

Voordat je tot verwijdering overgaat, kunnen we

je misschien helpen

We vinden het jammer dat je weggaat, We zouden graag willen weten waarom
je je account deactiveert, want we kunnen je misschien nog helpen in het geval
L d zonder een reden te

Je kunt ook d

van
selecteren.

p 9

Ik breng teveel tijd door op Facebook

Ik maak me zorgen over myn privacy.

Ik voel me niet veilig op Facebook.

Miin account is gehackt,

Ik vind Facebook niet meer nuttig

Annuleren

X

Stating a reason
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<

Je Facebook-account deactiveren of
verwijderen
Als je een pauze wilt nemen van Facebook, kun je dit account tijdelijk

deactiveren, Als je je account permanent wilt verwijderen, laat het ons dan

weten.

Account deactiveren

Deactivering van je account is tijdelijk, Je account en hoofdprofiel

worden gedeactiveerd en je naam en foto's worden verwijderd uit de

meeste dingen die je hebt gedeeld. Je kunt Messenger blijven
ebruiken.

Account verwijderen

De verwijdering van je account is permanent, Als je je account
verwijdert, worden je hoofdprofiel en alles wat je hebt toegevoegd
permanent verwijderd. Je kunt alles wat je hebt toegevoegd dan niet
meer . Alle i enalje
chatberichten worden ook verwijderd,

Annuleren

Voordat je verwiidert

Als je
Als je je

kun je je account
verwijdert, word:
K verwijderd, Als je
kun je je account in plaats daarvan deactiveren

wilt

enalje
wilt bijven i

Account deactiveren

Borichten opslaan in jo archief

Als jo jo it e , worden |
werwijderd, Als je je account liever wilt behouden, maar bepaalde
berichten en foto's wilt verwijderen dee je niet langer op je profiel wilt

foto's

tonen, kun jo deze verplaatsen naar je archief. Jo archief is een plaats waar

je berichten en foto's kunt opslaan waarvan je niet wilt dat anderen ze
zien, maar die jo niet wilt verwijderen, Je hebt op ieder moment toegang
tot je archiof via jo activiteitiogbock.

Naar acthiteitiogboek

Je gegevens downloaden

Je hebt 1foto, 1 bericht en meer gedpload naar Facebook. Je kunt deze
content wordt i met je
account.

voordat

Gegovens downioaden

Een kopie van je gegevens overzetten

Je kunt voordat je je Facebook-account verwijdert een kopie van je
geg service, De gegs die je kunt
overzetten, zign onder andere berichten, foto's, video's en meer.

Gogevens overzetten

Annuleren

Actions before deleting

o

Doorgaan

Doorgaan
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Users do not know how many steps or interruptions will follow. If, for
instance, they select “privacy concern”, the next step will contain a link
to the help center with relevant articles on privacy.

< X
<

Voordat je tot verwijdering overgaat, kunnen we
je misschien helpen

Privacy op Facebook

We vinden het jammer dat je gaat. Voordat je je account verwijdert, zijn er
misschien een aantal dingen die we kunnen doen om je te helpen.

We vinden het jammer dat je weggaat. We zouden graag willen weten waarom
je je account deactiveert, want we kunnen je misschien nog helpen in het geval
van veelvoorkomende problemen. Je kunt ook doorgaan zonder een reden te
selecteren.

Je gegevens beheren

Je kunt altyd de door jou gedeelde gegevens beheren en bepalen wie deze kan

Ik breng teveel tijd door op Facebook
zien. Meer informatie

Ik maak me zorgen over mijn privacy.

We stellen je feedback op pris

Laat het ons weten als je specifieke vragen of zorgen hebt. We hopen dat je je
feedback met ons deelt, zodat we dergelijke kwesties in de toekomst kunnen
aanpakken. Feedback geven

I

Ik voel me niet veilig op Facebook.
Mijn account is gehackt.

Ik vind Facebook niet meer nuttig

More information about privacy

Hidden information (deceptive pattern)

The location of the function to delete an account is hard to find. Entering
the search terms “delete account” on the settings page of Facebook does
not yield any clear answers but leads to “personal data” and “accounts”.
“Accounts” seems to make most sense, as other apps, too, use that
category to delete accounts. But in fact the actual function can be found
under “personal data”.

0 Q, Zoeken op Facebook @ g% ® a

Instellingen en privacy
Vind de instelling die je zoekt

Q, Zoeken in instellingen

Q account verwijderen <@—— delete account
00 Meta
Accountcentrum @  Ppersooniike gegevens <€— personal data
Beheer je verbonden ervaringen ¢n

accoun en in Meta ologiedn,
A : <€4—  accounts

Accounts
-8 Aanmelden met accounts
Verzoeken van vrienden van vrienden op Faceb

Meer bekijken in Accountcentrum

Verzoeken van anderen op Messenger of Facet

AUTHOR: CHITRA MOHANLAL - BITS OF FREEDOM - MAY 2025 30


Chitra Mohanlal

Chitra Mohanlal
More information about privacy 

Chitra Mohanlal

Chitra Mohanlal
delete account

Chitra Mohanlal

Chitra Mohanlal

Chitra Mohanlal

Chitra Mohanlal
personal data

Chitra Mohanlal
accounts


00 Meta
Accountcentrum

Beheer je verbonden ervaringen en

i llingen in Met. N
zoals Facebook, Instagram en Meta Horizon.
Meer informatie

& Profielen

& Verbonden ervaringen
Accountinstellingen

QO Wwachtwoord en beveiliging

Persoonlijke gegevens

Eé Je gegevens en toestemmingen

m Advertentievoorkeuren

B Metaray

{2 Meta Verified

R Meta

Accountcentrum

Beheer je verbonden ervaringen en
gen in Meta-technologieén,
tagram en Meta Horizon.

(% Profielen
& Verbonden ervaringen
Accountinstellingen

O Wachtwoord en beveiliging

Persoonlike gegevens

X

<4—— Deleting accounts

from account center

Accounts

Voeg accounts toe of verwijder ze uit dit Accounteentrum., Als je een account verwijdert,
worden ook alle profielen verwiderd die worden beheerd door dat account, Meer informatie

Accounts toevoegen

Chitra Mohanlal
Facebook

p Chitra Mohanlal
0

Persoonlijke gegevens

Meta gebruikt de
Jij bepaalt welke p:

e gegevens om
nlijke geg:

titeit te verifiéren en de community veilig te houden.
je zichtbaar maakt voor anderen.

Contactgegevens

Geboortedatum

Identiteitsbevestiging

Actual function of
deleting account
under personal data

Eigendom en beheer van account

Under ‘Accounts’ users see the text: “Add accounts or remove accounts

from the Account Center”. But there is no button to remove the account.
It turns out that this text does not refer to the actual removing of the
account, but to the removing of linked accounts like Instagram and
WhatsApp from the Meta Account Center (Meta is the parent company of
Facebook, Instagram and WhatsApp). This can be confusing.

31 EXPLORATORY STUDY OF MANIPULATIVE DESIGN


Chitra Mohanlal

Chitra Mohanlal

Chitra Mohanlal
Actual function of deleting account under personal data

Chitra Mohanlal
Deleting accounts from account center


5.2 Snapchat
Manipulative design was found during:

* Onboarding

* Settings and receiving of notifications

* Browsing content

* Interactions

* Subscribing and cancelling subscription

5.2.1 0nboarding

Forced action (deceptive pattern)

In step 1of creating an account users are asked for their first name and
last name (optional). They are also informed that Snapchat is a service
sponsored by ads and that user data will be shared with advertisers and
partners. At that point users can only choose “accept and continue” and
not enter preferences. This, too, is a form of privacy zuckering, because
these are personal data.

< Account maken

Voornaam

Ismail

Achternaam

Achternaam (optioneel)

Door op Akkoord en doorgaan te tikken, bevestig
je dat je akkoord gaat met ons
Servicevoorwaarden en dat je onze Privacybeleid
hebt gelezen.

Snapchat is een gepersonaliseerde, door
advertenties gesponsorde service. Dit houdt in dat
we gebruikmaken van gegevens over jou, je
vrienden, onze community en informatie die wordt
verstrekt door adverteerders en partners,
waaronder je activiteiten op hun websites en apps.
Zo kunnen we je content en advertenties laten zien
op Snapchat die voor jou interessant zijn, en
daarnaast de prestaties meten van deze
advertenties.

Akkoord en doorgaan

A 4
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Hidden information (deceptive pattern)

Once they have signed up for an account, users can state preferences for

ads under settings. They have to really look for it though. Here users can

reject certain ads namely: based on target groups, based on activities
and advertising networks of third parties. This option should be offered
proactively during onboarding but instead users are forced to provide
personal data for all applications.

09:42 2 all ¥
< Instellingen

INSTELLINGEN OPENBAAR PROFIEL

AANVULLENDE SERVICES

Vrienden-emoji's
Huidskleur van emoji

Toestemmingen

( Voorkeuren advertenties )

Lifestyle & Interesses
Bladwijzers en browsergeschiedenis
Wachtwoordsleutels
Accounts van derden

Instellingen voor automatisch
invullen

Contacten
Lens Studio

Mijn Bitmoji-avatar gebruiken
Vrienden

Databesparing

& Z
Besturing:

Misdirection by visual

09:42 2 wilw
< Voorkeuren advertenties

Je hebt de keuze over hoe Snap en onze externe
i i jou VoOor
advertentiedoeleinden op Snapchat en daarbuiten. De
instellingen op deze pagina worden sutomatisch
uitgeschakekd als je jonger bent dan 18 jaar in de EER of
het VK. Sommige instellingen worden automatisch
vilgeschakeld als je jonger bent dan 18 of 16 in bepaalde
Amerikaanse staten. Deze instellingen hebben geen
imdoed op, én overschrijven de App Tracking
Transparency-instelling van iOS voor je apparaat niet.
Snapchat respecteert de App Tracking Transparency-
apparaalinsteling van iOS, ongeacht welke keuze je hier
maakt. Meer informatie.

Gebaseerd op doelgroepen

Deze advertenties zijn gebaseerd op
doelgroepenlijsten die we ontvangen van
adverteerder: andere partners. Adverteerders die
bijvoorbesld al informatie over je hebben, zoals een e-
mailadres, willen je misschien bereiken via Snapchat
of andere services waarop we advertenties
weergeven. Als deze instelling i ingeschakeld,
xunnen we doelgrospinformatie van adverteerders en
andere pariners gebrulken om advertenties op jou aan
te p:
Meer informatie

2,

09:42 2 B o6 §

< Voorkeuren advertenties

eld
leerders en
enties op jou aan

weergeven, Als deze inslelling is ingescr
kunnen we doelgroepinformatie van a
andere partners gebruiken om adve:
te passen,

Meer informatie

Gebaseerd op activiteiten

Snap kan de advertenties die we Je tonen, aanpasse)
aan de hand van informatie over je i
Snapchat of and rvices w @
weergeven, Als deze instelling is ingeschakeld
kunnen we je activitsiten buiten de servics waarop j&
de adverlentie ziel, gebruiken om adverten C
jou aan te passen. Als je bijvoorbeeld naar een fi
2zoekl 0p en websile die gegevens mel Snap deelt,
dan krijg je mogelijk reclame voor andere films te zien.
Als [e je hiervoer afmeldt, gebruiken we j&
Snagchatgegevens niet om je ge advertenties
van Snapchat te tonen op reclameplatiorms van
derden die fungeren als gegevensbeheerder.

Meer informatie

Advertentienetwerken van derden

Snap kan advertentienatwerken van derden gebruiks
om advertenties op Snapchat weer te geven. Om it
te doen, stuurt Snap de netwerken een beperkte

Gebaseerd op activiteiten
Snap kan de advertenties die we je ton
aan de hand van informati

Snapchat of andere sel

n, aanpassen
ten buiten
advertenties
stelling akekd,
teiten buiten de service waarcp je
oor

jou aan te passen.
2cekt op een wi

die gegevens met Sn:

3 e zien
Als je je hiervoor aimeldt, gebruiken we je
Snapchalgegevens niet om je gerichle adverlenties
van Snapchat te torEE Ter e T van

JegEVEns 1P-adres, mobiele
ad-ID, en of je de advertentic hebt gezien of er esn
interactie mee hebt gehad. Zo kan het netwerk
advertentigsenvices aanbieden, zoals gerichte
advertenties, meting en cptimalisatie, zowel voor ons
als de adverleerders. Als deze instelling is
ingeschakeld, kunnen ve advertentienetwerken van
derden toestaan om jou advertenties cp Snapchat te
tonen.

Meer informatie

interference (deceptive pattern) Zoek al je vrienden

Volledige toegang toestaan om Snapchat je
de beste vriendensuggesties te geven of kies
'Contacten selecteren' om automatisch
individuele contacten als vrienden toe te

On the screen shown here,
Snapchat prepares users that rgﬁ
they will be asked to share their 0200009
contacts. The pointing hand 000462
- 0020200
emoji directs users to grant full 0082008
access. That is how Snapchat 0:04000
. . 00:¢00@ e

evades the visual equivalence
applied later in the popup.

Snapchat wil toegang tot

je contacten

009080

Hoe wil je
contacten
toevoegen?

Contacten selecteren

Volledige toegang toestaal

Doorgaan
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Pre-selection (deceptive pattern)

Snapchat makes and even preselects friend suggestions based on the
user’s contacts. If users do not give access to their contacts random
users are suggested, some of whom have been preselected. This might
tempt users into adding users who Snapchat presumes to be friends, or
adding users without them wanting to be added.

Vrienden toevoegen

2 @)
L]
°
@
°
Weet je het zeker?
| ° ‘
Y Voeg vrienden toe om foto's te
versturen, verhalen te bekijken en
meer.
8. °
Ga terug Go back
3] ®
e Overslaan
. 3 Y
o ®
S e
| O
®

O
)
[ A O

Misdirection by visual interference (deceptive pattern)

“add 7 friends” is marked by a big blue button, while “skip” is stated in
small gray print at the top right. If users select “skip”, they get to see
another popup “are you sure”? Again users are directed to “go back”.
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Repeated choice pop-up (deceptive pattern)

Users are asked to allow notifications of Snapchat. Users who refuse and
open the app again after a few days, see the same popup. Moreover, the

notification stays on the screen in a yellow bar.

'Snapchat’ vraagt
toestemming om je
meldingen te sturen

Meldingen kunnei schuwingen,
geluiden en ba es omvatten,
enje b in je
apparaatinstellingen.

'Snapchat’ vraagt
toestemming om je
meldingen te sturen

Meldingen kunnen waarschuwingen,

geluiden en badge-updates omvatten,

3 april 6 april
r
10:50 al T (-
(1]
Q Chat AN
Alles  Ongelezen o Nieuw @

O Zet meldingen aan om geen enkele Snap te miss... X

My Al 5
()
-“w Stuur me een Snap
7~ . <2
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& heeft een Snap gestuurd

'Snapchat' vraagt
toestemming om je
meldingen te sturen

Meldingen kunnen waarschuwingen,
geluiden en badge-u omvatten,
en je beh in je
apparaatinstellingen

Snapchat asks for
permission to send
notifications

13 april

Turn on notifications to
not miss any Snap


Chitra Mohanlal
Turn on notifications to not miss any Snap
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Chitra Mohanlal
Snapchat asks for permission to send notifications
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5.2.2 Settings and receiving of notifications

Recapture notifications (attention capturing damaging pattern)

Notifications that are enabled by default include (see photo): reminders,
creative effects, map notifications about friends’ locations and actions
for Snapchat+. These are all notifications not triggered by interactions
with users, but generated by the platform.

10:24 7 wilE 10:24 2 il 10:24 2 ol = 10:24 7 wil e

& Meldingen < Meldingen < Meldingen < Meldingen

VRIENDSCHAPSSUGGESTIES

Verhaalposts O VERHALEN VAN VRIENDEN
Bitmoji's in meldingen () Vrienden uit contacten 0 i do &

Privé-Verhaal

per viienden iets

Taggen () Vriendschapssuggesties

Onltvang meldingen wanneer iemand je tagt in een Onivang een malding ov

<
g
3
g
3
g
z
g
]
<
5
>
-
g
g

Sa mogel

Herinneringen O Vrienden in behandeling
Ontvang af en loe meldingen over j@ Herinneringen. Onavan:
Snapchatte

Suggesties voor Dromen

toe meldingen over 3 van
nap Kaart en nieuwe ingedience

Onitvang af en tos meidingen over je sugpesties veor SOl (EKE RO

Van Makers die je hebt toegevoegd 0

Droman.

Verjaardagen van vrienden

6

Opmerkingen

Ontvang maldingan over opmarkingen.

Herinneringsberichten Van je contacten

Ony
of chats

(Creatieve effecten

Onl

C Promotieberichten

Onivang wriendensuggessies, nieuwe Lensupdates en

en toe meidingen aver angeoperds Snaps

Van voorgestelde Makers o

c tae meidingen over Snapchats,
Onivang af en e een melding wannesr we conient

ve updates, abonnementswiizigngen en

vindan die js leuk 2ut vinden! maer
; VERMALEN VAN VRIENDEN VERHALEN DIE IK VOL
spo VRIENDSCHAPSSUGGESTIES o o oftisol
Privé-Verhaal Verhaalmeldingen beheren
Verhaalposts " @) Vrienden uit contacten 9
O —. Orivang af en 1oe cTTTIET waTenT T hden lets
Ontvang Gon moldnp——— 1 —

Fake friend notifications (attention capturing ¢
damaging pattern) @ Again...

Video voor Chitra

Notifications seem to come from users and to
Chitra, probeer deze...

A

be specifically directed at users, but in reality
these are notifications about lenses or
recommended videos (generated by the
platform) and notifications about new content
of people users follow.

- : >
Josh Peck Gisteren, 22:52
'm Chitra, kijk eens!

ipp 2 uur geleden
Volg deze power moeder voor n
B leuke herkenbare moeder filmpjes g4

&

AUTHOR: CHITRA MOHANLAL - BITS OF FREEDOM - MAY 2025 36


Chitra Mohanlal

Chitra Mohanlal

Chitra Mohanlal

Chitra Mohanlal


5.2.3 Browsing content

Recapture notifications (attention capturing damaging pattern)

Just like Facebook Snapchat frequently uses red badges. Not only in
interactions with users or for actions users should take but also for new
comments on videos (not related to the user), reminders and friend
suggestions. As there is always new content in those categories, the red
badge appears constantly.

8 3
13:37 o -

Alles Ongelezen ° Nieuw @

N\ 2ettoegang tot contacten aan om vriendente zo... X

My Al I~
[CH)
- B Nieuwe chat - 5 v

f Team Snapchat Q

N\ // 1] Nieuwe Snap en Chat - 5 rr

Vrienden zoeken

Lk BikelLife '

#fatbikes #electric #fail #crash #bikecrash #warning ‘
#fall ¥spotlight #viral Nalgorithm #funny
#donttrythisathome aK

¢ @ (&
t Chat Camera Verhisten Spotlight
S

o ODE 0@

Infinite scroll (attention capturing damaging pattern)

On the “Spotlight” video page users can scroll through content endlessly.
There will always be new content as they follow suggestions.

Time fog (attention capturing damaging pattern)
The videos do not display any indication of how long they are or how long

users have been watching (no time notation, no progress bar). Fast
forwarding is not an option.
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Guilty pleasure recommendations (attention capturing damaging
pattern)

The video pages (“Spotlight” and “Discover”) use profiling
recommendation systems"” by default. Based on personal preferences,
country, age, language and interactions users have with content, like
posting comments, likes, clicking on ads or viewing videos, the system
shows content in which users might be interested.

Platforms are required to offer a non-profiling alternative option (Article
38, DSA) that is directly and easily accessible from the specific section
of the online platform’s online interface where the information is being
prioritized (Article 27 DSA).

. . . . 1:28 2 ST 1m:292 ol T
At first sight it seems like
Users cannot select a non- < Instellingen < Besturingselementen voor p...
profiling recommendation AANVULLENDE SERVICES
S_ySte m. I n th e comme nts Voofkeuren advertentias Gepersonaliseerde content tonen o
. . . ledereen is uniek, dus daarom personaliseren
section there is no direct Lifestyle & Interesses enargshkbenweisertenghA Sl
. . Verkennen, Spotlight en advertenties. Als je
fu ncti On/button e|ther to Bladwijzers en browsergeschiedenis bijvoorbeeld veel sportcontent kijkt en
. aangeeft dat je tips over haar en make-up niet
cha nge ranki ngs_ Wachtwoordsleutels leuk vindt, kan de app content personaliseren

door prioriteit te geven aan sport en die
make-uptips over te slaan. Als deze instelling

Accounts van derden is uitgeschakeld, laten we minder

. epersonaliseerde content zien, maar

But on the setti ngs p age Of the Instellingen voor automatisch \?er'?rouwen we op essentiéle informatie, zoals

« . invullen de taal die je hebt ingesteld op je telefoon, je
a p p, un d er o pe ratl ng leeftijd en je staat/provincie. Je ziet nog

. . . Contacten steeds content, maar dan willekeuriger en
e I eme nts fo r pe rsona | | Zatl on minder relevant voor jouw interesses. Er kan
A A tensShidic wat vertraging zijn voordat je contentbeleving
users can disable the setting e
« . » Mijn Bitmoji-avatar gebruiken e e
show personalized content”, Vrienden

to rank content by age, country Databesparing

and language only. When users
open the app the next time,
their choice is remembered.

Besturingselementen voor
personalisatie

PRIVACYBEDIENING

Gegevens wissen

Toon mijn locatie
Alleen ik

7 Go to: https://help.snapchat.com/hc/nl/articles/17338132910484-
Personalisatie-op-Snapchat en
https://help.snapchat.com/hc/nl/articles/8961653169940-Hoe-we-inhoud-
rangschikken-op-Spotlight
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This setting is in another location than the feeds, which makes it hard to
find. This could be in breach of the DSA.

It is not clear whether disabling personalization also affects the ranking
of comments in comments sections. There is no direct function/button
to change rankings. This calls for further investigation.
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5.2.4 Interactions

Playing by appointment (attention capturing damaging pattern)

The snapstreak keeps track of the number of consecutive days that two
users send each other at least one snap (photo/video) per day. The
number next to the fire emoji indicates the snapstreak per chat. If users
miss a day, the streak ends. However, users can restore their streak
against payment (restore). Because high streaks give users the feeling
they have invested a great deal of effort, they find it hard to give up
(sunk-cost fallacy). By keeping the streak alive, users tell themselves
that it is important to them (effort justification bias). And then there is
the social pressure: some users say that breaking the streak feels like
social rejection.”®

10:46 il & @)
Q Chat CO+

Alles Beste vrienden Reeksen Verzonden

Snapchat+ proberen voor € 1,99 p...
Ontgrendel exclusieve en pre
N release functies
My Al 5
) Stuur me een Snap
== Chitrate ©
: > Geopend - 11

Team Snapchat
(] Ontvangen - 2w

(¥
()

©@ O

@

Vrienden zoeken

voegen

voegen

D@

voegen

2 e
&

© & © & [

Kaart Chat Camera Verhalen Spotlight

6D

BEssen & Van Ouytsel, 2023
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Grinding (attention capturing damaging pattern)

Based on interactions with other users friendship milestones are
awarded (like BF, Bestie, BFF, Super BFF). Users can maintain those
milestones only by continually having the most interactions with each
other, otherwise they lose their “status”. This, again, is a form of social
pressure®: Users want to keep their status to avoid disappointing others,
or they do not want to feel rejected or envious. Then there is the
snapscore: the total number of snaps sent and received, which signifies
a specific social status, and has a competitive effect. Users are
encouraged to Snap not just once a day, but much more often.

Friend Emoji Guide

¢’ Super BFF
You have been each other’s #1 Best Friend for two months in a row. This is getting
serious!

¥ BFF
You have been each other’s #1 Best Friend for two weeks in a row. Aww!

. Besties
You are each other’s #1 Best Friend. You sent the most Snaps to this Snapchatter, and
they sent the most Snaps to you, too.

© BFs
They're one of your Best Friends! You send a lot of Snaps to this Snapchatter, but
they're not your #1 Best Friend.

& Mutual Besties
Your #1 Best Friend is also their #1 Best Friend.

= Mutual BFs
One of your Best Friends is also one of this Snapchatter's Best Friends!

¢ Snapstreak!
You're on a Snapstreak! This appears next to the number of days that you and a friend
have continually Snapped each other.

2 Snapstreak is ending

Your Snapstreak is going to end soon! Both you and your friend need to send a Snap to
each other within 24 hours, or you'll lose your Snapstreak. Chats and Snaps sent in
Groups don't count!

“ Birthday
It's your friend's birthday! This appears next to your friend's name on the date they
entered as their birthday on Snapchat.

PEssen & Van Ouytsel, 2023
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5.2.5 Subscribing and cancelling subscription

Misdirection by visual interference (deceptive pattern)

“Try Snapchat+ for EUR1.99 a month” says a big yellow button, while
“check out all plans” is in gray small print. Users are thus visually
directed to the monthly plan first displayed. All subscription plans
should be displayed in the same way.

L
Probeer Snapchat+ voor € 1,99

per maand!
|

{‘: Aangepast app-pictogram
203

Achtergronden voor Chats

Probeer het voor €3,99-permaand
€ 1,99 per maand

Bekijk alle plannen

Price comparison prevention (deceptive pattern)

Users can compare subscription plans if they click on “check out all
plans” but the different plans are not really clear on what they entail.
Users have to click on each plan to view the details, which makes it
harder to compare. Although it is clear that the monthly plan comes with
exclusive functions, that does not apply to the Friends & Family Plan.
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False hierarchy (deceptive pattern)

It is not clear for users that from the starting position of the page they
can scroll down, where the other subscription plans appear: “Friends &
family” and “Platinum”.

14:38 “
Bespaar 27% met een

jaarabonnement

SPECIALE AANBIEDING

Probeer Snapchat+ voor € 1,99 Per maand €32:99 €1,99 per maand

per maand! / Toegang tot meer dan 40

ol 65

SPECIALE AANBIEDING v A ijzig je abonnement op

Per maand 99 € 1,99 per maand

2 maanden,

Per jaar € 2,92 per maand

Per jaar € 2,92 per maand

Abonneren

Per jaar € 2,92 per maand
Per jaar € 2,92 per maand

Vrienden € 2,00 per maand
Vrienden € 2,00 per maand en familie .
en familie il
2 vrienden Platln
T € 9,99 per maand

um

v/ Geen Verhaal- of

v Le

doer GenAl

€ 9,99 per maand +/ Toegang tot ma
um Snapchat+-funci

Abonneren

Platin
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Fake discount (deceptive pattern)

The monthly plan costs EUR 1.99 per month for the first two months, after
which it goes up to EUR 3.99. Although Snapchat calls it a special offer, it
is on offer all the time.

Probeer Snapchat+ voor € 1,99

Probeer Snapchat+ voor € 1,99
per maand!

per maand!

SPECIALE AANBIEDING \/

Per maand €3,99 € 1,99 per maand

Q 18feb B 14 @ Waterman

/ Toegang tot meer dan 40
exclusieve functies

v/ Annuleer of wijzig je abonnement op

elk moment = Aangepaste Bitmoji-huisdieren

Gebruik Al om echte of denkbeeldige
huisdieren toe te voegen aan de Kaart.

+ Aangepast app-pictogram

@ Zoek je vrienden op Snapchat

Tik om je contacten te synchroniseren 2 tot aangep:

Per jaar €2,92 per maand Mijn Verhalen

£ e
Probeer het voor
€1,99 pel

€3,99-permaand
r maand

Voeg toe aan mijn Verhaal
® Yool ’

- Vrienden
Abonneren o Bekijk alle plannen
8 NieuwPrivéVerhaal  &@b  Nieuw gedeeld Verhaal

() Voo toe aan Verhaal - Openbaar

3 Vrienden, volgers en iedereen

Vrienden

O, VriendeTroevoegen—

Forced action (deceptive pattern)

Users are presented with an exclusive function (like a customizable
“Bitmoji” for their pets) but then it turns out they first have to get
Snapchat+. Other examples of functions presented that way: “Priority
Story Replies” and “Disable ads”

Roach motel (deceptive pattern)
Users cannot cancel their subscription in the app but have to go to
“Subscriptions” in the App store. It takes some detective work and

reading the fine print in the email confirming the subscription, but then
it is easy to delete the account.
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Account Abonnementen Abonnement wijzigen

1 Second Everyday... g

Snapchat

Snapchat+
Apps ) (Monthly Plan)

Abonnementen 0 Je hebt je geabonneerd tegen de
actieprijs van € 1,99 per maand voor
Aankoopgeschiedenis 2 maanden.

25 wordt het abonnement
Meldingen 39 per maand tot het

w Apple One wordt opgez
Krijg meer

ple Arcade en m
veor een laag bedrag

E-mails met ontvangstbewijs
voor verlenging
Gepersonaliseerde aanbevelingen

Bevestig annulering Snapchat

Snapchat+

Als je dit abonnement opzegt, eindigt de
i S opzee 9 (Monthly Plan)

voorziening op 03-05-2025,

Je abonnement lcopt af op 03-
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5.3 TikTok

Manipulative design was found during:

* Onboarding

* Settings and receiving of notifications
* Browsing content

* Deleting account

5.3.10nboarding

Confirm shaming (deceptive pattern)

“Allow us to use your data so we can show you relevant ads to help
TikTok stay free.” This suggests to users that they have to allow
personalized ads if they want to continue to use the service free of
charge.

°88 /Y
1023 LD 7. =

Kies hoe advertenties
worden weergegeven

Sta ons toe om je gegevens te gebruiken zodat we
je relevante advertenties kunnen laten zien. Op

deze manier kan TigTok gratis blijven. Meer
informati zen hoe we je gegevens
gebruiken en beschermen in ons Privacybeleid

Toestaan dat TikTok je

Gepersonaliseerde advertenties activiteit volgt in apps en op
De advertenties die je ziet worden websites van andere
gepersonaliseerd op basis van je activiteit op bedrijven?

TikTok. We gebruiken ook gegevens van derden,
maar alleen als je tracking op je apparaat hebt
geactiveerd

Hiermee kan TikTok je een betere

advertentie-ervaring bieden.

Selecteren

Algemene advertenties

De advertenties die je te zien krijgt, zijn mogelijk
minder relevant voor jou.

Selecteren

Je kunt dit op elk moment bijwerken in je
instellingen voor 'Advertenties’.
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5.3.2 Settings and receiving of notifications

Recapture notifications (attention capturing damaging pattern)

All types of notifications are enabled by default, with the exception of
“weekly screen time updates”. “customized updates and more” refer to
posts from people users may know or like. Those notifications are

generated by the platform and are not triggered by interactions. However,

it is comparably easy to disable these notifications.

1 person you follow has displayed

1 persoon die je volgt nu

interest in this video —_ Yl g hebben interesse getoond in deze video

11:29 ol & @
< Meldingen

Meldingen in de app >

Schema voor pushmeldingen >

Stel een schema in om pushmeldingen vit te

schakelen.

Interacties

Likes ‘;(j

2 T g
Reacties -
Nieuwe volgers ) ,,LJ‘
Vermeldingen en tags | Q
Herplaatsingen ¢ C_)
Berichten waarmee je interactie Q
hebt gehad

Ontvang meldin

Berichten

11:29

< Meldingen

Berichten
Directe berichten
Voorbeeld van directe berichten

Activiteitstatus

Berichtsuggesties

Berichten van accounts die je volgt

ledereen >

©

o

Gepersonaliseerde berichtsuggesties ®

Berichten van mensen die je
misschien kent

Berichten die je misschien
leuk vindt

@

LIVE

Instellingen voor LIVE-meldingen

Meldingen voor makersranglijst

ie in om meldinge

zigingen in de
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11:29 wil & @)
< Meldingen

LIVE

Instellingen voor LIVE-meldingen >

Meldingen voor makersranglijst 7 Q

e in om mel

n te ontvangen

Schermtijd

Wekelijkse schermtijdupdates

Anders

Mensen die je misschien kent L @,
Dit zijn ¢

je interac

2rde meldingen op bas

Aangepaste updates en meer ¢ 7@
E-mailmeldingen >

Meldingen van je andere
TikTok-accounts
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5.3.3 Browsing content

Infinite scroll (attention capturing damaging pattern) & casino pull-to-
refresh (attention capturing damaging pattern)

On the start page (the “for you” feed) users can scroll through content
endlessly, and refresh by swiping down. New content will always appear
as these are mainly suggestions. “Following” feed can end once users
have viewed all videos of the people they follow. In practice, however,
users, will not reach the end easily because older videos will come up as
well.

orangie ®

type shit

Vertaling bekijken

® 20

Start Vrienden

Time fog (attention capturing damaging pattern)
The video’s do not display any time notation (minutes and seconds) to

show how long users have been watching and how long the video is.
Occasionally they show a progress bar that fills up as the video plays.
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Guilty pleasure recommendations (attention capturing damaging
pattern)

The “for you”, “Following” & “explore” feeds use profiling recommendation
systems® by default. Based on location, language and interaction with
content, like posting comments, likes, or viewing videos, the system
shows content that users might be interested in.

Users can disable this so-called “personalization” by holding on the
screen to pause it and tap on “manage feeds”. This is how they can make
sure that feeds and comments sections no longer use personalization.
The “for you” feed, for instance, will change into the “popular” feed. The
content shown to users will still consider the country where they are
registered as well as minority, if applicable.

This setting is hard to find. You have to know that you have to hold on
the screen. The comments section does not show a direct
function/button to change the ranking. The app, however, remembers the
personalization setting when opened again.

X

Gepersonaliseerde
feeds beheren

Wat je ziet is een afspiegeling van je
interactie op TikTok. Hoe meer interactie je
hebt, hoe persoonlijker je ervaring zal zijn. Je
kunt aanbevelingen altijd aanpassen met
Trefwoorden filteren.

m v ¥

Melden  Video  Toevoeges
opslaan  aan Story

/|
o . Je kunt de personalisatie van feeds ook op
ffspeelsnel  Sche elk moment vitschakelen. Dit verandert
heid  leegmi bepaalde delen van je ervaring, waaronder
het schakelen van Voor jou naar Populair,
maar het heeft geen invloed op de

Delen met - personalisatie van advertenties. Meer
informatie

Gepersonaliseerde feeds E
Herplaatsen > 5 O

a melleberendse555

.
@) -

AlaNZ2 com— Versturen

20 Go to https://support.tiktok.com/nl/using-tiktok/exploring-videos/how-
tiktok-recommends-content en

https://support.tiktok.com/nl/using-tiktok/exploring-videos/how-tiktok-
recommends-content
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5.3.4 Deleting account

Misdirection by visual interference (deceptive pattern)

Deleting or deactivating the account is easy to find, but like Facebook,
users are asked for a reason. It looks like they have to fill in a reason
because the “continue” button is gray/inactive. However, at the top right
a small button says “skip”. This is how users are directed to filling out a
reason. “skip” should be an option equivalent to “continue”, see
Facebook for instance.

11:19 il ¥ @D 119 vl - 119 oo .

¢ ¢ peceunt ¢

Instellingen en privacy
Accountgegevens > Voordat je gaat: kunnen we je
ergens mee helpen?

Account

Wachtwoord > 2 <
We horen graag van je waarom je weg wilt
Account > gaan, zodat we je kunnen helpen met
Overschakelen naar zakelijk account > veelvoorkomende problemen en de app voor
de community kunnen verbeteren. Je kunt deze
% Privacy > stap overslaan.
Download je gegevens >
. " Dow kopie van al je gegevens van alle b
Beveiliging en toestemmingen > s by If ‘u »"‘I ‘;‘ ¢ ! Ik ga tijdelijk weg
Profiel delen > 2 o 2 i
Account deactiveren of verwijderen > Ik zit te veel op TikTok
Content en weergave Veiligheids- of privacyzorgen Selecti ng a
Meldingen > ) ) reason
Te veel irrelevante advertenties
LIVE >
Ik heb moeite om iets te beginnen
¢ Muziek >
Ik heb meerdere accounts
Activiteitencentrum >
Andere reden
Contentvoorkeuren >
. Publieksbeheer > 2
Adverten tee——— > ) ———————————— ———————

Example Facebook when Overslaan

filling your profile Skip” or “Save

Roach motel (deceptive pattern)

Depending on the reason selected, suggestions are made for articles on
the help page. Users are recommended also to request a copy of their
data. These are all extra steps before users can delete their account
definitively.
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“Skip” or “Save”


1:21 T .

Overslaan

Voordat je gaat: kunnen we je
ergens mee helpen?

We horen graag van je waarom je weg wilt
gaan, zodat we je kunnen helpen met
veelvoorkomende problemen en de app voor

de community kunnen verbeteren. Je kunt deze
stap overslaan.

Ik ga tijdelijk weg

Ik zit te veel op TikTok

~

Veiligheids- of privacyzorgen @

Het volgende kan helpen:

Je account veilig houden >

Overschakelen naar een privéaccount en
privacyinstellingen beheren >

Gebruikers blokkeren >

Een probleem melden >

J

Te veel irrelevante advertenties

Doorgaan

9)
E

1:21 .

Je TikTok-gegevens
downloaden

We raden je aan je TikTok-gegevens te
downloaden (zoals je geplaatste video's),
omdat je ze niet meer kunt downloaden nadat
je je account hebt verwijderd. Je kunt geen
content downloaden die niet op TikTok-servers
is opgeslagen, zoals je concepten.

Als je al een kopie van je gegevens hebt
verzocht, wacht dan tot je deze hebt
gedownload voordat je je account verwijdert.

Download aanvragen

Als je doorgaat, bevestig je dat je je
gegevensaanvraag hebt gecontroleerd
en dat je wil doorgaan met het
verwijderen van je account

Doorgaan
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5.4 Shein

Manipulative design was found during:
* Onboarding
* Browsing content

* Conducting transactions

The app, notifications and how to delete the account have not been
investigated.

5.4.1 0nboarding

Forced action (deceptive pattern)

Users going to the homepage immediately get to see a popup with
discount codes and the text “collect all”. When they click the button,
users find out they only get those discount codes when they register as
new customers. As they also have to provide personal data, this, too, is a
form of privacy zuckering.

peci; iedi peciaal voor jou
Inloggen/Registreer

) Jouw gegevens zijn beschermd.

Voor bestellingen over 19€

* Voor geselecteerde items.

[Biswn oo geonuaer Gratis verzending+25% extra korting op je eerste
40% KORTING bestelling
Voor bestellingen over 39€ -

[ Aioon nieuwo gobrukor

30% KORTING

Voor bestellingen over 89€
P DOORGAAN
- Voor gosaectoerdo loms
of
Verzamel Alle

4

(> Doorgaan met Google

o Doorgaan met Facebook

© Netherlands

Door verder te gaan, gaat u akkoord met ons
Privacy- en cookiebeleid en Algemene
voorwaarden

Bait and switch (deceptive pattern)

Users who click on the X of the popup to log in or register, get a new
popup that again directs them to log in and get codes.
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3 Coupons

Jij komt nu in aanmerking voor kortingsbonnen!

Doorgaan met inloggen

opErengsl

5.4.2 Browsing content

Fake scarcity (deceptive pattern)

Users browsing items see phrases like “pay now, almost sold out” or
“only 1left”. It appears that sometimes those phrases are false:

* On March 12, we added an item labelled “almost sold out” to our
basket. On April 25, it is still in the basket.

* On April 4, we added an item labelled “only 1 left” to the basket. On
April 17 it is still in the basket.

Home / Vrouwen kleding / Dames kleren / Dames denim / Dames jeans / Casual spijkerbroek met strikborduursel voor dames, lente/herfst

Casual spijkerbroek met strikborduursel voor dames, lente/ E

Marketplace herfst

SKU: $22409168188261127

27.99€:

 Spediale aanbieding voor gratis verzending

[T Maatgids

Niet jo maat? Vertel me jo maat
Hoaw g “

TOEVOEGIN AAN WINKELWAGEN O

Maar 1 resterend

4

Verdien tot 30 SHEIN Punten berekend bij het afrekenen.

[h cratis verzending @
‘Standaard verzending Levering: 4-7 werkdagen

Retourbeleid @

Meer weten
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3 pretty clothing >

/ o Zomer Nieuwe Dames Ronde Hals Korte Mouw Zwart T-shirt, Retro Palmboom Print ...

Zwart / 44(XL) v

6.41€9.49€ Geschat-32% v ay: 1 v Qa o @

Casual spijkerbroek met strikborduursel voor dames, lente/herfst

Grijs / 38(M) v

l L
1 links 22.99€27.99€ Geschat-18%\ Qty: 1 v Q <© w

king

Besteloverzicht

Verkoopprijs: 35.98€
I Promoties: -4.82€-

Coupons: 15.00€

Geschatte prijs: 1 6 1 6€

Opgeslagen 19.82€
Beloning 17 SHEIN Punten®
= GEEN VERZEND..,

Nu afrekenen (3)>

Pas in de volgence stap een kortingscade, SHEIN-punten toe.

Wij Accepteren
® ® waa [ B ] pa

5.4.3 Conducting transactions

Pressured selling (deceptive pattern)

When adding items to their basket, users are informed they can get a
gift if they reach a specific threshold:

* “Add another EUR 48 and get a FREE GIFT”
* “Add another EUR 19 to get a EUR 50 discount”
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SHEIN  © vomocon e Natnedancs ) VEILIG AFREKENEN  VERDERGAAN MET WINKELEN >
Winkelwagen > Plaats bestelling > Betalen > Orderverwerking

< Verzendingstarief v/ Gebrulk coupon nu om te besparen 5.00€

Besteloverzicht
Geniet van GRATIS verzending! Nu afrekenen! 0ap a

il
]
ALLE SPULLEN (2) 44 gokocht 19n geledan i= Solectoor :
Verk ijs: 11.49€
Je verdient een cadeautje Eindigt binnen04: 49: 24 oopprijs
Voeg nog 48.66€ toe en ontvang een GRATIS CADEAU! it Promoties: -1.15€+

Coupons: -5.00€~
3 HOLIDAY GIRL > ) . il oo 0. i

- Dames lente en zomer nieuw palmboom sl n print patroon ALOHA dagelijks casual ronde hals marineblau...
- P il Zie Geschatte prijs: 5.34€
@ Donker blauw / 38(M) v & 400+ verkozht

Opgeslagen 6.15€

Beloning 5 SHEIN Punten®
% GEEN VERZEND...
Nu afrekenen (2)

Pas in de volgende stap een kortingscode, SHEIN-punten toe.

Wij Accepteren

Q 2 1D w2 ]«

Limited time (deceptive pattern)

Users who have added items to their basket get the option to add a gift.
They can only do so within a specific time period. Countdown timers are
displayed to manipulate users into acting fast and impulsively.

Mails saying “you don’t want to miss out”, “don’t waste your discount
codes” or “use your promo codes before they expire”, also give a sense of
time pressure. As do phrases on the website like “pay now, almost sold
out” (fake scarcity).

Voeg meer items toe voor een GRATIS CADEAU!

d 048

48 | 39

W S9.00€+ ==+ F 99.00€+

|

l ”
{ —_—

| e

Je verdient een cadeautje Eindigt binnen05: 33: 35
Komt in aanmerking voor een GRATIS GESCHENK. Voeg nog 37.84€ toe om een betere te upgraden!
= -

+Uitkiezen  +Uitkiezen  +Uitkiezen  +Uitkiezen
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SHEIN

SHEIN

SHEIN

SHEIN

Coupon Binnenin: dit wil je niet missen! - Open om uw exclusieve code te krijgen

Verspil je Coupon niet. Gebruik ze zo snel mogelijk voordat ze verlopen! - Verspil je Coupon niet. Gebruik ze zo snel mogelijk voorda...

Coupon Binnenin: dit wil je niet missen! - Open om uw exclusieve code te krijgen

Laat ze niet in jouw winkelwagen liggen! Tijd om ze mee naar huis te nemen. - Verlaagd met 15%!

Hidden costs (deceptive pattern)

“This is the estimated price, the actual price is calculated at checkout”
suggests that the amount can still change. It appears this does not
happen or not often.

king
Besteloverzicht
i
Bina
| vitverkocht
Verkoopprijs: 35.98€
I Promoties: -4.82€ v

-15.00€

Geschatte prijs: 1 6 1 6€

Opgeslagen 19.82€
Beloning 17 SHEIN Punten®

M GEEN VERZEND...
Nu afrekenen (3)

verkoe
itverkocht!

Bijn:

Pas in de volgende stap een kortingscode, SHEIN-punten toe.

Wij Accepteren

70 € @02 (D) s
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5.5 Zalando

Manipulative design was found during:
* Tracking
* Onboarding
* Browsing content

We did not investigate the deleting of accounts.

5.5.1Tracking

Misdirection by visual interference (deceptive pattern)

Users are visually directed to the button “OK” because it is black
(Zalando’s primary color) while the other buttons are white. The buttons

should be equivalent, identical in design, so as not to influence the
users’ choice.

Confirm shaming (deceptive pattern)

“Would you like a more personal experience” is written in big bold print,
while small print informs users that they have to share data and allow
tracking to get that experience. “OK” yields little information (h/dden
information), ‘Allow all cookies”, for instance, would be clearer.

15:50

< =)
< App Store

Nederland v @NL

PREIO

= Wil je een persoonlijkere
ervaring? We hebben je
toestemming nodig.

Zalando, Lounge by Zalando, en Outlets
(hierna "we") gebruiken cookies en andere
technologieén om ervoor te zorgen dat onze
websites betrouwbaar en veilig zijn, om de
werking ervan te controleren en om je een
winkelervaring en advertenties op maat te
bieden. Hiervoor verzamelen we gegevens over
onze gebruikers en hoe en op welke apparaten
ze onze diensten gebruiken.

— I

| Voorkeuren instellen |

| Alleen noodzakelijke |
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5.5.2 Onboarding

Privacy zuckering (deceptive pattern)

Members of the loyalty program get points by providing personal
information like measurements, and date of birth. The more points they
earn, the higher their level within the loyalty program. Based on their
level, users get advantages like free delivery, premium customer service,
first access to restocks, or invitations to events.

Heren Kinderen ’ zalando Meer met (Plus) NL @ R

Nieuw Kleding Schoenen Streetwear Sport Designer Accessoires Beauty Merken Outlet Pre-owned

Welkom,

Je zit op level Light

In behandeling: O punten  Volgende level: 125 punten g .

Shop en browse om punten te verdienen. Bereik het volgende
voor meer beloni Scoor die punten!

Til je stijl naar een hoger level

/_Emjj,m nog eens punten!

rervaring is

Hidden information (deceptive pattern)

Users can earn points by providing their date of birth. In return they will
receive a discount code on their birthday. It then turns out that the
discount code can be used only if users have collected enough points for
the next level. Points are earned, inter alia, by making purchases

(grinding).
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Zalando Plus X

Tijd om jouw verjaardag te vieren!

Vier je verjaardag met een cadeautje! Voeg je gegevens toe en ontvang een kortingscode op je speciale dag.

Plus-punten
Geboortedatum \
dd - mm - jjjj o
Bekijk onze Privacyverklaring voor meer informatie over hoe wij jouw gegevens verwerken,
Zalando Plus X
—

Yes!
We kunnen niet wachten om het
samen te vieren

Je krijgt een kortingscode op je verjaardag zodra je Plus Shine kW ———
bereikt. Hier zijn wat extra punten om je daar een handje bij te
helpen.

Plus-punten gespaard

Forced action (deceptive pattern) N
Laat je maten opmeten in de
Zalando-app

Met onze nieuwe tech kun je in 5 minuten je maten opmeten in onze

Users can also earn points by adding

the| rmeasu rements. Use rs WhO wa nt app. Scan de QR-code om deze nu te openen.
to a d d t h e | r measureme ntS f| N d ou t Weet je niet zeker of je onze app geinstalleerd hebt?
’ 1. Scan de QR-code een eerste keer om de app te installeren
th ey can on |y do so by downloadi ng 2. Kom terug en scan dezelfde QR-code nogmaals om je mate op te
meten!

the app and having their body
scanned by the camera.

P> GooglePlay [l 8 App Store
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16:15 & . 16:17 & o 16:19 &
« Camera 50 &R < Camera w56 & « Camera w56 €
&—  Privacybelofte P& &~ Omtrek zijkant P& & Jouw maten
| ﬁ Over je schouders
° Armlengte 62cm

\, Q W Van schouder tot pols

Onze privacybelofte

Heupen 95cm
Rond het breedste punt

Je foto’s zijn alleen voor jou. Ze blijven op

je telefoon staan en worden verwijderd .

2 i Binnenbeen 81lcm
zodra je maten opgemeten zijn. Je - .
. Van de binnenkant van je
gegevens worden alleen gebruikt voor <
i dij naar beneden
maatadvies en het opmeten van maten of
om deze functie te verbeteren.

Je kunt je toestemming op elk moment Check je omtrek van de ':l < hot breedst . §5cm
i = . ond het breedste pun
intrekken in je account. zijkant
| Data- en toestemmingsinstellingen | Weet je niet zeker waar je op moet letten?
Lees meer. Laatst bijgewerkt: 11/03/2025 16:14

Ik begrijp het | Opnieuw meten |
Herneem Ziet er goed uit
Wil je graag meer informatie over hoe Zalando jouw 0 ¢
g privacybelsid Virtueel kleding passen

gegevens verwerkt? Lee

5.5.3 Browsing content

13:59 & T E 16:27 & all =
.. . Kleding Streetwear Sport Beauty Design Nieuwe trends Getthe Look Stories Lounge
Infinite scroll (attention — =i

RAPAPAM - Jurk

capturing damaging

pattern)

Polo Ralph Lauren

olg

The start page of the app
contains several different
feeds. Users can scroll
endlessly through some of ‘
those feeds, like “get the
look”. New content will /AA \
appear constantly, as the /

app uses suggestions.

®» * o [/ R
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5.6 Booking.com
Manipulative design was found during:
* Browsing content
We did not investigate the app, notification or how to delete accounts.

5.6.1 Browsing content

Booking.com uses many phrases to convey a sense of urgency.

*  “Not usually available, you're in luck!”

*  “Only1room left at this price on our site”

* “Limited supply in Brussels for your dates: 11 B&B’s like this are
already unavailable on our site”

*  “You’re booking the last available [room type] we have at [hotel]
onour site”"

It is impossible to verify whether those statements are legitimate. Users
can (wrongly) get the feeling that they have to decide quickly.

tooslagen

Bospaar 14%
Vakantiedeal

( ) Beperkt aanbod in Brussel voor jouw data: 11 pensions zoals dit Zij al niet meer beschikbaar op onze sile)

@ Meestal niet beschikbaar - je hebt geluk!

Petit studio 8 BORDEAUX CHARTRONS / JARDIN PUBLIC (6) is meestal niet
beschikbaar op onze site. Reserveer snel voor het uitverkocht is!

Inclusief belastingen en

Home > Belgie > Brussel (gewest) > Vissms-Brsbant > Brussel > Zoskrezultaten

~ —~
Brussel: 418 accommodaties gevonden Lijst ) Raster

O ——
3 (41 sorteren op: Pris taagsto oers) ©)

4

Commissie betaakd over boeki et andere factoren, van i i b3

Brys - ies. Lees meer over
e i MeoswscazsGoogie | \eer informatie
Filter op:
Je budget (per nacht) o boointogn
€50 - €500+
o——— 9o
Deals | %
Ale deals 5 Bekik
beschikbaarheid
Populaire filters
Brussel Contrum w

Goed om te weten:

@ Van dit kamertype (Tweepersoonskamer) reserveer je de laatst beschikbare die wij op onze site
hebben bij Sweetroom.
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6. Follow-up
What will we do with our insights?

Out of the above-described user flows we made a top three of what we
believed to be the most harmful patterns. These are the three on which
we want to act.

1. Facebook, Snapchat and TikTok: notifications and red badges
(recapture notifications, fake friend notifications, repeated
choice pop-up);

2. Facebook, Snapchat and TikTok: profiling recommendation
systems in content and comments (hidden information, false
hierarchy, guilty pleasure recommendations)

3. Snapchat: finding and adding friends (misdirection by visual
interference, pre-selection).

Based on our top three we will outline three research proposals that
should contribute to our lobby or should result in enforcement action. In
our research we will zoom in on the pattern in its specific context and
adduce more evidence. We will demonstrate why a pattern is harmful by
expanding on user behavior and experience. Finally, we will make
recommendations for specific alternative options.
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ii. VLOP’s

VLOPs are large online platforms and search engines that in Europe have
at least 45 million active users per month. On April 25, 2023 the
European Commission published the first list of VLOP’s. Every now and
then new platforms are added to the list. Platforms frequently object to
being included. Below the latest update of the list: https://digital-
strategy.ec.europa.eu/en/policies/list-designated-vlops-and-vioses

* Alibaba

* AliExpress

* Amazon Store

* Apple AppStore
* Booking.com

* Facebook

* Google Play

* Google Maps

* Google Shopping
* Instagram

* LinkedIn
* Pinterest
* Snapchat
* Shein

* TikTok

* Temu

*  Twitter/X
*  Wikipedia
*  YouTube

* Zalando
Search engines

* Bing
* Google Search

Porn sites
e Pornhub
* Stripchat
e Xvideos
¢ XNnxx
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iii. Digital Services Act (“DSA™)

Article 25
Online interface design and organization

1. Providers of online platforms shall not design, organize or operate their
online interfaces in a way that deceives or manipulates the recipients of
their service or in a way that otherwise materially distorts or impairs the
ability of the recipients of their service to make free and informed
decisions.

2. The prohibition in paragraph 1shall not apply to practices covered by
Directive 2005/29/EC or Regulation (EU) 2016/679.

3.The Commission may issue guidelines on how paragraph 1 applies to
specific practices, notably:

(a) giving more prominence to certain choices when asking the recipient
of the service for a decision;

(b) repeatedly requesting that the recipient of the service make a choice
where that choice has already been made, especially by presenting pop-
ups that interfere with the user experience;

(c) making the procedure for terminating a service more difficult than

subscribing to it.
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iv. Unfair Commercial Practices Directive (“UCPD*)

a. Article 5
Prohibition of unfair commercial practices

1.Unfair commercial practices shall be prohibited.
2.A commercial practice shall be unfair if:
(a) itis contrary to the requirements of professional diligence,
and
(b) it materially distorts or is likely to materially distort the economic
behavior with regard to the product of the average consumer whom
it reaches or to whom it is addressed, or of the average member of
the group when a commercial practice is directed to a particular
group of consumers.
3.Commercial practices which are likely to materially distort the
economic behavior only of a clearly identifiable group of consumers who
are particularly vulnerable to the practice or the underlying product
because of their mental or physical infirmity, age or credulity in a way
which the trader could reasonably be expected to foresee, shall be
assessed from the perspective of the average member of that group. This
is without prejudice to the common and legitimate advertising practice
of making exaggerated statements or statements which are not meant
to be taken literally.
4.In particular, commercial practices shall be unfair which:
(a) are misleading as set outin Articles 6 and 7,
or
(b) are aggressive as set out in Articles 8 and 9.
5.Annex | contains the list of those commercial practices which shall in
all circumstances be regarded as unfair. The same single list shall apply
in all Member States and may only be modified by revision of this
Directive.

b. Article 6
Misleading actions

1. A commercial practice shall be regarded as misleading if it contains
false information and is therefore untruthful or in any way, including
overall presentation, deceives or is likely to deceive the average
consumer, even if the information is factually correct, in relation to
one or more of the following elements, and in either case causes or
is likely to cause him to take a transactional decision that he would
not have taken otherwise:

(a) the existence or nature of the product;
(b) the main characteristics of the product, such as its
availability, benefits, risks, execution, composition,
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(c)

(d)

(e)
(f)

(€=))

accessories, after-sale customer assistance and complaint
handling, method and date of manufacture or provision,
delivery, fitness for purpose, usage, quantity, specification,
geographical or commercial origin or the results to be
expected from its use, or the results and material features of
tests or checks carried out on the product;

the extent of the trader's commitments, the motives for the
commercial practice and the nature of the sales process, any
statement or symbol in relation to direct or indirect
sponsorship or approval of the trader or the product;

the price or the manner in which the price is calculated, or the
existence of a specific price advantage;

the need for a service, part, replacement or repair;

the nature, attributes and rights of the trader or his agent,
such as his identity and assets, his qualifications, status,
approval, affiliation or connection and ownership of industrial,
commercial or intellectual property rights or his awards and
distinctions;

the consumer's rights, including the right to replacement or
reimbursement under Directive 1999/44/EC of the European
Parliament and of the Council of 25 May 1999 on certain
aspects of the sale of consumer goods and associated
guarantees(1), or the risks he may face.

2. Acommercial practice shall also be regarded as misleading if, in its
factual context, taking account of all its features and
circumstances, it causes or is likely to cause the average consumer
to take a transactional decision that he would not have taken
otherwise, and it involves:

(a)

(b)

any marketing of a product, including comparative

advertising, which creates confusion with any products,

trademarks, trade names or other distinguishing marks of a

competitor;

non-compliance by the trader with commitments contained in

codes of conduct by which the trader has undertaken to be

bound, where:

(i)  the commitment is not aspirational butis firm and is
capable of being verified,

and

(ii)  thetraderindicates in a commercial practice that he is
bound by the code.
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c. Article7
Misleading omissions

1. A commercial practice shall be regarded as misleading if, in its
factual context, taking account of all its features and circumstances
and the limitations of the communication medium, it omits
material information that the average consumer needs, according to
the context, to take an informed transactional decision and thereby
causes or is likely to cause the average consumer to take a
transactional decision that he would not have taken otherwise.

2. It shall also be regarded as a misleading omission when, taking
account of the matters described in paragraph 1, a trader hides or
provides in an unclear, unintelligible, ambiguous or untimely
manner such material information as referred to in that paragraph
or fails to identify the commercial intent of the commercial practice
if not already apparent from the context, and where, in either case,
this causes or is likely to cause the average consumer to take a
transactional decision that he would not have taken otherwise.

3.  Where the medium used to communicate the commercial practice
imposes limitations of space or time, these limitations and any
measures taken by the trader to make the information available to
consumers by other means shall be taken into account in deciding
whether information has been omitted.

4. In the case of an invitation to purchase, the following information
shall be regarded as material, if not already apparent from the
context:

(a) the main characteristics of the product, to an extent
appropriate to the medium and the product;

(b) the geographical address and the identity of the trader, such
as his trading name and, where applicable, the geographical
address and the identity of the trader on whose behalf he is
acting;

(c) the price inclusive of taxes, or where the nature of the product
means that the price cannot reasonably be calculated in
advance, the manner in which the price is calculated, as well
as, where appropriate, all additional freight, delivery or postal
charges or, where these charges cannot reasonably be
calculated in advance, the fact that such additional charges
may be payable;

(d) the arrangements for payment, delivery, performance and the
complaint handling policy, if they depart from the
requirements of professional diligence;

(e) for products and transactions involving a right of withdrawal
or cancellation, the existence of such a right.

S. Information requirements established by Community law in relation
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to commercial communication including advertising or marketing, a
non-exhaustive list of which is contained in Annex II, shall be
regarded as material.
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d. Annex |
COMMERCIAL PRACTICES WHICH ARE IN ALL CIRCUMSTANCES
CONSIDERED UNFAIR
Misleading commercial practices

1. Claiming to be a signatory to a code of conduct when the trader is
not.
2. Displaying a trust mark, quality mark or equivalent without having

obtained the necessary authorization.

3. Claiming that a code of conduct has an endorsement from a public
or other body which it does not have.

4.  Claiming that a trader (including his commercial practices) or a
product has been approved, endorsed or authorized by a public or
private body when he/it has not or making such a claim without
complying with the terms of the approval, endorsement or
authorization.

5. Making an invitation to purchase products at a specified price
without disclosing the existence of any reasonable grounds the
trader may have for believing that he will not be able to offer for
supply or to procure another trader to supply, those products or
equivalent products at that price for a period thatis,and in
quantities that are, reasonable having regard to the product, the
scale of advertising of the product and the price offered (bait
advertising).

6. Making an invitation to purchase products at a specified price and

then:
(a). refusing to show the advertised item to consumers; or
(b) refusing to take orders for it or deliver it within a reasonable time; or

(c) demonstrating a defective sample of it,

With the intention of promoting a different product (bait and switch).

7. Falsely stating that a product will only be available for a very limited
time, or that it will only be available on particular terms for a very
limited time, in order to elicit an immediate decision and deprive
consumers of sufficient opportunity or time to make an informed
choice.

8. Undertaking to provide after-sales service to consumers with whom
the trader has communicated prior to a transaction in a language
which is not an official language of the Member State where the
trader is located and then making such service available only in
another language without clearly disclosing this to the consumer
before the consumer is committed to the transaction.

9. Stating or otherwise creating the impression that a product can
legally be sold when it cannot.

10.  Presenting rights given to consumers in law as a distinctive feature
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1.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.
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of the trader's offer.

Using editorial content in the media to promote a product where a
trader has paid for the promotion without making that clear in the
content or by images or sounds clearly identifiable by the consumer
(advertorial). This is without prejudice to Council Directive
89/552/EEC(D).

Making a materially inaccurate claim concerning the nature and
extent of the risk to the personal security of the consumer or his
family if the consumer does not purchase the product.

Promoting a product similar to a product made by a particular
manufacturer in such a manner as deliberately to mislead the
consumer into believing that the product is made by that same
manufacturer when it is not.

Establishing, operating or promoting a pyramid promotional
scheme where a consumer gives consideration for the opportunity
to receive compensation that is derived primarily from the
introduction of other consumers into the scheme rather than from
the sale or consumption of products.

Claiming that the trader is about to cease trading or move premises
when he is not.

Claiming that products are able to facilitate winning in games of
chance.

Falsely claiming that a product is able to cure illnesses, dysfunction
or malformations.

Passing on materially inaccurate information on market conditions
or on the possibility of finding the product with the intention of
inducing the consumer to acquire the product at conditions less
favorable than normal market conditions.

Claiming in a commercial practice to offer a competition or prize
promotion without awarding the prizes described or a reasonable
equivalent.

Describing a product as “gratis”, “free”, “without charge” or similar if
the consumer has to pay anything other than the unavoidable cost
of responding to the commercial practice and collecting or paying
for delivery of the item.

Including in marketing material an invoice or similar document
seeking payment which gives the consumer the impression that he
has already ordered the marketed product when he has not.

Falsely claiming or creating the impression that the trader is not
acting for purposes relating to his trade, business, craft or
profession, or falsely representing oneself as a consumer.

Creating the false impression that after-sales service in relation to a
product is available in a Member State other than the one in which
the product is sold.
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