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Recital (1)
The protection of natural persons in relation to the
processing of personal data is a fundamental right. Article
8(1) of the Charter of Fundamental Rights of the European
Union and Article 16(1) of the Treaty lay down that
everyone has the right to the protection of personal data
concerning him or her.
Recital (2)
The processing of personal data is designed to serve man;
the principles and rules on the protection of individuals
with regard to the processing of their personal data should,
whatever the nationality or residence of natural persons,
respect their fundamental rights and freedoms, notably
their right to the protection of personal data. It should
contribute to the accomplishment of an area of freedom,
security and justice and of an economic union, to economic
and social progress, the strengthening and the convergence
of the economies within the internal market, and the wellbeing of individuals.
Recital (3)
Directive 95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the
free movement of such data seeks to harmonise the
protection of fundamental rights and freedoms of natural
persons in respect of processing activities and to guarantee
the free flow of personal data between Member States.
Recital (4)
The economic and social integration resulting from the
functioning of the internal market has led to a substantial
increase in cross-border flows. The exchange of data
between economic and social, public and private actors
across the Union increased.
National authorities in the Member States are being called
upon by Union law to cooperate and exchange personal
data so as to be able to perform their duties or carry out
tasks on behalf of an authority in another Member State.
Recital (5)
Rapid technological developments

and globalisation

have

brought new challenges for the protection of personal data.
The scale of data sharing and collecting has increased
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spectacularly. Technology allows both private companies
and public authorities to make use of personal data on an
unprecedented scale in order to pursue their activities.
Individuals increasingly make personal information
available publicly and globally. Technology has transformed
both the economy and social life, and requires to further
facilitate the free flow of data within the Union and the
transfer to third countries and internationalorganisations,
while ensuring an high level of the protection of personal
data.
Recital (6)
These developments require building a strong and more
coherent data protection framework in the Union, backed
by strong enforcement, given the importance to create the
trust that will allow the digital economy to develop across
the internal market. Individuals should have control of their
own personal data and legal and practical certainty for
individuals, economic operators and public authorities
should be reinforced.
Recital (7)
The objectives and principles of Directive 95/46/EC remain
sound, but it has not prevented fragmentation in the way
data protection is implemented across the Union, legal
uncertainty and a widespread public perception that there
are significant risks for the protection of individuals
associated notably with online activity. Differences in the
level of protection of the rights and freedoms of individuals,
notably to the right to the protection of personal data, with
regard to the processing of personal data afforded in the
Member States may prevent the free flow of personal data
throughout the Union. These differences may therefore
constitute an obstacle to the pursuit of economic
activities at the level of the Union, distort competition and
impede authorities in the
discharge of their responsibilities under Union law. This
difference in levels of protection is due to the existence of
differences in the implementation and application of
Directive 95/46/EC.
Recital (8)
In order to ensure consistent and high level of protection

of

individuals and to remove the obstacles to flows of
personal data, the level of protection of the rights and
freedoms of individuals with regard to the processing of
such data should be equivalent in all Member States.
Consistent and homogenous application of the rules for the
protection of the fundamental rights and freedoms of
natural persons with regard to the processing of personal
data should be ensured throughout the Union.
Recital (9)
Effective protection of personal data throughout the Union
requires strengthening and detailing the rights of data
subjects and the obligations of those who process and
determine the processing of personal data, but also
equivalent powers for monitoring and ensuring compliance
with the rules for the protection of personal data and
equivalent sanctions for offenders in the Member States.
Recital (10)
Article 16(2) of the Treaty mandates the European
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Parliament and the Council to lay down the rules relating to
the protection of individuals with regard to the processing
of personal data and the rules relating to the free
movement of personal data.
Recital (11)
In order to ensure a consistent level of protection for
individuals throughout the Union and to prevent
divergences hampering the free movement of data within
the internal market, a Regulation is necessary to provide
legal certainty and transparency for economic operators,
including micro, small and medium-sized enterprises, and
to provide individuals in all Member States with the same
level of legally enforceable rights and obligations and
responsibilities for controllers and processors, to ensure
consistent monitoring of the processing of personal data,
and equivalent sanctions in all Member States as well as
effective co-operation by the supervisory authorities of
different Member States. To take account of the specific
situation of micro, small and medium-sized enterprises, this
Regulation includes a number of derogations. In addition,
the Union institutions and bodies, Member States and their
supervisory authorities are encou raged to take account of
the specific needs of micro, small and medium-sized
enterprises in the application of this Regulation. The notion
of micro, small and medium-sized enterprises should draw
upon Commission Recommendation 2003/361/EC of 6 May
2003 concerning the definition of micro, small and mediumsized enterprises.

Recital (11)
In order to ensure a consistent level of protection for
individuals throughout the Union and to prevent
divergences hampering the free movement of data within
the internal market, a Regulation is necessary to provide
legal certainty and transparency for economic operators,
including micro, small and medium-sized enterprises, and
to provide individuals in all Member States with the same
level of legally enforceable rights and obligations and
responsibilities for controllers and processors, to ensure
consistent monitoring of the processing of personal data,
and equivalent sanctions in all Member States as well as
effective co-operation by the supervisory authorities of
different Member States. +S talle a6EswRt sf tile speEifiE
sitwatisR sf R'liEFS,sR'lall aREiR'leEiiwR'lsiileEi eRteFpFisss,
tllis RegwlatieR iRelwEiesa RWR'llleFef deFsgatieRs The level
of protection of personal data and the measures to be
taken by the controller or the processor should not be
dependent on the size of the enterprise processing the
personal data, but on the risk posed by such processing. IA
~
However, the Union institutions and bodies,
Member States and their supervisory authorities are
encouraged to take account of the specific needs of micro,
small and medium-sized enterprises in the application of
this Regulation. The notion of micro, small and mediumsized enterprises should draw upon Commission
Recommendation 2003/361/EC of 6 May 2003 concerning
the definition of micro, small and medium-sized
enterprises.
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(;,'n, ';dmcnr

sp,-uks

bOSr?d c:,:'~'r;)och

jor

Ti;,,: spe·_~i~Iirleeds
oon\

•

Recital (12)
The protection afforded by this Regulation concerns natural
persons, whatever their nationality or place of residence, in
relation to the processing of personal data. With regard to
the processing of data which concern legal persons and in
particular undertakings established as legal persons,
including the name and the form of the legal person and
the contact details of the legal person, the protection of
this Regulation should not be claimed by any person. This
should also apply where the name of the legal person
contains the names of one or more natural persons.
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Recital (12)
The protection afforded by this Regulation concerns natural
persons, whatever their nationality or place of residence, in
relation to the processing of personal data. With regard to
the processing of data which concern enterprises Ieg;H
peF58R5 aREiiR paFtiEwlaF wREieFtalliRSsesUlllislleEi as lesal
peF58R5, including the name and the form of the IepI
fIBF59A enterprise and the contact details of the IepI
fIBF59A enterprise, the protection of this Regulation should
not be claimed by any person. This should also apply where
the name of the lelia I peFssR enterprise contains the
names of one or more natural persons.
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neutral and not depend on the techniques used; otherwise
this would create a serious risk of circumvention. The
protection of individuals should apply to processing of
personal data by automated means as well as to manual
processing, if the data are contained or are intended to be
contained in a filing system. Files or sets of files as well as
their cover pages, which are not structured according to
specific criteria, should not fall within the scope of this
Regulation.
Recital (14)
This Regulation does not address issues of protection of
fundamental rights and freedoms or the free flow of data
related to activities which fall outside the scope of Union
law, nor does it cover the processing of personal data by
the Union institutions, bodies, offices and agencies, which
are subject to Regulation (EC) No 45/2001, or the
processing of personal data by the Member States when
carrying out activities in relation to the common foreign
and security policy of the Union.
Recital (15)
This Regulation should not apply to processing of personal

Recital (lS)
This Regulation should not apply to processing of personal

data by a natural person, which are exclusively personal or
domestic, such as correspondence and the holding of
addresses, and without any gainful interest and thus
without any connection with a professional or commercial
activity. The exemption should also not apply to controllers
or processors which provide the means for processing

data by a natural person, which are elleIYsi"el', personal or
domestic, such as correspondence and the holding of

personal data for such personal or domestic activities.

addresses, aRIl "'itlleYt aR'/lIaiRflil iRterest aRIl tlllls
"'itllellt aR', eeRReetieR "'itll a ",efessieRal e, eeFRFRs,eial
~
or to processing of personal data in the context of
activities, which cannot be considered to constitute an
enterprise, such as the (occasional) selling of goods or the
provision of (occasional) services for a fee without the
intention of making a profit. The exemption should aIs&
not apply to controllers or processors which provide the
means for processing personal data for such personal or
domestic activities.
Justification:
the

•

Recital (16)
The protection of individuals with regard to the processing
of personal data by competent authorities for the purposes
of prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, and
the free movement of such data, is subject of a specific
legal instrument at Union level. Therefore, this Regulation
should not apply to the processing activities for those
purposes. However, data processed by public authorities
under this Regulation when used for the purposes of
prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties
should be governed by the more specific legal instrument
at Union level (Directive XX/YYY).
Recital (17)
This Regulation should be without prejudice to the
application of Directive 2000/31/EC, in particular of the
liability rules of intermediary service providers in Articles 12
to 15 of that Directive.
Recital (18)
This Regulation allows the principle of public access to
official documents to be taken into account when applying
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the provisions set out in this Regulation.
Recital (19)
Any processing of personal data in the context of the
activities of an establishment of a controller or a processor
in the Union should be carried out in accordance with this
Regulation, regardless of whether the processing itself
takes place within the Union or not. Establishment implies
the effective and real exercise of activity through stable
arrangements. The legal form of such arrangements,
whether through a branch or a su bsidiary with a legal
personality, is not the determining factor in this respect.

Recital (19)
Any processing of personal data in the context of the
activities of an establishment of a controller, 9f a processor
or an enterprise in the Union should be carried out in
accordance with this Regulation, regardless of whether the
processing itself takes place within the Union or not.
Establishment implies the effective and real exercise of
activity through stable arrangements. The legal form of
such arrangements, whether through a branch or a
subsidiary with a legal personality, is not the determining
factor in this respect.
Justification:

•

Recital (20)
In order to ensure that individuals are not deprived of the
protection to which they are entitled under this Regulation,

Recital (20)
In order to ensure that individuals are not deprived of the
protection to which they are entitled under this Regulation,

the processing of personal data of data subjects residing in
the Union by a controller not established in the Union
should be subject to this Regulation where the processing
activities are related to the offering of goods or services to
such data subjects, or to the monitoring of the behaviour of
such data subjects.

the processing of personal data of data subjects residing in
the Union by a controller not established in the Union
should be subject to this Regulation where the processing
activities are related to the offering of goods or services
directed to such data subjects, or to the monitoring of the
behaviour of such data subjects.
Justification:
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Recital (21)
In order to determine whether a processing activity can be
considered to 'monitor the behaviour' of data subjects, it
should be ascertained whether individuals are tracked on
the internet with data processing techniques which consist
of applying a 'profile' to an individual, particularly in order
to take decisions concerning her or him or for analysing or
predicting her or his personal preferences, behaviours and
attitudes.

•

Recital (22)
Where the national law of a Member State applies by virtue
of public international law, this Regulation should also
apply to a controller not established in the Union, such as in
a Member State's diplomatic mission or consular post.
Recital (23)
The principles of protection should apply to any
information concerning an identified or identifiable person.
To determine whether a person is identifiable, account
should be taken of all the means likely reasonably to be

Recital (23)
The principles of protection should apply to any
information concerning an identified or identifiable person.
To determine whether a person is identifiable, account
should be taken of all the means likely reasonably to be

used either by the controller or by any other person to
identify the individual. The principles of data protection
should not apply to data rendered anonymous in such a
way that the data subject is no longer identifiable.

used either by the controller eF II', iR" etllaF parseR to
identify the individual. The principles of data protection
should not apply to data rendered anonymous in such a
way that the data subject is no longer directly identifiable
by the controller, the processor, or a third party, which
accesses the data, including, where possible, the use of
measures shielding the data subject's identity or the
encryption of the data.
Justification:
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Recital (24)
When using online services, individuals may be associated
with online identifiers provided by their devices,
applications, tools and protocols, such as Internet Protocol
addresses or cookie identifiers. This may leave traces
which, combined with unique identifiers and other
information received by the servers, may be used to create
profiles of the individuals and identify them. It follows that
identification numbers, location data, online identifiers or
other specific factors as such need not necessarily be
considered as personal data in all circumstances.
Recital (25)
Consent should be given explicitly by any appropriate
method enabling a freely given specific and informed
indication of the data subject's wishes, either by a

Recital (25)
Consent should be given eMpIiEitl'/II'I aR'1appr9priate
Rletll98 eRaliliRI! a freely f!WeA, and should constitute
specific and informed indication of the data subject's

statement or by a clear affirmative action by the data
subject, ensuring that individuals are aware that they give
their consent to the processing of personal data, including
by ticking a box when visiting an Internet website or by any
other statement or conduct which clearly indicates in this
context the data subject's acceptance of the proposed
processing of their personal data. Silence or inactivity
should therefore not constitute consent. Consent should

wisIIes will with respect to the data processing, either by a
statement or by a 61ear a"irRlati"e
an action by the data
subject. Where appropriate, consent should be given by a
method, which ~
ensures that individuals are aware
that they give their consent to the processing of personal
data, including, but not limited to, by ticking a box when
visiting an Internet webSite or by any other statement or
conduct, which clearly indicates in 4Ai5 the context and the
circumstances of the case at the time consent is required

cover all processing activities carried out for the same
purpose or purposes. If the data subject's consent is to be
given following an electronic request, the request must be
clear, concise and not unnecessarily disruptive to the use of
the service for which it is provided.

a

the data subject's acceptance of the f*9pese4 proceSSing
of ~
his personal data. Silence or inactivity, such as not
opting out from the data processing, should therefore not
constitute consent. Consent 51191118
69"er covers all
processing activities carried out for the same purpose or
purposes. If the data subject's consent is to be given
following an electronic request, the request must be clear,
concise and not unnecessarily disruptive to the use of the
service for which it is provided.
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Recital (26)
Personal data relating to health should include in particular
all data pertaining to the health status of a data subject;
information about the registration of the individual for the
provision of health services; information about payments or
eligibility for healthcare with respect to the individual; a
number, symbol or particular assigned to an individual to
uniquely identify the individual for health purposes; any
information about the individual collected in the course of
the provision of health services to the individual;
information derived from the testing or examination of a
body part or bodily substance, including biological samples;
identification of a person as provider of healthcare to the
individual; or any information on e.g. a disease, disability,
disease risk, medical history, clinical treatment, or the
actual physiological or biomedical state of the data subject
independent of its source, such as e.g. from a physician or
other health professional, a hospital, a medical device, or
an in vitro diagnostic test.
Recital (27)
The main establishment of a controller

•

in the Union should

be determined according to objective criteria and should
imply the effective and real exercise of management
activities determining the main decisions as to the
purposes, conditions and means of processing through
stable arrangements. This criterion should not depend
whether the processing of personal data is actually carried
out at that location; the presence and use of technical
means and technologies for processing personal data or
processing activities do not, in themselves, constitute such
main establishment and are therefore no determining
criteria for a main establishment. The main establishment
of the processor should be the place of its central
administration in the Union.

Recital (27)
The main establishment of a ,sRtrsller a group of
undertakings in the Union should be determined according
to objective criteria and should imply the effective and real
exercise of management activities determining the main
decisions as to the IIIull8ses, '8RliitisRs aRIi FReaRSsf data
processing through stable arrangements. This criterion shall
apply to both data controllers and data processors and
should not depend whether the processing of personal data
is actually carried out at that location; the presence and use
of technical means and technologies for processing
personal data or processing activities do not, in themselves,
constitute such main establishment and are therefore no
determining criteria for a main establishment. Where the
global or European headquarters of a group of
undertakings is established on the territory of the
European Union, such headquarters shall be deemed the
main establishment for the purposes of this Regulation.
Alternatively, where an entity established on the territory
of the European Union has delegated data protection
responsibilities with respect to data processing within the
group of undertakings, such group company shall be
deemed the main establishment for the purposes of this
Regulation, Delegated data protection responsibilities
may be inferred from formal arrangements between
group companies as well as management decisions or
other measures indicating the intention to centralise data
protection responsibilities within the enterprise or group
of undertakings, such as the appointment of a group data
protection officer or the designation of group compliance
responsibilities, Alternatively, the legal entity, which takes
the most decisions in terms of purposes and means of
data processing in group companies established in
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multiple Member States or the group company which is
best placed (in terms of management function,
administrative burden etc.) to deal with the application
and to enforce the group's compliance framework, like the
group's binding corporate rules, may be deemed the main
establishment for the purposes of this Regulation. Priority
should be given to the place of establishment of the global
or European headquarters of the group of undertakings on
the territory of the European Union. ~
estalllislllRllRt 9f tile pF9&eSS9FSll911111118
tile plue 9f its
,eRtFal allIRiRistFati9R iR tile URisR
Justification:

Recital (28)
A group of undertakings should cover a controlling
undertaking and its controlled undertakings, whereby the
controlling undertaking should be the undertaking which
can exercise a dominant influence over the other
undertakings by virtue, for example, of ownership, financial
participation or the rules which govern it or the power to
have personal data protection rules implemented.
Recital (29)
Children deserve specific protection

of their personal data,

as they may be less aware of risks, consequences,
safeguards and their rights in relation to the processing of
personal data. To determine when an individual is a child,
this Regulation should take over the definition laid down by
the UN Convention on the Rights of the Child.

•

Recital (29)
Children deserve specific protection of their personal data,
as they may be less aware of risks, consequences,
safeguards and their rights in relation to the processing of
personal data. lslIeteFlRiRIl
"'IIIlR aR iRIli"ilillal is a ,1Ii1I1,
tllis Reglllati9R Sll911111
talle s"eF At the same time, given
the higher average use of communication technologies by
younger generations, a distinction shall be made between
the definition laid down by the UN Convention on the
Rights of the Child and the "minor age" criterion.
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Recital (30)
Any processing of personal data should be lawful, fair and
transparent in relation to the individuals concerned. In
particular, the specific purposes for which the data are
processed should be explicit and legitimate and determined
at the time of the collection of the data. The data should be
adequate, relevant and limited to the minimum necessary
for the purposes for which the data are processed; this

Recital (30)
Any processing of personal data should be lawful, fair and

requires in particular ensuring that the data collected are
not excessive and that the period for which the data are
stored is limited to a strict minimum. Personal data should

requires in particular ensuring that the data collected are
not excessive and that the period for which the data are
stored is limited to a strict minimum. Personal data should
only be processed if the purpose of the processing could
not be fulfilled by other means. Every reasonable step

only be processed if the purpose of the processing could
not be fulfilled by other means. Every reasonable step

transparent in relation to the individuals concerned. In
particular, the specific purposes for which the data are
processed should be explicit and legitimate and determined
at the time of the collection of the data. The data should be
adequate, relevant and limited to the minimum necessary
for the purposes for which the data are processed; this
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should be taken to ensure that personal data which are
inaccurate are rectified or deleted. In order to ensure that
the data are not kept longer than necessary, time limits
should be established by the controller for erasure or for a
periodic review.

should be taken to ensure that personal data which are
inaccurate are rectified or deleted. In order to ensure that
the data are not kept longer than necessary, time limits
should be established by the controllerfor
erasure eH&F-a
peri9!!i,

re"ie"',

where possible.
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Recital (31)
In order for processing to be lawful, personal data should
be processed on the basis of the consent of the person
concerned or some other legitimate basis, laid down by
law, either in this Regulation or in other Union or Member
State law as referred to in this Regulation.
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Recital (31)
In order for processing to be lawful, personal data should
be processed on the basis of tile '9AseAt 9f tile peF59R
'9R,erRe!! 9r 59me 9tller a legitimate basis, laid down by
law, either in this Regulation or in other Union or Member
State law as referred to in this Regulation.

Justification:
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Recital (32)
Where processing is based on the data subject's consent,

Recital (32)
Where processing is based on the data subject's consent,

the controller should have the burden of proving that the
data subject has given the consent to the processing
operation. In particular in the context of a written
declaration on another matter, safeguards should ensure
that the data subject is aware that and to what extent
consent is given.

the controller should have the burden of proving that the
data subject has given the consent to the processing
operation. In particular in the context of a written
declaration on another matter, safeguards should ensure
that the data subject is aware that and to what extent
consent is given, such as the capitalising or highlighting of
the relevant provision in online terms and conditions.
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Recital (33)
In order to ensure free consent, it should be clarified that
consent does not provide a valid legal ground where the
individual has no genuine and free choice and is
subsequently not able to refuse or withdraw consent
without detriment.
Recita I (34)
Consent should not provide a valid legal ground for the
processing of personal data, where there is a clear
imbalance between the data subject and the controller.
This is especially the case where the data subject is in a
situation of dependence from the controller, among others,
where personal data are processed by the employer of
employees' personal data in the employment context.
Where the controller is a public authority, there would be
an imbalance only in the specific data processing
operations where the public authority can impose an
obligation by virtue of its relevant public powers and the

Recital (34)
Consent should not provide a valid legal ground for the
processing of personal data, where there is a clear
imbalance between the data subject and the controller.
This is especially the case where the data subject is in a
situation of dependence from the controller, among others,
where personal data are processed by the employer of
employees' personal data in the employment context.
Where the controller is a public authority, there would be
an imbalance only in the specific data processing
operations where the public authority can impose an
obligation by virtue of its relevant public powers and the
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consent cannot be deemed as freely given, taking into
account the interest of the data subject.

consent cannot be deemed as freely given, taking into
account the interest of the data subject. However, consent
should always be a valid legal ground where Union or
Member State law has made the data subject's consent a
specific condition for a specific type of processing of the
personal data or set of processing operations or where the
purpose or purposes of the processing of the personal
data is in the interest of the data subject, regardless of
any imbalance between the parties.
justification:
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Recita I (3S)
Processing should be lawful where it is necessary in the
context of a contract or the intended entering into a
contract.

Recital (3S)
Processing should be lawful where it is necessary in the
context of a contract or the intended entering into a
contract. In such case, (additional) consent of the data
subject for the same processing shall not be required.
justification:
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Recital (36)
Where processing is carried out in compliance with a legal
obligation to which the controller is subject or where
processing is necessary for the performance of a task
carried out in the public interest or in the exercise of an
official authority, the processing should have a legal basis in
Union law, or in a Member State law which meets the
requirements of the Charter of Fundamental Rights of the
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European Union for any limitation of the rights and
freedoms. It is also for Union or national law to determine
whether the controller performing a task carried out in the
public interest or in the exercise of official authority should
be a public administration or another natural or legal
person governed by public law, or by private law such as a
professional association.
Recital (37)
The processing of personal data should equally be regarded
as lawful where it is necessary to protect an interest which
is essential for the data subject's life.

Recital (38)
The legitimate interests of a controller may provide a legal
basis for processing, provided that the interests or the
fundamental rights and freedoms of the data subject are
not overriding. This would need careful assessment in
particular where the data subject is a child, given that

Recital (38)
The legitimate interests of a controller may provide a legal
basis for processing, provided that the interests or the
fundamental rights and freedoms of the data subject are
not overriding. This would need careful assessment in
particular where the data subject is a child, given that

children deserve specific protection. The data subject
should have the right to object the processing, on grounds
relating to their particular situation and free of charge. To

children deserve specific protection. The data subject
should have the right to object to the processing, on
grounds relating to their particular situation and free of

ensure transparency, the controller should be obliged to
explicitly inform the data subject on the legitimate interests
pursued and on the right to object, and also be obliged to
document these legitimate interests. Given that it is for the

charge. To ensure transparency, the controller should be
obliged to ~
inform the data subject on the
legitimate interests pursued and on the right to object, and
also be obliged to document these legitimate interests
insofar the processing poses a high risk to the interests
and fundamental rights and freedoms of the data subject.

legislator to provide by law the legal basis for public
authorities to process data, this legal ground should not
apply for the processing by public authorities
performance of their tasks.

in the

Given that it is for the legislator to provide by law the legal
basis for public authorities to process data, this legal
ground should not apply for the processing by public
authorities in the performance

of their tasks.
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Recital (39)
The processing of data to the extent strictly necessary for
the purposes of ensuring network and information security,

Recital (39)
The processing of data to the extent strictly necessary for
the purposes of ensuring network and information security,

i.e. the ability of a network or an information system to
resist, at a given level of confidence, accidental events or
unlawful or malicious actions that compromise the
availability, authenticity, integrity and confidentiality of
stored or transmitted data, and the security of the related
services offered by, or accessible via, these networks and

i.e. the ability of a network or an information system to
resist, at a given level of confidence, accidental events or
unlawful or maliCiOUSactions that compromise the
availability, authenticity, integrity and confidentiality of
stored or transmitted data, and the security of the related
services offered by, or accessible via, these networks and

systems, by public authorities, (omputer Emergency
Response Teams - (ERTs, (omputer Security Incident
Response Teams - (SIRTs, providers of electronic
communications networks and services and by providers of
security technologies and services, constitutes a legitimate
interest of the concerned data controller. This could, for
example, include preventing unauthorised access to
electronic communications networks and malicious code
distribution and stopping 'denial of service' attacks and
damage to computer and electronic communication
systems.

systems, by public authorities, (omputer Emergency
Response Teams - (ERTs, (omputer Security Incident
Response Teams - (SIRTs, providers of electronic
communications networks and services and by providers of
security technologies and services, constitutes, among
others, a legitimate interest of the 69A6erAeli data
controller. This could, for example, include preventing
unauthorised access to electronic communications
networks and malicious code distribution and stopping
'denial of service' attacks and damage to computer and
electronic communication systems.
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Justification:

Recital (40)
The processing of personal data for other purposes should
be only allowed where the processing is compatible with
those purposes for which the data have been initially
collected, in particular where the processing is necessary
for historical, statistical or scientific research purposes.
Where the other purpose is not compatible with the initial
one for which the data are collected, the controller should
obtain the consent of the data subject for this other
purpose or should base the processing on another
legitimate ground for lawful processing, in particular where
provided by Union law or the law of the Member State to
which the controller is subject. In any case, the application
of the principles set out by this Regulation and in particular
the information of the data subject on those other
purposes should be ensured.

•

Recital (40)
The processing of personal data for other purposes should
be eAI¥ allowed where the processing is compatible with
those purposes for which the data have been initially
collected ('further processing'), in particular where the
processing is necessary for historical, statistical, scientific or
applies research purposes. When determining the
compatibility between the purpose for which the data
were collected and the purposes of the further processing,
the controller shall take into account: the relationship
between the purpose of the intended processing and the
purpose for which the data were obtained, the nature of
the data concerned, the consequences of the further
processing for the data subject, and the extent to which
appropriate measures and safeguards have been put in
place to protect the interests of the data subject. ~
tile IItller IlWrll1l5eis Alit ellFAllatilile"'itll tile iAitialllAe
fllr "'lIiell tile Ilata are elllle"ell, tile ellAtrllller 51111Wlll
IIlItaiAtile eaA5eAtIIftile Ilata 5Yllie't fllr tlli5 atller
Ilwrll1l5eIIr 51111yIIllla5etile IlrlleessiAlllIA aAlltller
lellitiFAateIIrllYAIlfllr la..,fwlllraeessiAII, iAIlartieylar
..,lIere Ilrlluillellll'l "AiIlA la'" IIr tile la"l IIftile UeFAlier
'tate tlll'llliell tile ellAtrllller is 5wlljeet The further
processing of personal data for non-compatible purposes
shall only be allowed if the further processing is based on
the consent of the data subject, is necessary for the
performance of a contract to which the data subject is
party or in order to take steps at the request of the data
subject prior to entering into a contract, is necessary for
compliance with a legal obligation to which the controller
is subject, or is necessary in order to protect the vital
interests of the data subject. In any case, the application of
the principles set out by this Regulation and in particular
the information of the data subject on those other
purposes should be ensured. Where the personal data are
collected for two or more non-compatible purposes, such
processing shall be allowed, provided such processing
meets the requirements of this Regulation.
Justification:
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Recital (41)
Personal data which are, by their nature, particularly
sensitive and vulnerable in relation to fundamental rights or
privacy, deserve specific protection. Such data should not
be processed, unless the data subject gives his explicit
consent. However, derogations from this prohibition should
be explicitly provided for in respect of specific
particular where the processing is carried out
of legitimate activities by certain associations
foundations the purpose of which is to permit
of fundamental freedoms.
Recital (42)
Derogating from the prohibition

needs, in
in the course
or
the exercise

on processing sensitive

Recital (42)
Derogating from the prohibition

on processing sensitive

categories of data should also be allowed if done by a law,
and subject to suitable safeguards, so as to protect
personal data and other fundamental rights, where grounds
of public interest so justify and in particular for health
purposes, including public health and social protection and
the management of health-care services, especially in order

categories of data should also be allowed if done by a law,
and subject to suitable safeguards, so as to protect
personal data and other fundamental rights, where grounds
of public interest so justify and in particular for health
purposes, including public health and social protection and
the management of health-care services, such as IT,

to ensure the quality and cost-effectiveness of the
procedures used for settling claims for benefits and services
in the health insurance system, or for historical, statistical

administration or financial services, especially in order to
ensure the quality and cost-effectiveness of the procedures
used for settling claims for benefits and services in the

and scientific research purposes.

AeaItA insurance system, or for historical, statistical and
scientific research purposes. Healthcare management
service providers, such as IT, administration
or financial
services, which require data concerning health for the
purpose of providing their services to a healthcare
professional or healthcare organisation, such as a hospital,
may process such data on the basis of a processor
contract.

•
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Recital (43)
Moreover, the processing of personal data by official
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authorities for achieving aims, laid down in constitutional
law or international public law, of officially recognised
religious associations is carried out on grounds of public
interest.
Recital (44)
Where in the course of electoral activities, the operation of
the democratic system requires in a Member State that
political parties compile data on people's political opinions,
the processing of such data may be permitted for reasons
of public interest, provided that appropriate safeguards are
established.

Recital (45)
If the data processed by a controller do not permit the
controller to identify a natural person, the data controller
should not be obliged to acquire additional information in
order to identify the data subject for the sole purpose of
complying with any provision of this Regulation. In case of a
request for access, the controller should be entitled to ask
the data subject for further information to enable the data
controller to locate the personal data which that person
seeks.
Recital (46)
The principle of transparency

requires that any information

addressed to the public or to the data subject should be
easily accessible and easy to understand, and that clear and
plain language is used. This is in particular relevant where in
situations, such as online advertising, the proliferation of
actors and the technological complexity of practice makes it
difficult for the data subject to know and understand if
personal data relating to them are being collected, by
whom and for what purpose. Given that children deserve
specific protection, any information and communication,
where processing is addressed specifically to a child, should
be in such a clear and plain language that the child can
easily understand.

•

Recital (47)
Modalities should be provided for facilitating the data
subject's exercise of their rights provided by this
Regulation, including mechanisms to request, free of
charge, in particular access to data, rectification, erasure
and to exercise the right to object. The controller should be
obliged to respond to requests of the data subject within a
fixed deadline and give reasons, in case he does not comply
with the data subject's request.
Recital (48)
The principles of fair and transparent processing require
that the data subject should be informed in particular of
the existence of the processing operation and its purposes,
how long the data will be stored, on the existence of the
right of access, rectification or erasure and on the right to
lodge a complaint. Where the data are collected from the
data subject, the data subject should also be informed
whether they are obliged to provide the data and of the
consequences, in cases they do not provide such data.

Recital (48)
The principles of fair and transparent processing require
that the data subject should be informed in particular of
the existence of the processing operation and its purposes,
and of any other information, which guarantees a fair
processing taking into account the circumstances. Such
information may include, where appropriate, how long the
data will be stored, on the existence of the right of access,
rectification or erasure and on the right to lodge a
complaint. Where the data are collected from the data
subject, the data subject should also be informed whether
they are obliged to provide the data and of the
consequences, in cases they do not provide such data.
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Recital (49)
The information in relation to the processing of personal
data relating to the data subject should be given to them at
the time of collection, or, where the data are not collected
from the data subject, within a reasonable period,
depending on the circumstances of the case. Where data

•

can be legitimately disclosed to another recipient, the data
subject should be informed when the data are first
disclosed to the recipient .
Recital (SO)
However, it is not necessary to impose this obligation
where the data subject already disposes of this
information, or where the recording or disclosure of the
data is expressly laid down by law, or where the provision
of information to the data subject proves impossible or
would involve disproportionate efforts. The latter could be
particularly the case where processing is for historical,
statistical or scientific research purposes; in this regard, the
number of data subjects, the age of the data, and any
compensatory
consideration.

•

measures adopted may be taken into

Recital (51)
Any person should have the right of access to data which

Recital (51)
Any person should have the right of access to data which

has been collected concerning them, and to exercise this
right easily, in order to be aware and verify the lawfulness
of the processing. Every data subject should therefore have
the right to know and obtain communication in particular
for what purposes the data are processed, for what period,
which recipients receive the data, what is the logic of the
data that are undergoing the processing and what might

has been collected concerning them, and to exercise this
right easily, in order to be aware and verify the lawfulness
of the processing. Every data subject should therefore have
the right to know and obtain communication in particular
the categories of personal data that are processed, for
what purposes the data are processed, for what period,
which recipients receive the data, what is the logic of the

be, at least when based on profiling, the consequences of
such processing. This right should not adversely affect the
rights and freedoms of others, including trade secrets or
intellectual property and in particular the copyright
protecting the software. However, the result of these

data that are undergoing the processing and what might
be, at least when based on profiling, the consequences of
such processing. The controller should not be required to
provide a copy of the raw data or meta data. This right
should not adversely affect the rights and freedoms of

considerations should not be that all information
to the data subject.

others, including the privacy rights of others,
confidentiality in business operations, trade secrets or
intellectual property and in particular the copyright
protecting the software. However, the result of these
considerations should not be that all information is refused
to the data subject. Where the request is vexatious, e.g. an
abuse of right, or where the requests are manifestly
excessive, the controller should have the right to deny a
request.

is refused
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Recital (52)
The controller should use all reasonable
measures to verify
the identity of a data subject that requests access, in
particular in the context of online services and online
identifiers. A controller should not retain personal data for
the unique purpose of being able to react to potential
requests.
Recital (53)
Any person should have the right to have personal data
concerning them rectified and a 'right to be forgotten'

Recital (53)
Any person should have the right to have personal

data

where the retention of such data is not in compliance with
this Regulation. In particular, data subjects should have the
right that their personal data are erased and no longer

concerning them rectified and a 'rillilt ta lie farllaueR'
the
right to have such personal data erased where the
retention of such data is not in compliance with this
Regulation. In particular, data subjects should have the

processed, where the data are no longer necessary in
relation to the purposes for which the data are collected or
otherwise processed, where data subjects have withdrawn
their consent for processing or where they object to the
processing of personal data concerning them or where the
processing of their personal data otherwise does not
comply with this Regulation. This right is particularly

right that their personal data are erased and no longer
processed, where the data are no longer necessary in
relation to the purposes for which the data are collected or
otherwise processed, where data subjects have withdrawn
their consent for processing, er where they object to the
praEessiRII collection or retention of personal data
concerning them or where the processing of their personal

relevant, when the data subject has given their consent as a
child, when not being fully aware of the risks involved by

data etlleR"ise lIaes Rat EaFRpl'/ "'itll tllis RelllllatiaR is
illegal. Tllis rill lit is partiElilarl', rele"aRt, "'lIeR tile lIata
slllljee lias gi"eR tlleir EaRseRt as a 'llillI, •••lIeR Rat lIeiRg

the processing, and later wants to remove such personal
data especially on the Internet. However, the further
retention of the data should be allowed where it is
necessary for historical, statistical and scientific research
purposes, for reasons of public interest in the area of public
health, for exercising the right of freedom of expression,
when required by law or where there is a reason to restrict
the processing of the data instead of erasing them.

filII', a"'are af tile risl" iR"al"elill';
tile praEessiRlI, aRIl
later "'aAts ta reFRa"e SIlEII persaAalliaU
espeEiall'laA
tile IAterAet However, the further retention of the data
should be allowed where it is necessary for historical,
statistical, and scientific research purposes, for purposes of
proof, for reasons of public interest in the area of public
health, for exercising the right of freedom of expression,
when required by law or where there is a reason to restrict
the processing of the data instead of erasing them.
Justificatiot1;
This
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Recita I (54)
To strengthen the 'right to be forgotten'
in the online
environment,
the right to erasure should also be extended
in such a way that a controller who has made the personal
data public should be obliged to inform third parties which
are processing such data that a data subject requests them
to erase any links to, or copies or replications of that
personal data. To ensure this information, the controller
should take all reasonable steps, including technical

Recital (54)
To strengthen the 'rillilt ta lie farl!aUeA' right to erasure in
the online environment,
the right to erasure should also be
extended to information
society service providers via
whose services the personal data have been published,
Such information society service providers should provide
the data subject with easily accessible means to request
the personal data to be removed from their services
('notice and take down procedure').
This right is

measures, in relation to data for the publication of which
the controller is responsible. In relation to a third party
publication of personal data, the controller should be
considered responsible for the publication, where the
controller has authorised the publication by the third party.

particularly relevant, when the data subject has given
their consent as a child, when not being fully aware of the
risks involved by the processing, and later wants to
remove such personal data from the Internet, ~
"'a'; tllat a EaAtralier "'lIa lias FRalie tile peF5aAalliata
pllllliE sllalllllile aliliRell ta iA'arFR tllirll parties •••lIiEIl are
praEessiARslIEllllata
tllat a lIata slllljee rellllests tlleFR ta
erase aA IiAIISta, ar Eapies ar repliEatiaAs af til at
persaAalllata
Ta eASlire tllis iA'arFRatiaA, tile EaAtralier
sllallill tal.e all reasaAalile steps, iAElliliiAR teEIIRi6al
FReaSlires, iA relatiaA ta lIaU far tile pllllliEatiaA a' "'lIiEIl
t;
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tile E9Rtr911er i5 re5119R5ibie IR relati9R t9 a tlli,,! lIarty
IIIIbliEati9R 9f lIeF59Ralliata,
tile E9Rtr911er 511911111
be
E9Rsiliereli resll9Rsibie f9r tile IIIIbliEati9R, •••lIere tile
ESRtr911er lIa5 a ••tllsrisell

tile IIlIbliEatisR

b'/ tile tllirll

fIiIRY.
Justification:

Recital (55)
To further strengthen the control over their own data and
their right of access, data subjects should have the right,
where personal data are processed by electronic means
and in a structured and commonly used format, to obtain a

Recital (55)
To further strengthen the control over their own data and
their right of access, data subjects should have the right,

copy of the data concerning them also in commonly used
electronic format. The data subject should also be allowed
to transmit those data, which they have provided, from one
automated
application, such as a social network, into
another one. This should apply where the data subject
provided the data to the automated
processing system,
based on their consent or in the performance
of a contract.

commonly used format, to obtain a copy of the data
concerning them alss iR ESFRFRSRI',IIseli eleEtrSRiE fsrFRat
which allows the further use of such data by them, :ute
lIata s ••bjeEt sllslIllI alss be alls •••ell ts traRsFRit such as
the transmission
of tll9se lIata, "'lIiEII tlle'/lla e
IIr9dlleli
such user-generated
content from one automated
application, such as a social network, into another one. :RM!;

where lIerssRalliata
are user-generated
content
processed by electronic means and in a structured

is
and

u

sllslIllI alllll" •••lIere tile lIata sllbjeEt IIr9"ilieli tile lIata ts
tile a ••t9FRatellllr9Ees5iRg
5',5teFR, ba5ell 9R tlleir E9RseRt
sr iR tile lIerfsrFRaREe sf a ESRtraEt
This right should be without prejudice to the continued
processing of user-generated
content by the controller,
where necessary, such as the continuation
of services
provided to the data subject, compliance with Union or
Member State law or proof,
Justification:
18
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In cases where personal data might lawfully be processed
to protect the vital interests of the data subject, or on
grounds of public interest, official authority or the
legitimate interests of a controller, any data subject should
nevertheless be entitled to object to the processing of any
data relating to them. The burden of proof should be on the

In cases where personal data might lawfully be processed
ta praUst t~e "ital iRterests at t~e !lata sylljest, ar on
grounds of public interest, official authority or the
legitimate interests of a controller, any data subject should
nevertheless be entitled to object to the processing of any
data relating to them. The burden of proof should be on the

controller to demonstrate that their legitimate interests
may override the interests or the fundamental rights and
freedoms of the data subject.

controller to demonstrate that their legitimate interests
may override the interests or the fundamental rights and
freedoms of the data subject.
Justification:
_',!lot

rHoctiui

re!evo."t

I!

cos,:::,the

to p'ot-:'(t [h:~ 'vita! int':?,,~,Js of tht' (1:
:jc)bjt'i

(lnd

t

,:-Jt.,,-:th sitl,(Jt:Oi!":'!

Recital (57)
Where personal data are processed for the purposes of
direct marketing, the data subject should have the right to
object to such processing free of charge and in a manner
that can be easily and effectively invoked.
Recital (58)

Recital (58)

Every natural person should have the right not to be
subject to a measure which is based on profiling by means
of automated processing. However, such measure should
be allowed when expressly authorised by law, carried out in
the course of entering or performance of a contract, or
when the data subject has given his consent. In any case,
such processing should be subject to suitable safeguards,
including specific information of the data subject and the
right to obtain human intervention and that such measure
should not concern a child.

~"ery Ratllral perseR s~elll!l ~a"e t~e rill~t Ret ts lie
slllljest ts a lAeasyre "'~i6~ is lIasell SR pratiliRI! II~I lAeaRS
sf aytalAate!l prs6s5siRI! Ws"'s"sr, SY6~lAsasyrs s~syl!l

•

lis alla"'ell "'~eR slIprsssl'l ayt~srisellll'lla"~
6arFisil Syt
iR t~s 6ayrss sf sRtsriRI! sr perfarlAaR6S sf a 6sRtFast, SF
"'~SR tlls !lata sylljest lIasl!i"sR lIis 6SRSSRt In
accordance with Recommendation CM/Rec(2010)13 of the
Council of Europe, the profiling of data subjects by
automated processing should be allowed, provided the
controller can demonstrate sufficient legal grounds for
such profiling, including, but not limited to, the consent of
the data subject, or where the profiling is necessary for
entering into a contract with the data subject or for any
other legitimate interests of the controller, which are not
overridden by the interests of the data subject. In any
case, such processing should be subject to suitable
safeguards, including specific information of the data
subject and the right to obtain human intervention, and
that such measure should not concern a child.
Justification:
This m"·~:~~hlr_!{:t,'· ,~,tciJes the A,n', 'idrnrnt ti. A.,tiel.;? 20
ACOHd:9

Recital (59)
Restrictions on specific principles and on the rights of
information, access, rectification and erasure or on the
right to data portability, the right to object, measures based
on profiling, as well as on the communication of a personal
data breach to a data subject and on certain related
obligations of the controllers may be imposed by Union or
Member State law, as far as necessary and proportionate in
a democratic society to safeguard public security, including
the protection of human life especially in response to
natural or man-made disasters, the prevention,
investigation and prosecution of criminal offences or of
breaches of ethics for regulated professions, other public
interests of the Union or of a Member State, in particular

the
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Recital (59)
Restrictions on specific principles and on the rights of
information, access, rectification and erasure or on the
right to data portability, the right to object, measures based
on profiling, as well as on the communication of a personal
data breach to a data subject and on certain related
obligations of the controllers may be imposed by UAieR-&F
MSlAlier &tats la'" controllers, as far as necessary and
proportionate in a democratic society to safeguard public
security, including the protection of human life especially in
response to natural or man-made disasters, the prevention,
investigation and prosecution of criminal offences or of
breaches of ethics for regulated professions, other public
interests of the Union or of a Member State, in particular
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an important economic or financial interest of the Union or
of a Member State, or the protection of the data subject or
the rights and freedoms of others. Those restrictions should
be in compliance with requirements set out by the Charter
of Fundamental Rights of the European Union and by the
European Convention for the Protection of Human Rights
and Fundamental Freedoms.

an important economic or financial interest of the Union or
of a Member State, the protection of health, safety and
security of individuals; the overriding business interests of
the controller, in particular the protection of intellectual
property rights, trade secrets or reputation or the
preservation of confidentiality
in business transactions; or
the protection of the data subject or the rights and
freedoms of others. Those restrictions should be in
compliance with requirements set out by the Charter of
Fundamental Rights of the European Union and by the
European Convention for the Protection of Human Rights
and Fundamental Freedoms.
Justification:
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Recital (60)
Comprehensive responsibility

and liability of the controller

for any processing of personal data carried out by the
controller or on the controller's behalf should be
established. In particular, the controller should ensure and
be obliged to demonstrate the compliance of each
processing operation with this Regulation.
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Recital (60)
Comprehensive responsibility

and liability of the controller

for any processing of personal data carried out by the
controller or on the controller's behalf should be
established. In particular, the controller should ensure aA4
lie IIblisell til lIeAlIIRstrate the compliance of each
processing operation with this Regulation.
Justification:
P:-O.oO~t':i :),' V/\,iC)'i\'(-~V

Recita I (61)
The protection of the rights and freedoms of data subjects
with regard to the processing of personal data require that
appropriate technical and organisational measures are
taken, both at the time of the design of the processing and
at the time of the processing itself, to ensure that the
requirements of this Regulation are met. In order to ensure
and demonstrate compliance with this Regulation, the
controller should adopt internal policies and implement
appropriate measures, which meet in particular the
principles of data protection
by default.

by design and data protection

processor, also in relation to the monitoring by and
measures of supervisory authorities, requires a clear
attribution of the responsibilities under this Regulation,
including where a controller determines the purposes,
conditions and means of the processing jOintly with other
controllers or where a processing operation is carried out
on behalf of a controller.

(t'!>_~'/O!.'t

orti(/f'~.

Recital (61)
The protection of the rights and freedoms of data subjects
with regard to the processing of personal data require that
appropriate technical and organisational measures are
taken, both at the time of the design of the processing and
at the time of the processing itself, to ensure that the
requirements of this Regulation are met. In order to ensure
aRlllleAlIIRstrate compliance with this Regulation, the
controller and the processor should adopt internal policies
and implement appropriate measures, which meet in
particular the principles IIf lIata IIFllteetillR II'; lIesiliR aRIl
data protection by default.
Justification:

Recital (62)
The protection of the rights and freedoms of data subjects
as well as the responsibility and liability of controllers and

in tht:>

Page 20

Recital (63)
Where a controller not established in the Union is
processing personal data of data subjects residing in the

Recital (63)
Where a controller not established in the Union is
processing personal data of data subjects residing in the

Union whose processing activities are related to the
offering of goods or services to such data subjects, or to the
monitoring their behaviour, the controller should designate

Union whose processing activities are related to the
offering of goods or services directed to such data subjects,
or to the monitoring their behaviour, the controller should

a representative, unless the controller is established in a
third country ensuring an adequate level of protection, or
the controller is a small or medium sized enterprise or a
public authority or body or where the controller is only

designate a representative, unless the controller is
established in a third country ensuring an adequate level of
protection, or the controller is a small or medium sized
enterprise or a public authority or body or where the

occasionally offering goods or services to such data
subjects. The representative should act on behalf of the
controller and may be addressed by any supervisory
authority.

controller is only occasionally offering goods or services to
such data subjects. The representative should act on behalf
of the controller and may be addressed by any supervisory
authority.
Justification
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Recital (64)
In order to determine whether a controller

is only

occasionally offering goods and services to data subjects
residing in the Union, it should be ascertained whether it is
apparent from the controller's overall activities that the

•

Recital (64)
(deleted)
Justification
Bv us in.,:

~.ilC

~vord f(i;(ected'

of t'il' Eel in Aipenhof
St,perfi:.Clus.

offering of goods and services to such data subjects is
ancillary to those main activities.

10',9

Recital (65)
In order to demonstrate

Recita I (65)
In order to demonstrate

compliance with this Regulation,

the controller or processor should document each
processing operation. Each controller and processor should
be obliged to co-operate with the supervisory authority and
make this documentation, on request, available to it, so
that it might serve for monitoring those processing
operations.

ti~·:~p(cvic:us !t'(ito..'. the
f-{e!:'·~r rn(l.~es U'·, rc(ito·

in
\I

i :;,;'

compliance with this Regulation,

the controller 9F pF9E8559F should document eaEII
processing operations, which following a risk assessment
pose a high degree of risk to the fundamental rights of the
data subjects, in particular their right to privacy. Each
controller aRllpF9E8559F should be obliged to co-operate
with the supervisory authority and make this
documentation, on request, available to it, so that it might
serve for monitoring those processing operations. Each
processor should provide the controller with all
information necessary to meet his obligations under this
Regulation.
Justification:
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Recital (66)
In order to maintain security and to prevent processing in
breach of this Regulation, the controller or processor
should evaluate the risks inherent to the processing and
implement measures to mitigate those risks. These
measures should ensure an appropriate level of security,
taking into account the state of the art and the costs of
their implementation in relation to the risks and the nature
of the personal data to be protected. When establishing
technical standards and organisational measures to ensure
security of processing, the Commission should promote
technological neutrality, interoperability
and innovation,
and, where appropriate, cooperate with third countries.

bt? requi!p)

for tne
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Recital (66)
In order to maintain security and to prevent processing in
breach of this Regulation, the controller 91' and the
processor should evaluate the security risks inherent to the
processing and implement measures to mitigate those
risks. These measures should ensure an appropriate level of
security, taking into account the state of the art and the
costs of their implementation in relation to the risks and
the nature of the personal data to be protected. When
establishing technical standards and organisational
measures to ensure security of processing, the Commission
should promote technological neutrality, interoperability
and innovation, and, where appropriate, cooperate with
third countries.
Justification:
Bar i) ri·,

Recital (67)
A personal data breach may, if not addressed in an
adequate and timely manner, result in substantial
economic loss and social harm, including identity fraud, to

Recital (67)
A personal data breach may, if not addressed in an
adequate and timely manner, result in substantial
economic loss and social harm, including identity fraud, to

the individual concerned. Therefore, as soon as the
controller becomes aware that such a breach has occurred,
the controller should notify the breach to the supervisory
authority without undue delay and, where feasible, within
24 hours. Where this cannot achieved within 24 hours, an

the individual concerned. Therefore, as soon as the
controller becomes aware that 5WGA a personal data
breach, which is likely to have a significant adverse effect
on the rights and freedoms of the data subject, especially
his right to privacy, has occurred, the controller should
notify the breach to the supervisory authority without
WR9we unreasonable delay. aRa, "'lIeFe feasillle, "'itlliR ~q
IIQYFS"'lIeFe til is ,aRRQt a,lIie"ea •••itlliR ~4 IIQYFS,aR
eKpiaRati9R 9f tile FeaS9RSf9F tile aelay sII9yla
aG&9lRpaRYtile R9tifi,ati9R

explanation of the reasons for the delay should accompany
the notification. The individuals whose personal data could
be adversely affected by the breach should be notified
without undue delay in order to allow them to take the
necessary precautions. A breach should be considered as
adversely affecting the personal data or privacy of a data
subject where it could result in, for example, identity theft
or fraud, physical harm, significant humiliation or damage
to reputation. The notification should describe the nature
of the personal data breach as well as recommendations as
well as recommendations for the individual concerned to
mitigate potential adverse effects. Notifications to data
subjects should be made as soon as reasonably feasible,
and in close cooperation with the supervisory authority and
respecting guidance provided by it or other relevant
authorities (e.g. law enforcement authorities). For example,
the chance for data subjects to mitigate an immediate risk
of harm would call for a prompt notification of data
subjects whereas the need to implement appropriate
measures against continuing or similar data breaches may
justify a longer delay.

Where the controller has taken technical measures, which
prevent the individual from being directly identified from
the data or which make it reasonably unlikely that the
individual can be identified from the data, such as having
made the data unintelligible through the use of encryption
or having the data pseudomised, the obligation to notify
the supervisory authority should not exist.
Where the data subjects can be identified from the data,
the individuals data subjects whose personal data could
be adversely affected by the breach should be notified
without undue unreasonable delay in order to allow them
to take the necessary precautions. However, the
controller should not be required to communicate a
personal data breach to the data subject where the
obligation to notify the supervisory authority does not
exist, as well as where contacting the data subject is
factually impossible or where contacting the data subject
would require a disproportionate
effort on the part of the
controller. A breach should be considered as adversely
affecting the peFs9Rai gala eF privacy of a data subject
where it could result in, for example, identity theft or fraud,
physical harm, significant humiliation or damage to
reputation. The notification should describe the nature of
the personal data breach as well as recommendations as
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well as recommendations for the individual concerned to
mitigate potential adverse effects. Notifications to data
subjects should be made as soon as reasonably feasible,
and in close cooperation with the supervisory authority and
respecting guidance provided by it or other relevant
authorities (e.g. law enforcement authorities). For example,
the chance for data subjects to mitigate an immediate risk
of harm would call for a prompt notification of data
subjects whereas the need to implement appropriate
measures against continuing or similar data breaches may
justify a longer delay.
In order to avoid multiple

notifications

or communication

for the same breach, joint controllers or groups of
undertakings should be able to designate a controller
undertaking responsible for the notification
communication on their behalf.

or

or

Where a notification of a personal data breach to the data
subjects would likely result in a disruption of society, such
as a significant impact on the trust financial market
stability, the controller should not be required to notify
the data subject.
JU5tification
ti en"
o:d 32.
Recital (68)
In order to determine whether a personal data breach is
notified to the supervisory authority and to the data subject
without undue delay, it should be ascertained whether the
controller has implemented and applied appropriate
technological protection and organisational measures to
establish immediately whether a personal data breach has
taken place and to inform promptly the supervisory
authority and the data subject, before a damage to
personal and economic interests occurs, taking into account

Recital (68)
(deleted, in favour of the amendment

to recital 67)

in particular the nature and gravity of the personal data
breach and its consequences and adverse effects for the
data subject.
Recital (69)
In setting detailed rules concerning the format and
procedures applicable to the notification of personal data
breaches, due consideration should be given to the
circumstances of the breach, including whether or not
personal data had been protected by appropriate technical
protection measures, effectively limiting the likelihood of
identity fraud or other forms of misuse. Moreover, such

Recital (69)
In setting detailed rules concerning the format and
procedures applicable to the notification of personal data
breaches, due consideration should be given to the
circumstances of the breach, iREhllliRg "'lIetlleF aF Rat
peFs9R••III ••tillI ••lllleeR pF9teEtellll'{ appF9pFiate
te,IIRi, ••1pFateEtiaR FReaSIIFes,eUeEti"el"liFRitiRIl tile

rules and procedures should take into account the
legitimate interests of law enforcement authorities in cases
where early disclosure could unnecessarily hamper the
investigation of the circumstances of a breach.

JU5tification
This on:'~nd/nef!t

Recital (70)
Directive 95/46/EC provided for a general obligation to
notify processing of personal data to the supervisory
authorities. While this obligation produces administrative

Recital (70)
Directive 95/46/EC

{notches

tilL' O:~it-',')d:nc:Jt .~c r~CL-;t;J/

provided for a general obligation to

notify processing of personal data to the supervisory
authorities allowing the Member States to exempt
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and financial burdens, it did not in all cases contribute to
improving the protection of personal data. Therefore such
indiscriminate general notification obligation should be
abolished, and replaced by effective procedures and
mechanism which focus instead on those processing
operations which are likely to present specific risks to the
rights and freedoms of data subjects by virtue of their
nature, their scope or their purposes. In such cases, a data
protection impact assessment should be carried out by the
controller or processor prior to the processing, which
should include in particular the envisaged measures,
safeguards and mechanisms for ensuring the protection of
personal data and for demonstrating the compliance with
this Regulation.

processing, which were unlikely to pose risks to the data
subjects from this obligation. WAiI& This obligation
produces administrative and financial burdens, and it did
not in all cases contribute to improving the protection of
personal data. Therefore such indiscriminate general
notification obligation should be abolished, and replaced by
effective procedures and mechanism which focus instead
on those processing operations which are likely to present
speEUiGhigh degree of risks to the rights and freedoms of
data subjects by virtue of their nature, their scope or their
purposes. In such cases, a !lata pF9teGti9R privacy impact
assessment should be carried out by the controller 9f
~
prior to the processing, which should include in
particular the envisaged measures, safeguards and
mechanisms for ensuring the protection of personal data
and for demonstrating

the compliance with this Regulation.
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Recital (71)
This should in particular apply to newly established large
scale filing systems, which aim at processing a considerable
amount of personal data at regional, national or
supranational level and which could affect a large number
of data subjects.

•

Recital (72)
There are circumstances under which it may be sensible
and economic that the subject of a data protection impact
assessment should be broader than a single project, for
example where public authorities or bodies intend to
establish a common application or processing platform or
where several controllers plan to introduce a common
application or processing environment across an industry
sector or segment or for a widely used horizontal activity.

Recital (72)
There are circumstances under which it may be sensible
and economic that the subject of a !lata pF9teGti9R privacy
impact assessment should be broader than a single project,
for example where public authorities or bodies intend to
establish a common application or processing platform or
where several controllers plan to introduce a common
application or processing environment across an industry
sector or segment or for a widely used horizontal activity.
Justification:
This omt-.','~,;(imt?nt I?JDtches the O!'~endrne.';t
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Recital (73)
Data protection impact assessments should be carried out
by a public authority or public body if such an assessment
has not already been made in the context of the adoption
of the national law on which the performance of the tasks

Recital (73)
!:lata pF9teGti9R Privacy impact assessments should be
carried out by a public authority or public body if such an
assessment has not already been made in the context of
the adoption of the national law on which the performance

of the public authority or public body is based and which
regulates the specific processing operation or set of

of the tasks of the public authority or public body is based
and which regulates the specific processing operation or set
of operations in question.

operations in question.

Justification:
This OI~-',:_'n:fment 1~)CJtd)estht-' Of ;e:7drnent
Recital (74)
Where a data protection impact assessment indicates that
processing operations involve a high degree of specific risks
to the rights and freedoms of data subjects, such as

tc' Articie 33.

Recital (74)
Where a data protection impact assessment indicates that
processing operations involve a high degree of specific risks
to the rights and freedoms of data subjects, such as
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excluding individuals from their right, or by the use of
specific new technologies, the supervisory authority should
be consulted, prior to the start of operations, on a risky
processing which might not be in compliance with this
Regulation, and to make proposals to remedy such
situation. Such consultation should equally take place in the
course of the preparation either of a measure by the
national parliament or of a measure based on such
legislative measure which defines the nature of the
processing and lays down appropriate safeguards.

excluding individuals from their right, or by the use of
specific new technologies, the slipeR'issF\' all~IISFi~rf slls",ls
lie ,sRs"'l~es, pFisF ~s ~lIe sU~ st speFa~isRs, SR a Fisk'!
pFsEessiRIl •••lIiEIl FAillll~ RS~lie iR ESFApliaREe•••i~1I~lIis
Rell"'la~isR, aRs ~s FAal,e pFspssals ~s FeFAes),5",,11
~
controller should document the privacy impact
assessment and make such assessment available to the
supervisory authority upon request. SwEAThe supervisory
authority should be ,sRslIl~atisR sllsllis ell waII)' ~al,e pla,e
consulted in the course of the preparation either of a
measure by the national parliament or of a measure based
on such legislative measure which defines the nature of the
processing and lays down appropriate safeguards.
Justification:

::J"",,,

Recital (75)
Where the processing is carried out in the public sector or

' itches tile a:):,~ 'ldp)cnts t_) At tic-ie' 3-1.
Ths "'"
I
Recital (75)
Where the processing is carried out in the public sector or

where, in the private sector, processing is carried out by a
large enterprise, or where its core activities, regardless of

IaJee enterprise, SF",lIeFe its 'SFe a"i"ities,

the size of the enterprise, involve processing operations
which require regular and systematic monitoring, a person
should assist the controller or processor to monitor internal
compliance with this Regulation. Such data protection
officers, whether or not an employee of the controller,
should be in a position to perform their duties and tasks
independently.

where, iR tile pFi"a~e Se"SF, processing is carried out by an
FellaFsless st
tile si~e at tile eRteFpFise, iR"sl"e pFseessiRIl apeFatisRs
•••lIi,1I FellwiFe Fell",laF aRs s)'s~eFAati' FA9RitaFiRli which
relates to its core activities and poses a high degree of risk
to the rights and freedoms of data subjects especially their
right to privacy, such as the regular and systematic
monitoring of data subjects, irrespective of the measures
taken to mitigate such risks, a person should assist the
controller 9f pr9E8ner to monitor internal compliance with
this Regulation. Such data protection officers, whether or
not an employee of the controller, should be in a position
to perform their duties and tasks independently. In any
other case, the appointment of such a person should be
optional. The data protection officer should be designated
on the basis of professional qualities and, in particular,
expert knowledge of data protection law and practices
and ability to fulfil his or her tasks. The necessary level of
expert knowledge should be determined in particular
according to the data processing carried out and the
protection required for the personal data processed by
the controller.

•

Justification:
T,/jis
Recital (76)
Associations or other bodies representing categories of
controllers should be encouraged to draw up codes of
conduct, within the limits of this Regulation, so as to
facilitate the effective application of this Regulation, taking
account of the specific characteristics of the processing
carried out in certain sectors.
Recital (77)
In order to enhance transparency and compliance with this
Regulation, the establishment of certification mechanisms,
data protection seals and marks should be encouraged,
allowing data subjects to quickly assess the level of data
protection of relevant products and services.
Recital (78)
Cross-border flows of personal data are necessary for the
expansion of international trade and international cooperation. The increase in these flows has raised new

tne
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challenges and concerns with respect to the protection of
personal data. However, when personal data are
transferred from the Union to third countries or to
international organisations, the level of protection of
individuals guaranteed in the Union by this Regulation
should not be undermined. In any event, transfers to third
countries may only be carried out in full compliance with
this Regulation.
Recital (79)
This Regulation is without prejudice to international
agreements concluded between the Union and third
countries regulating the transfer of personal data including
appropriate safeguards for the data subjects.

•

Recital (80)
The Commission may decide with effect for the entire
Union that certain third countries, or a territory or a
processing sector within a third country, or an international
organisation, offer an adequate level of data protection,
thus providing legal certainty and uniformity throughout
the Union as regards the third countries or international
organisations which are considered to provide such level of
protection. In these cases, transfers of personal data to
these countries may take place without needing to obtain
any further authorisation.
Recital (81)
In line with the fundamental values on which the Union is
founded, in particular the protection of human rights, the
Commission should, in its assessment of the third country,
take into account how a given third country respects the
rule of law, access to justice as well as international human
rights norms and standards.

•

Recital (82)
The Commission may equally recognise that a third country,
or a territory or a processing sector within a third country,
or an international organisation offers no adequate level of
data protection. Consequently the transfer of personal data
to that third country should be prohibited. In that case,
provision should be made for consultations between the
Commission and such third countries or international
organisations.

Recital (82)
The Commission may equally recognise that a third country,
or a territory or a processing sector within a third country,
or an international organisation offers no adequate level of
data protection. Consequently the transfer of personal data
to that third country should be prohibited. In that case,
provision should be made for consultations between the
Commission and such third countries or international
organisations. Such decision should not apply to transfers
based on a derogation pursuant to this Regulation, as well
as to personal data which originated in such country. The
Commission should seek the views of relevant
stakeholders prior to taking such decision.
Justification:
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Recita I (83)
In the absence of an adequacy decision, the controller or
processor should take measures to compensate for the lack
of data protection in a third country by way of appropriate
safeguards for the data subject. Such appropriate
safeguards may consist of making use of binding corporate
rules, standard data protection clauses adopted by the
Commission, standard data protection clauses adopted by a
supervisory authority or contractual clauses authorised by a
supervisory authority, or other suitable and proportionate
measures justified in the light of all the circumstances
surrounding a data transfer operation or set of data
transfer operations and where authorised by a supervisory
authority.
Recital (84)
The possibility for the controller or processor to use
standard data protection clauses adopted by the
Commission or by a supervisory authority should neither
prevent the possibility for controllers or processors to
include the standard data protection clauses in a wider
contract nor to add other clauses as long as they do not
contradict, directly or indirectly, the standard contractual
clauses adopted by the Commission or by a supervisory
authority or prejudice the fundamental rights or freedoms
of the data subjects.
Recital (85)
A corporate group should be able to make use of approved
binding corporate rules for its international transfers from
the Union to organisations within the same corporate
group of undertakings, as long as such corporate rules
include essential principles and enforceable rights to ensure
appropriate safeguards for transfers or categories of
transfers of personal data.

Recital (85)
A corporate group should be able to make use of approved
binding corporate rules for its international transfers from
the Union to organisations within the same corporate
group of undertakings, including an alliance, as long as
such corporate rules include essential principles and
enforceable rights to ensure appropriate safeguards for
transfers or categories of transfers of personal data.
Justification
This an',!:;(irnent
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Recital (86)
Provisions should be made for the possibility for transfers in
certain circumstances where the data subject has given his
consent, where the transfer is necessary in relation to a
contract or a legal claim, where important grounds of
public interest laid down by Union or Member State law so
require or where the transfer is made from a register
established by law and intended for consultation by the
public or persons having a legitimate interest. In this latter
case such a transfer should not involve the entirety of the
data or entire categories of the data contained in the
register and, when the register is intended for consultation
by persons having a legitimate interest, the transfer should
be made only at the request of those persons or if they are
to be the recipients.
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Recital (86)
Provisions should be made for the possibility for transfers in
certain circumstances where the data subject has given his
consent, where the transfer is necessary in relation to a
contract or a legal claim, where important grounds of
public interest lailllla"'R IIr URiaR aF MeFRllsF State la'" so
require or where the transfer is made from a register
established by law and intended for consultation by the
public or persons having a legitimate interest. In this latter
case such a transfer should not involve the entirety of the
data or entire categories of the data contained in the
register and, when the register is intended for consultation
by persons having a legitimate interest, the transfer should
be made only at the request of those persons or if they are
to be the recipients.
Justification
This on::','l!imcnt i?1(7tches the an!,_~ndment

to Article
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Recital (87)
These derogations should in particular apply to data
transfers required and necessary for the protection of
important grounds of public interest, for example in cases
of international data transfers between competition
authorities, tax or customs administrations, financial
supervisory authorities, between services competent for
social security matters, or to competent authorities for the
prevention, investigation, detection and prosecution of
criminal offences.

•

Recital (88)
Transfers which cannot be qualified as frequent or massive,
could also be possible for the purposes of the legitimate
interests pursued by the controller or the processor, when

Recital (88)
Transfers which cannot be qualified as ~
structural
or massive, could also be possible for the purposes of the
legitimate interests pursued by the controller or the

they have assessed all the circumstances surrounding the
data transfer. For the purposes of processing for historical,
statistical and scientific research purposes, the legitimate

processor, when they have assessed all the circumstances
surrounding the data transfer. For the purposes of

expectations of society for an increase of knowledge should
be taken into consideration.

processing for historical, statistical and scientific research
purposes, the legitimate expectations of society for an
increase of knowledge should be taken into consideration.

Justification:
This
Recital (89)
In any case, where the Commission has taken no decision
on the adequate level of data protection in a third country,
the controller or processor should make use of solutions
that provide data subjects with a guarantee that they will

Recital (89)
In any case, where the Commission has taken no decision
on the adequate level of data protection in a third country,
the controller IIF pFIIG8SSIIF should assess the adequacy of
the country, sector or recipient or Alake lise IIf solutions

continue to benefit from the fundamental rights and
safeguards as regards processing of their data in the Union
once this data has been transferred.

should be used that provide data subjects with a guarantee
that they will continue to benefit from the fundamental
rights and safeguards as regards processing of their data in
the Union once this data has been transferred.

Justification:
ThiS on -':;·:1/1)('11: !'!'Jtcht?s the (l!.';t:,'Jdment tc Artlcie ·11.
FLJtht'l ;')(l!(:', it n:t'Olb thot PI0(t.':5)O(5
mov
conduct
suer; Of' (,'-"t'sstnent.
Recital (90)
Some third countries enact laws, regulations and other
legislative instruments which purport to directly regulate
data processing activities of natural and legal persons under
the jurisdiction of the Member States. The extraterritorial
application of these laws, regulations and other legislative
instruments may be in breach of international law and may
impede the attainment of the protection of individuals
guaranteed in the Union by this Regulation. Transfers
should only be allowed where the conditions of this
Regulation for a transfer to third countries are met. This
may inter alia be the case where the disclosure is necessary
for an important ground of public interest recognised in
Union law or in a Member State law to which the controller
is subject. The conditions under which an important ground
of public interest exists should be further specified by the
Commission in a delegated act.
Recita I (91)
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When personal data moves across borders it may put at
increased risk the ability of individuals to exercise data
protection rights in particular to protect themselves from
the unlawful use or disclosure of that information. At the
same time, supervisory authorities may find that they are
unable to pursue complaints or conduct investigations
relating to the activities outside their borders. Their efforts
to work together in the cross-border context may also be
hampered by insufficient preventative or remedial powers,
inconsistent legal regimes, and practical obstacles like
resource constraints. Therefore, there is a need to promote
closer co-operation among data protection supervisory
authorities to help them exchange information and carry
out investigations with their international counterparts.
Recital (92)
The establishment of supervisory authorities

in Member

States, exercising their functions with complete
independence, is an essential component of the protection
of individuals with regard to the processing of their
personal data. Member States may establish more than one
supervisory authority, to reflect their constitutional,
organisational and administrative

structure.

Recital (93)
Where a Member State establishes several supervisory
authorities, it should establish by law mechanisms for
ensuring the effective participation of those supervisory
authorities in the consistency mechanism. That Member
State should in particular designate the supervisory
authority which functions as a single contact point for the
effective participation of those authorities in the
mechanism, to ensure swift and smooth co-operation with
other supervisory authorities, the European Data
Protection Board and the Commission.
Recital (94)
Each supervisory authority should be provided with the
adequate financial and human resources, premises and
infrastructure, which is necessary for the effective
performance of their tasks, including for the tasks related
to mutual assistance and cooperation with other
supervisory authorities throughout

the Union.

Recital (95)
The general conditions for the members of the supervisory
authority should be laid down by law in each Member State
and should in particular provide that those members should
be either appointed by the parliament or the government
of the Member State, and include rules on the personal
qualification of the members and the position of those
members.
Recital (96)
The supervisory authorities should monitor the application
of the provisions pursuant to this Regulation and contribute
to its consistent application throughout the Union, in order
to protect natural persons in relation to the processing of
their personal data and to facilitate the free flow of
personal data within the internal market. For that purpose,
the supervisory authorities should co-operate with each
other and the Commission.
Recital (97)

Recital (97)
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Where the processing of personal data in the context of the
activities of an establishment of a controller or a processor
in the Union takes place in more than one Member State,
one single supervisory authority should be competent for
monitoring the activities of the controller or processor
throughout the Union and taking the related decisions, in
order to increase the consistent application, provide legal
certainty and reduce administrative burden for such
controllers and processors.

Where the processing of personal data in the context of the
activities of an establishment of a ESRtFslIl!F SFa PFSEI!5§SF
an enterprise in the Union takes place in more than one
Member State, one single supervisory authority should be
competent for monitoring the activities of the ESRtFSlIl!FSF
fII'8GI!559I' enterprise throughout the Union and taking the
related decisions, in order to increase the consistent
application, provide legal certainty and reduce
administrative burden for such controllers and processors.
Justification
tertns.
term enterprise is mo:".! neutrDi.
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Sto:e.
Recital (98)
The competent authority, providing such one-stop shop,
should be the supervisory authority of the Member State in

Recital (98)
The competent authority, providing such one-stop shop,
should be the supervisory authority of the Member State in

which the controller or processor has its main
establishment.

which the ESRtFslleF SFpFSEe55SFenterprise
establishment.

has its main

Justification

b,;:"the r ,tr.:nt con'panv
St~l[e.

Recital (99)
While this Regulation applies also to the activities of
national courts, the competence of the supervisory
authorities should not cover the processing of personal
data when courts are acting in their judicial capacity, in
order to safeguard the independence of judges in the
performance of their judicial tasks. However, this
exemption should be strictly limited to genuine judicial
activities in court cases and not apply to other activities
where judges might be involved in, in accordance with
national law.
Recital (100)
In order to ensure consistent monitoring and enforcement
of this Regulation throughout the Union, the supervisory
authorities should have in each Member State the same
duties and effective powers, including powers of
investigation, legally binding intervention, decisions and
sanctions, particularly in cases of complaints from
individuals, and to engage in legal proceedings.
Investigative powers of supervisory authorities as regards
access to premises should be exercised in conformity with
Union law and national law. This concerns in particular the
requirement to obtain a prior judicial authorisation.
Recital (101)
Each supervisory authority should hear complaints lodged
by any data subject and should investigate the matter. The
investigation following a complaint should be carried out,
subject to judicial review, to the extent that is appropriate
in the specific case. The supervisory authority should
inform the data subject of the progress and the outcome of
the complaint within a reasonable period. If the case

of the en~:tv in tit.;:" ct;lf'f
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requires further investigation or coordination with another
supervisory authority, intermediate information should be
given to the data subject.
Recital (102)
Awareness raising activities by supervisory authorities
addressed to the public should include specific measures
directed at controllers and processors, including micro,
small and medium-sized enterprises, as well as data
subjects.
Recital (103)
The supervisory authorities should assist each other in
performing their duties and provide mutual assistance, so
as to ensure the consistent application and enforcement of
this Regulation in the internal market.
Recital (104)
Each supervisory authority should have the right to
participate in joint operations between supervisory
authorities. The requested supervisory authority should be
obliged to respond to the request in a defined time period.
Recital (105)
In order to ensure the consistent application of this
Regulation throughout the Union, a consistency mechanism
for co-operation between the supervisory authorities
themselves and the Commission should be established. This
mechanism should in particular apply where a supervisory
authority intends to take a measure as regards processing
operations that are related to the offering of goods or
services to data subjects in several Member States, or to
the monitoring such data subjects, or that might
substantially affect the free flow of personal data. It should
also apply where any supervisory authority or the
Commission requests that the matter should be dealt with
in the consistency mechanism. This mechanism should be
without prejudice to any measures that the Commission
may take in the exercise of its powers under the Treaties.
Recital (106)
In application ofthe consistency mechanism, the European
Data Protection Board should, within a determined period
of time, issue an opinion, if a simple majority of its
members so decides or if so requested by any supervisory
authority or the Commission.
Recital (107)
In order to ensure compliance with this Regulation, the
Commission may adopt an opinion on this matter, or a
decision, requiring the supervisory authority to suspend its
draft measure.
Recital (108)
There may be an urgent need to act in order to protect the
interests of data subjects, in particular when the danger
exists that the enforcement of a right of a data subject
could be considerably impeded. Therefore, a supervisory
authority should be able to adopt provisional measures
with a specified period of validity when applying the
consistency mechanism.
Recital (109)
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The application of this mechanism should be a condition for
the legal validity and enforcement of the respective
decision by a supervisory authority. In other cases of crossborder relevance, mutual assistance and joint investigations
might be carried out between the concerned supervisory
authorities on a bilateral or multilateral basis without
triggering the consistency mechanism.
Recital (110)
At Union level, a European Data Protection Board should be
set up. It should replace the Working Party on the
Protection of Individuals with Regard to the Processing of

•

Personal Data established by Directive 95/46/EC. It should
consist of a head of a supervisory authority of each
Member State and of the European Data Protection
Supervisor. The Commission should participate in its
activities. The European Data Protection Board should
contribute to the consistent application of this Regulation
throughout the Union, including by advising the
Commission and promoting cooperation of the supervisory
authorities throughout the Union. The European Data
Protection Board should act independently when exercising
its tasks.
Recital (111)
Every data subject should have the right to lodge a
complaint with a supervisory authority in any Member
State and have the right to a judicial remedy if they
consider that their rights under this Regulation are
infringed or where the supervisory authority does not react
on a complaint or does not act where such action is
necessary to protect the rights of the data subject.
Recital (112)
Any body, organisation or association which aims to
protects the rights and interests of data subjects in relation
to the protection of their data and is constituted according
to the law of a Member State should have the right to lodge
a complaint with a supervisory authority or exercise the
right to a judicial remedy on behalf of data subjects, or to
lodge, independently of a data subject's complaint, an own
complaint where it considers that a personal data breach
has occurred.
Recital (113)
Each natural or legal person should have the right to a
judicial remedy against decisions of a supervisory authority
concerning them. Proceedings against a supervisory
authority should be brought before the courts of the
Member State, where the supervisory authority is
established.
Recital (114)
In order to strengthen the judicial protection of the data
subject in situations where the competent supervisory
authority is established in another Member State than the
one where the data subject is residing, the data subject
may request any body, organisation or association aiming
to protect the rights and interests of data subjects in
relation to the protection of their data to bring on the data
subject's behalf proceedings against that supervisory
authority to the competent court in the other Member
State.
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Recital (115)
In situations where the competent supervisory authority
established in another Member State does not act or has
taken insufficient measures in relation to a complaint, the
data subject may request the supervisory authority in the
Member State of his or her habitual residence to bring
proceedings against that supervisory authority to the
competent court in the other Member State. The requested
supervisory authority may decide, subject to judicial review,
whether it is appropriate to follow the request or not.

•

Recital (116)
For proceedings against a controller or processor, the
plaintiff should have the choice to bring the action before
the courts of the Member States where the controller or
processor has an establishment or where the data subject
resides, unless the controller is a public authority acting in
the exercise of its public powers .
Recital (117)
Where there are indications that parallel proceedings are
pending before the courts in different Member States, the
courts should be obliged to contact each other. The courts
should have the possibility to suspend a case where a
parallel case is pending in another Member State. Member
States should ensure that court actions, in order to be
effective, should allow the rapid adoption of measures to
remedy or prevent an infringement

of this Regulation.

Recital (118)
Any damage which a person may suffer as a result of
unlawful processing should be compensated by the
controller or processor, who may be exempted from
liability if they prove that they are not responsible for the
damage, in particular where he establishes fault on the part
of the data subject or in case of force majeure.

•

Recital (119)
Penalties should be imposed to any person, whether
governed by private or public law, who fails to comply with
this Regulation. Member States should ensure that the
penalties should be effective, proportionate and dissuasive
and should take all measures to implement the penalties .
Recital (120)
In order to strengthen and harmonise administrative
sanctions against infringements of this Regulation, each
supervisory authority should have the power to sanction
administrative offences. This Regulation should indicate
these offences and the upper limit for the related
administrative fines, which should be fixed in each
individual case proportionate to the specific situation, with
due regard in particular to the nature, gravity and duration
of the breach. The consistency mechanism may also be
used to cover divergences in the application of
administrative sanctions.
Recital (121)
The processing of personal data solely for journalistic
purposes, or for the purposes of artistic or literary
expression should qualify for exemption from the
requirements of certain provisions of this Regulation in
order to reconcile the right to the protection

of personal
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data with the right to freedom of expression, and notably
the right to receive and impart information, as guaranteed
in particular by Article 11 of the Charter of Fundamental
Rights of the European Union. This should apply in
particular to processing of personal data in the audiovisual
field and in news archives and press libraries. Therefore,
Member States should adopt legislative measures, which
should lay down exemptions and derogations which are
necessary for the purpose of balancing these fundamental
rights. Such exemptions and derogations should be adopted
by the Member States on general principles, on the rights
of the data subject, on controller and processor, on the
transfer of data to third countries or international
organisations, on the independent supervisory authorities
and on co-operation and consistency. This should not,
however, lead Member States to lay down exemptions
from the other provisions of this Regulation. In order to
take account of the importance of the right to freedom of
expression in every democratic society, it is necessary to
interpret notions relating to that freedom, such as
journalism, broadly. Therefore, Member States should
classify activities as "journalistic" for the purpose of the
exemptions and derogations to be laid down under this
Regulation if the object of these activities is the disclosure
to the public of information, opinions or ideas, irrespective
of the medium which is used to transmit them. They should
not be limited to media undertakings and may be
undertaken for profit-making or for non-profit making
purposes.

Recital (122)
The processing of personal data concerning health, as a
special category of data which deserves higher protection,
may often be justified by a number of legitimate reasons
for the benefit of individuals and society as a whole, in
particular in the context of ensuring continuity of cross-

•

border healthcare. Therefore this Regulation should
provide for harmonised conditions for the processing of
personal data concerning health, subject to specific and
suitable safeguards so as to protect the fundamental rights
and the personal data of individuals. This includes the right
for individuals to have access to their personal data
concerning their health, for example the data in their
medical records containing such information as diagnosis,
examination results, assessments by treating physicians and
any treatment or interventions provided.

Recital (123)
The processing of personal data concerning health may be
necessary for reasons of public interest in the areas of
public health, without consent of the data subject. In that
context, 'public health' should be interpreted as defined in
Regulation (EC) No 1338/2008 of the European Parliament
and of the Council of 16 December 2008 on Community
statistics on public health and health and safety at work,
meaning all elements related to health, namely health
status, including morbidity and disability, the determinants
having an effect on that health status, health care needs,
resources allocated to health care, the provision of, and
universal access to, health care as well as health care
expenditure and financing, and the causes of mortality.
Such processing of personal data concerning health for
reasons of public interest should not result in personal data
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being processed for other purposes by third parties such as
employers, insurance and banking companies.
Recital (124)
The general principles on the protection of individuals with
regard to the processing of personal data should also be
applicable to the employment context. Therefore, in order
to regulate the processing of employees' personal data in
the employment context, Member States should be able,
within the limits of this Regulation, to adopt by law specific
rules for the processing of personal data in the employment
sector.

Recital (124)
The general principles on the protection of individuals with
regard to the processing of personal data should also be
applicable to the employment

context. TlulFef9Fe, iA 9FIlBF

'9 F811111;'8
'~e pFIIGBssiAIIIIf BFApI9'/BSS'p8F5I1Aalll;'; iA
'~8 BFApI9'/FABA'GIIAtBMt However, in recognition of the
differences in labour relations between Member States,
Member States should be able, within the limits of this
Regulation, to adopt by law specific rules for the pF9GsssiAII
collection, use or dissemination of personal data in the
employment and staffing sector. Moreover, such a law
should not impact the full harmonization across Member
States with respect to HR-operations or other processing
of employee data, such as the processing of such data by
processors, the security measures required for such data,
data breach notifications, or any international transfers of
such data. Those issues should be exclusively governed by
Union law.
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8.2.

Recital (125)
The processing of personal data for the purposes of
historical, statistical or scientific research should, in order
to be lawful, also respect other relevant legislation such as
on clinical trials.
Recital (126)
Scientific research for the purposes of this Regulation
should include fundamental research, applied research, and
privately funded research and in addition should take into
account the Union's objective under Article 179(1) of the
Treaty on the Functioning of the European Union of
achieving a European Research Area.

•

Recital (127)
As regards the powers of the supervisory authorities to
obtain from the controller or processor access personal
data and access to its premises, Member States may adopt
by law, within the limits of this Regulation, specific rules in
order to safeguard the professional or other equivalent
secrecy obligations, in so far as necessary to reconcile the
right to the protection of personal data with an obligation
of professional secrecy.
Recital (127a)
The obligation to inform the data subject about the
purposes of the processing, the right to erasure, the right
to data portability, the right to objection, the obligation
to take measures to ensure compliance as well as the
prohibition to transfer data to countries outside the
Union, should not apply to the processing of information
relating to the professional capacity of an individual, such
as such individual's employer, job title, function, business
address, business phone or fax number, business e-mail
address or other organizational details. However, data
subjects should have the right to request from the
controller not to have such professional information
disclosed to third parties. Such blocking should not be
required where the blocking proves impossible or would
involve a disproportionate
effort on the part of the
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controller.
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Recital (128)
This Regulation respects and does not prejudice the status
under national law of churches and religious associations or
communities in the Member States, as recognised in Article
17 of the Treaty on the Functioning ofthe European Union.
As a consequence, where a church in a Member State
applies, at the time of entry into force of this Regulation,
comprehensive rules relating to the protection of
individuals with regard to the processing of personal data,
these existing rules should continue to apply if they are
brought in line with this Regulation. Such churches and
religious associations should be required to provide for the
establishment of a completely independent supervisory
authority.
Recital (129)
In order to fulfil the objectives of this Regulation, namely to
protect the fundamental rights and freedoms of natural
persons and in particular their right to the protection of
personal data and to ensure the free movement of personal
data within the Union, the power to adopt acts in
accordance with Article 290 of the Treaty on the
Functioning of the European Union should be delegated to
the Commission. In particular, delegated acts should be
adopted in respect of lawfulness of processing; specifying
the criteria and conditions in relation to the consent of a
child; processing of special categories of data; specifying

•

the criteria and conditions for ma nifestly excessive requests
and fees for exercising the rights of the data subject;
criteria and requirements for the information to the data
subject and in relation to the right of access; the right to be
forgotten and to erasure; measures based on profiling;
criteria and requirements in relation to the responsibility of
the controller and to data protection by design and by
default; a processor; criteria and requirements for the
documentation and the security of processing; criteria and
requirements for establishing a personal data breach and
for its notification to the supervisory authority, and on the
circumstances where a personal data breach is likely to
adversely affect the data subject; the criteria and
conditions for processing operations requiring a data
protection impact assessment; the criteria and
requirements for determining a high degree of specific risks
which require prior consultation; designation and tasks of
the data protection officer; codes of conduct; criteria and
requirements for certification mechanisms; criteria and
requirements for transfers by way of binding corporate
rules; transfer derogations; administrative sanctions;
processing for health purposes; processing in the
employment context and processing for historical,

Recital (129)
[to be changed in accordance with the deletions in other
articles]

Page 36

statistical and scientific research purposes. It is of particular
importance that the Commission carry out appropriate
consultations during its preparatory work, including at
expert level. The Commission, when preparing and
drawing-up delegated acts, should ensure a simultaneous,
timely and appropriate transmission of relevant documents
to the European Parliament and Council.
Recital (130)
In order to ensure uniform conditions for the
implementation of this Regulation, implementing powers
should be conferred on the Commission for: specifying
standard forms in relation to the processing of personal

•

Recital (130)
[to be changed in accordance with the deletions in other
articles)

data of a child; standard procedures and forms for
exercising the rights of data subjects; standard forms for
the information to the data subject; standard forms and
procedures in relation to the right of access; the right to
data portability; standard forms in relation to the
responsibility of the controller to data protection by design
and by default and to the documentation; specific
requirements for the security of processing; the standard
format and the procedures for the notification of a personal
data breach to the supervisory authority and the
communication of a personal data breach to the data
subject; standards and procedures for a data protection
impact assessment; forms and procedures for prior
authorisation and prior consultation; technical standards
and mechanisms for certification; the adequate level of
protection afforded by a third country or a territory or a
processing sector within that third country or an
international organisation; disclosures not authorized by
Union law; mutual assistance; joint operations; decisions
under the consistency mechanism. Those powers should be
exercised in accordance with Regulation (EU) No 182/2011
of the European Parliament and of the Council of 16
February 2011 laying down the rules and general principles
concerning mechanisms for control by the Member States
of the Commission's exercise of implementing powers. In
this context, the Commission should consider specific
measures for micro, small and medium-sized enterprises.
Recital (131)
The examination procedure should be used for the
adoption of specifying standard forms in relation to the
consent of a child; standard procedures and forms for
exercising the rights of data subjects; standard forms for
the information to the data subject; standard forms and
procedures in relation to the right of access;, the right to
data portability; standard forms in relation to the
responsibility of the controller to data protection by design
and by default and to the documentation; specific
requirements for the security of processing; the standard
format and the procedures for the notification of a personal
data breach to the supervisory authority and the
communication of a personal data breach to the data
subject; standards and procedures for a data protection
impact assessment; forms and procedures for prior
authorisation and prior consultation; technical standards
and mechanisms for certification; the adequate level of
protection afforded by a third country or a territory or a
processing sector within that third country or an
international organisation; disclosures not authorized by
Union law; mutual assistance; joint operations; decisions

Recital (131)
[to be changed in accordance with the deletions in other
articles)
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under the consistency mechanism, given that those acts are
of general scope.
Recital (132)
The Commission should adopt immediately applicable
implementing acts where, in duly justified cases relating to
a third country or a territory or a processing sector within
that third country or an international organisation which
does not ensure an adequate level of protection and
relating to matters communicated by supervisory
authorities under the consistency mechanism, imperative
grounds of urgency so require.

•

Recital (133)
Since the objectives of this Regulation, namely to ensure an
equivalent level of protection of individuals and the free
flow of data throughout the Union, cannot be sufficiently
achieved by the Member States and can therefore, by
reason of the scale or effects of the action, be better
achieved at Union level, the Union may adopt measures, in
accordance with the principle of subsidiarity as set out in
Article 5 of the Treaty on European Union. In accordance
with the principle of proportionality as set out in that
Article, this Regulation does not go beyond what is
necessary in order to achieve that objective.
Recital (134)
Directive 95/46/EC should be repealed by this Regulation.
However, Commission decisions adopted and
authorisations by supervisory authorities based on
Directive 95/46/EC should remain in force.

•

Recital (135)
This Regulation should apply to all matters concerning the
protection of fundamental rights and freedom vis-a-vis the
processing of personal data, which are not subject to
specific obligations with the same objective set out in
Directive 2002/58/EC, including the obligations on the
controller and the rights of individuals. In order to clarify
the relationship between this Regulation and Directive
2002/58/EC, the latter Directive should be amended
accordingly .
Recital (136)
As regards Iceland and Norway, this Regulation constitutes
a development of provisions of the Schengen acquis to the
extent that it applies to the processing of personal data by
authorities involved in the implementation
of that acquis,
as provided for by the Agreement concluded by the Council
of the European Union and the Republic of Iceland and the
Kingdom of Norway concerning the association of those
two States with the implementation, application and
development of the Schengen acquis.
Recital (137)
As regards Switzerland, this Regulation constitutes a
development of provisions of the Schengen acquis to the
extent that it applies to the processing of personal data by
authorities involved in the implementation
of that acquis,
as provided for by the Agreement between the European
Union, the European Community and the Swiss
Confederation concerning the association of the Swiss
Confederation with the implementation,
application and
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development of the Schengen acquis.
Recital (138)
As regards Liechtenstein, this Regulation constitutes a
development of provisions of the Schengen acquis to the
extent that it applies to the processing of personal data by
authorities involved in the implementation
of that acquis,
as provided for by the Protocol between the European
Union, the European Community, the Swiss Confederation
and the Principality of Liechtenstein on the accession of the
Principality of Liechtenstein to the Agreement between the
European Union, the European Community and the Swiss

•

Confederation on the Swiss Confederation's association
with the implementation, application and development of
the Schengen acquis.
Recital (139)
In view of the fact that, as underlined by the Court of
Justice of the European Union, the right to the protection of
personal data is not an absolute right, but must be
considered in relation to its function in society and be
balanced with other fundamental rights, in accordance with
the principle of proportionality, this Regulation respects all
fundamental rights and observes the principles recognised
in the Charter of Fundamental Rights of the European
Union as enshrined in the Treaties, notably the right to
respect for private and family life, home and
communications, the right to the protection of personal
data, the freedom of thought, conscience and religion, the
freedom of expression and information, the freedom to
conduct a business, the right to an effective remedy and to
a fair trial as well as cultural, religious and linguistic
diversity.

Recital (139)
In view of the fact that, as underlined by the Court of
Justice of the European Union, the right to the protection of
personal data is not an absolute right, but must be
considered in relation to its function in society and be
balanced with other fundamental rights, in accordance with
the principle of proportionality, this Regulation respects all
fundamental rights and observes the principles recognised
in the Charter of Fundamental Rights of the European
Union as enshrined in the Treaties, notably the right to
respect for private and family life, home and
communications, the right to the protection of personal
data, the freedom of thought, conscience and religion, the
freedom of expression and information, the freedom to
conduct a business, the right to an effective remedy and to
a fair trial as •••ell as, cultural, religious and linguistic
diversity as well as the fundamental rights and freedoms
of enterprises, including but not limited to their freedom
to conduct a business.
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Article 1
Subject matter and objectives
1. This Regulation lays down rules relating to the protection
of individuals with regard to the processing of personal
data and rules relating to the free movement of personal
data.
2. This Regulation protects the fundamental rights and
freedoms of natural persons, and in particular their right to
the protection of personal data.
3. The free movement of personal data within the Union
shall neither be restricted nor prohibited for reasons
connected with the protection of individuals with regard to
the processing of personal data.
Article 2
Material scope

Article 2
Material scope
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1. This Regulation applies to the processing of personal
data wholly or partly by automated means, and to the
processing other than by automated means of personal
data which form part of a filing system or are intended to
form part of a filing system.
2. This Regulation does not apply to the processing of
personal data:
(a) in the course of an activity which falls outside the scope
of Union law, in particular concerning national security;
(b) by the Union institutions, bodies, offices and agencies;
(c) by the Member States when carrying out activities which
fall within the scope of Chapter 2 of the Treaty on European
Union;
(d) by a natural person without

any gainful interest in the

course of its own exclusively personal or household activity;
(e) by competent authorities for the purposes of
prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties.

1. This Regulation applies to the processing of personal
data wholly or partly by automated means, and to the
processing other than by automated means of personal
data which form part of a filing system or are intended to
form part of a filing system.
2. This Regulation does not apply to the processing of
personal data:
(a) in the course of an activity which falls outside the scope
of Union law, in particular concerning national security;
(b) by the Union institutions, bodies, offices and agencies;
(c) by the Member States when carrying out activities which
fall within the scope of Chapter 2 of the Treaty on European
Union;
(d) by a natural person •••itllgyt aA'/IIaiAfYI iAterest in the
course of its 9"'A eMeiYsiuely a personal or household
activity, or in the context of gainful activities, which
cannot be considered to constitute an enterprise;
(e) by competent authorities for the purposes of
prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties.

3. This Regulation shall be without prejudice to the
application of Directive 2000/31/EC, in particular of the
liability rules of intermediary service providers in Articles 12
to 15 of that Directive.

3. This Regulation shall be without prejudice to the
application of Directive 2000/31/EC, in particular of the
liability rules of intermediary service providers in Articles 12
to 15 of that Directive.
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Article 3
Territorial scope
1. This Regulation applies to the processing of personal
data in the context of the activities of an establishment of a
controller or a processor in the Union.

2. This Regulation applies to the processing of personal
data of data subjects residing in the Union by a controller
not established in the Union, where the processing
activities are related to:
(a) the offering of goods or services to such data subjects in
the Union; or
(b) the monitoring of their behaviour.

Article 3
Territorial scope
1. This Regulation applies to the processing of personal
data in the context of the activities of a public authority or
public body, or of an establishment of a &gAtrglll!r, gr a
fIF9&es59I' an enterprise or any other entity acting as a
controller or processor in the Union, as well as by a
natural person residing in the Union.
2. This Regulation applies to the processing of personal
data of data subjects residing in the Union by a controller
not established or residing in the Union, where the
processing activities are related to:
(a) the offering of goods or services directed to such data
subjects in the Union; or
(b) the monitoring

of their behaviour.
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3. This Regulation applies to the processing of personal
data by a controller not established in the Union, but in a
place where the national law of a Member State applies by
virtue of public international

law.

3. This Regulation applies to the processing of personal
data by a controller not established or residing in the
Union, but in a place where the national law of a Member
State applies by virtue of public international law.
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Article 4
Definitions
For the purposes of this Regulation:
(1) 'data subject' means an identified natural person or a
natural person who can be identified, directly or indirectly,
by means reasonably likely to be used by the controller or
by any other natural or legal person, in particular by
reference to an identification number, location data, online
identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social
identity of that person;

(2) 'personal data' means any information

relating to a data

rCQlftk'.

Article 4
Definitions
For the purposes of this Regulation:
(1) 'data subject' means an identified natural person or a
natural person who can be identified, directly or indirectly,
by means reasonably likely to be used by the controller &I'
11'1 aR'1eUler Ra;yral er lela I psrseR, in particular by
reference to an identification number, location data, online
identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social
identity of that person; if identification,
in view of the
measures taken by the controller to prevent identification,
requires disproportionate
effort, time or resources, the
natural person shall not be considered identifiable.
(2) 'personal data' means any information

relating to a data

subject;

subject;

(3) 'processing' means any operation or set of operations
which is performed upon personal data or sets of personal
data, whether or not by automated means, such as
collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise
making available, alignment or combination, erasure or

(3) 'processing' means any operation or set of operations
which is performed upon personal data or sets of personal
data, whether or not by automated means, such as
collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise
making available, alignment or combination, erasure or

destruction;

destruction;
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(4) 'filing system' means any structured set of personal data
which are accessible according to specific criteria, whether
centralized, decentralized or dispersed on a functional or

(4) 'filing system' means any structured set of personal data
which are accessible according to specific criteria, whether
centralized, decentralized or dispersed on a functional or

geographical basis;

geographical basis;

(5) 'controller' means the natural or legal person, public
authority, agency or any other body which alone or jOintly
with others determines the purposes, conditions and
means of the processing of personal data; where the
purposes, conditions and means of processing are
determined by Union law or Member State law, the
controller or the specific criteria for his nomination may be
designated by Union law or by Member State law;

(5) 'controller' means the natural or legal person, public
authority, agency or any other body which alone or jointly
with others determines the purposes, conditions and
means of the processing of per.onal data; where the
purposes, conditions and means of processing are
determined by Union law or Member State law, the
controller or the specific criteria for his nomination may be
designated by Union law or by Member State law;

(6) 'processor' means a natural or legal person, public
authority, agency or any other body which processes
personal data on behalf of the controller;

(6) 'processor' means a natural or legal person, public
authority, agency or any other body which processes
personal data on behalf of the controller;

(7) 'recipient' means a natural or legal person, public
authority, agency or any other body to which the personal
data are disclosed;

(7) 'recipient' means a natural or legal person, public
authority, agency or any other body to which the personal
data are disclosed. The term does not include staff of the
controller, the processor or processors, or the data
subject, including the data subject's representative or
legal guardian;

(8) 'the data subject's consent' means any freely given
specific, informed and explicit indication of his or her
wishes by which the data subject, either by a statement or
by a clear affirmative action, signifies agreement to
personal data relating to them being processed;

(8) 'the data subject's consent' means any free, specific,
and informed aAII ellpli6it expression of will, either by a
statement or an action, which, in view of the context and
circumstances at the time consent is required, signifies the
data subject's agreement to the processing of the personal
data iAlli6ati9A 9~ lIis 9F lieF ",islles 11'1"'lIi611 tile lIata
sYlljeGt, eitlleF 11'1a stateFReAt 9F 11'1a 61eaFaUiFFRatiue
aGti9A, sillAi~ies allFeeFReAt t9 peFs9Aaillata
tlleFR lIeiAIl pF96essell.
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(9) 'personal data breach' means a breach of security
leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to,
personal data transmitted, stored or otherwise processed;

(9) 'personal data breach' means a breach of security
leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to,
personal data transmitted, stored or otherwise processed;

(10) 'genetic data' means all data, of whatever type,
concerning the characteristics of an individual which are
inherited or acquired during early prenatal development;

(10) 'genetic data' means all data, of whatever type,
concerning the characteristics of an individual which are
inherited or acquired during early prenatal development;

(11) 'biometric data' means any data relating to the
physical, physiological or behavioural characteristics of an
individual which allow their unique identification, such as
facial images, or dactyloscopic data;

(11) 'biometric data' means any data relating to the
physical, physiological or behavioural characteristics of an
individual which allow their unique identification, such as
facial images, or dactyloscopic data;

(12) 'data concerning health' means any information which
relates to the physical or mental health of an individual, or
to the provision of health services to the individual;

(12) 'data concerning health' means any information

relates to the physical or mental health of an individual, or
to the provision of health services to the individual;

(13) 'main establishment' means as regards the controller,
the place of its establishment in the Union where the main
decisions as to the purposes, conditions and means of the
processing of personal data are taken; if no decisions as to
the purposes, conditions and means of the processing of
personal data are taken in the Union, the main
establishment is the place where the main processing
activities in the context of the activities of an establishment
of a controller in the Union take place. As regards the

(13) 'main establishment' means as FesaFIIs tile 69AtF911eF,
the place of its establishment of a group of companies in
the Union where the main decisions as to the ~
611AllitillAs aAII FReaASII~ the processing of personal data
are taken; i~ All lIe6isillAS as t9 tile pYFpIISeS,611AllitillAs
aAII FReaAS9~tile pF9EessiAil II~ peF59Aalllata aFe takeA iA
tile YAiIlA, tile FRaiAestalllisllFReAt is tile plaEe wlleFe tile
FRaiAPFIIEBssiASaGti'oities iA tile EIIAtelit II~ tile aGti'oities II~
aA estalllisllFReAt II~ a 69AtF911eFiA tile YAillA take pla6B

which
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processor, 'main establishment' means the place of its
central administration in the Union;

L\s FegaFlist~e IIFaeeSSaF,'AlaiR estalllis~AleRt' AleaRS t~e
IIlaGe af its GeRtFalaliAliRistFatillR iR t~e URiIlR; the global
or European headquarters or the group company with
delegated data protection responsibilities shall be deemed
the main establishment. Alternatively, the legal entity,
which takes most or the most significant decisions with
respect to the purposes and means of data processing in
the group or the group company which is best placed to
enforce the group's compliance framework, including the
group's binding corporate rules, may be deemed the main
establishment.

(14) 'representative' means any natural or legal person
established in the Union who, explicitly designated by the
controller, acts and may be addressed by any supervisory

(14) 'representative' means any natural or legal person
established in the Union who, explicitly designated by the
controller, acts and may be addressed by any supervisory

authority and other bodies in the Union instead of the
controller, with regard to the obligations of the controller
under this Regulation;

authority and other bodies in the Union instead of the
controller, with regard to the obligations of the controller
under this Regulation;

(15) 'enterprise' means any entity engaged in an economic
activity, irrespective of its legal form, thus including, in
particular, natural and legal persons, partnerships or

(15) 'enterprise'

associations regularly engaged in an economic activity;

associations regularly engaged in an economic activity;

(16) 'group of undertakings' means a controlling
undertaking and its controlled undertakings;

(16) 'group of undertakings' means a controlling
undertaking and its controlled undertakings;

(17) 'binding corporate rules' means personal data
protection policies which are adhered to by a controller or
processor established on the territory of a Member State of
the Union for transfers or a set of transfers of personal data
to a controller or processor in one or more third countries
within a group of undertakings;

(17) 'binding corporate rules' means personal data
protection policies which are adhered to by a controller or
processor established on the territory of a Member State of
the Union for transfers or a set of transfers of personal data
to a controller or processor in one or more third countries
within a group of undertakings, a part thereof, or another
form of cooperation between undertakings, such as an
alliance;

(18) 'child' means any person below the age of 18 years;

~

(19) 'supervisory authority' means a public authority which
is established by a Member State in accordance with Article
46.

(19) 'supervisory authority' means a public authority which
is established by a Member State in accordance with Article
46.

means any entity engaged in an economic

activity, irrespective of its legal form, thus including, in
particular, natural and legal persons, partnerships or

Deleted in favour of amendment

to article 8.

(20) 'professional information'
means any personal data
relating to the professional capacity of the data subject,
such as name, employer, job title, function, business
address, business phone or fax number, business e-mail
address or other organizational details.
(21) 'user-generated content' means any content
published by the data subject through an information
society service, including, but not limited to, personal
profile information, digital images, video, blogs, postings
on forums, and audio files.
(22) 'Scientific research' means fundamental

research,

applied research, and privately funded research.
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doto suiJject by plovlding a list of data that are considered
personal, such as online identifiels, geolocation data and
identification numbers. This contlOdicts Article 10 and
recitals 23 and 24 of the proposal which argue that certain
data do not necessarily permit to Identify a data subject and
that 'pllCciples of protection should apply to any
information concerning an identIfied or identifiable person '.
Moreovel.
individuols

data that is used by a controller in identifying
is often processed in a pseudonymised
way by a

di/ferent controller or by a different department
within the
company (data minimisation).
The accounting depaltment
will use personol data for billing purposes, whilst research
and development
trends.

use aggregated

data to identify buying

In light of developing technologically neutlOl and broadlv
applicable legislacion which stimulates the dota
nllnilmsation. pi ivocy by design. and adequate security
measures the defillition of persona! data and data subject
should focus on the on the principle of identijiobillity.
Justification 4.7
To reduce the burden of obligations of the controller with
respect to disclosules to recipients, the scope of the
definitIon has been reduced to third-porty control/ers. Thil d
porty data controllers are the most relevant from a privacy
perspective, as they are nat a natural port oj the doto
process mg. The processor is excluded, as under data
protection principles the processol is consideled to be "pOlt
of the orgonizotion of the controller".
Justification 4.8
Consent should be able to be given in various ways,
dependent on the context and cil cumstances,
as long as it is
reasonoble to assume that it has been given free.
speci/lcal/yand
infolmed. When entering a television studio
through a door thot states 'you might be recorded behind this
doer', 0 data subject consents by entering through the dool.
This is not 'an explIcit indicatiol) of wishes'. but context and
circumstances (television studio. door, sign) make it likely
enough for the data subject to have consented.
Justification 4.13
To clanly the concept of main establishment,
the relevant
criteria of determining the lead authority in the Binding
COlporate Rules approval procedure has been added (see
Article 29 Working Palty document WP 107).
Justification 4.18 (deleted)
The concept of child is irrelevant to the Regulation from a
legal perspective. Therefore, it is not necessaly to define it.
Justification 4.20 (new):
A definition of 'professional

information'

needs to be

included in the regulation, in oldel to be able to exclude
personal data being professional information from certain
articles. Without these exclusions (Olt 850) normal business
processes will be choked.
Justification 4.21 (new):
A defimtion of 'user· generated content' needs to be
included in the regulation, in order to be able to use it in the

Page 44

Justification 4.22 (new)
This dt',"r: t:an i!iC(_;!UOrott!')

•

t'io?

definitlc'

Article 5
Principles relating to personal data processing
Personal data must be:
(a) processed lawfully, fairly and in a transparent manner in
relation to the data subject;
(b) collected for specified, explicit and legitimate purposes
and not further processed in a way incompatible with those
purposes;
(c) adequate, relevant, and limited to the minimum

Article 5
Principles relating to personal data processing
1. Personal data must be:

necessary in relation to the purposes for which they are
processed; they shall only be processed if, and as long as,

necessary in relation to the purposes for which they are
processed; they shall only be processed if, and as long as,
the purposes could not be fulfilled by processing
information that does not involve personal data;
(d) accurate and kept up to date; every reasonable step
must be taken to ensure that personal data that are
inaccurate, having regard to the purposes for which they

the purposes could not be fulfilled by processing
information that does not involve personal data;
(d) accurate and kept up to date; every reasonable step
must be taken to ensure that personal data that are
inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay;
(e) kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for
which the personal data are processed; personal data may
be stored for longer periods insofar as the data will be
processed solely for historical, statistical or scientific
research purposes in accordance with the rules and
conditions of Article 83 and if a periodic review is carried
out to assess the necessity to continue the storage;
(f) processed under the responsibility and liability of the
controller, who shall ensure and demonstrate for each
processing operation the compliance with the provisions of
this Regulation.

•

Reci!,),' 126

(a) processed lawfully, fairly and in a transparent manner in
relation to the data subject;
(b) collected for specified, explicit and legitimate purposes
and not further processed in a way incompatible with those
purposes;
(c) adequate, relevant, and limited to the minimum

are processed, are erased or rectified without delay;
(e) kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for
which the personal data are processed; personal data may
be stored for longer periods insofar as the data will be
processed solely for historical, statistical or scientific
research purposes in accordance with the rules and
conditions of Article 83 as well as for dispute resolution
purposes aRIl if a pSFislliG Fe"ie'" is GaFFiellSlit ts assess
tile ReGessity ts GSRtiRlle tile stsFass;
(f) processed under the responsibility and liability of the
controller, who shall ensure and demonstrate for each
processing operation the compliance with the provisions of
this Regulation.
2. Notwithstanding
paragraph 5.1(b), further processing of
personal data for purposes not compatible with the
purpose or purposes for which the data were collected
only be allowed if the further processing has a legal basis
in one of the grounds referred to in Article 6(1)(a) to (d).
3. In order to determine whether the further processing is
compatible with the purposes for which the personal data
were collected, the controller shall take into account:
(a) the relationship between the purpose of the further
processing and the purpose for which the data were
collected;
(b) the nature of the data concerned;
(c) the consequences of the further processing for the data
subject; and
(d) the extent to which appropriate measures and
safeguards have been put in place to protect the interests
of the data subject.
Justification 5.2 (new):
Article (,(.:J.) introciucl!s
thE: rossi!l., .'ty of fur tht- r prOrt'ssinU
o/dcu)
L)cfuund in urouncfs for feQitinJote
(0) to (d) of cuticle 6( 1). This porol.ynp,;'
shotllel t~_'nddtyl tu orticle S( 2) n~
is on f'xc('ptiofl
to n
p!/nci,cir..' of t)IDcessif~g as ref!ectt'd
in art. 5( 1,;(b). The
h?Qof b(~51') COl)

;Jro:esS,rl(J

in point:>
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Justification 5.3 (new):
Artic/e
~) provicft's thl' uiteno (.-;;! osses:';,.,c_; ::ompotib!e
to the cune:)," criteria /)!c 'hied for in
Dutch

Dot::

Prot'?ction

t;.~,::'

iL-[

their personal data for one or more specific purposes;

Article 6
lawfulness of processing
1. Processing of personal data shall be lawful only if and to
the extent that at least one of the following applies:
(a) the data subject has given consent to the processing of
their personal data for one or more specific purposes;

(b) processing is necessary for the performance of a
contract to which the data subject is party or in order to
take steps at the request of the data subject prior to
entering into a contract;
(c) processing is necessary for compliance with a legal

(b) processing is necessary for the performance of a
contract to which the data subject is party or in order to
take steps at the request of the data subject prior to
entering into a contract;
(c) processing is necessary for compliance with a legal

obligation to which the controller is subject;
(d) processing is necessary in order to protect the vital

obligation to which the controller is subject;
(d) processing is necessary in order to protect the vital

interests of the data subject;
(e) processing is necessary for the performance of a task
carried out in the public interest or in the exercise of official

interests of the data subject;
(e) processing is necessary for the performance of a task
carried out in the public interest or in the exercise of official

authority vested in the controller;
(f) processing is necessary for the purposes of the
legitimate interests pursued by a controller, except where
such interests are overridden by the interests or
fundamental rights and freedoms of the data subject which
require protection of personal data, in particular where the
data subject is a child. This shall not apply to processing
carried out by public authorities in the performance of their
tasks.

authority vested in the controller;
(f) processing is necessary for the purposes of the
legitimate interests pursued by .•. the controller or a third
party, except where such interests are overridden by the
interests or fundamental rights and freedoms of the data
subject which require protection of personal data, in
particular where the data subject is a child. This shall not
apply to processing carried out by public authorities in the
performance of their tasks.

2. Processing of personal data which is necessary for the
purposes of historical, statistical or scientific research shall
be lawful subject to the conditions and safeguards referred

2. Processing of personal data which is necessary for the
purposes of historical, statistical or scientific research shall
be lawful subject to the conditions and safeguards referred

to in Article 83.

to in Article 83.

3. The basis of the processing referred to in points (c) and
(e) of paragraph 1 must be provided for in:
(a) Union law, or
(b) the law of the Member State to which the controller is

3. The basis of the processing referred to in points (c) and
(e) of paragraph 1 must be provided for in:
(a) Union law, or
(b) the law of the Member State to which the controller is
subject.
The law of the Member State must meet an objective of
public interest or must be necessary to protect the rights
and freedoms of others, respect the essence of the right to
the protection of personal data and be proportionate to the
legitimate aim pursued.

Article 6
lawfulness of processing
1. Processing of personal data shall be lawful only if and to
the extent that at least one of the following applies:
(a) the data subject has given consent to the processing of

•

r:~,1SO(1o/

subject.
The law of the Member State must meet an objective of
public interest or must be necessary to protect the rights
and freedoms of others, respect the essence of the right to
the protection of personal data and be proportionate to the
legitimate aim pursued.
4. Where the purpose of further processing is not
compatible with the one for which the personal data have
been collected, the processing must have a legal basis at
least in one of the grounds referred to in points (a) to (e) of
paragraph 1. This shall in particular apply to any change of
terms and general conditions of a contract.

4. (transferred

5. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the conditions referred to in point (f) of
paragraph 1 for various sectors and data proceSSing

5. Deleted

situations, including as regards the processing of personal

to art. 5.2)
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data related to a child.
Justification 6.1
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Justification 6.5 (deleted):
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Article 7
Conditions for consent
1. The controller shall bear the burden of proof for the data
subject's consent to the processing of their personal data
for specified purposes.

Article 7

2. If the data subject's consent is to be given in the context

2. If the data subject's consent is to be given in the context
of a written declaration which also concerns another
matter, the requirement to give consent must be presented

of a written declaration which also concerns another
matter, the requirement to give consent must be presented
distinguishable in its appearance from this other matter.
3. The data subject shall have the right to withdraw his or
her consent at any time. The withdrawal of consent shall
not affect the lawfulness of processing based on consent
before its withdrawal.
4. Consent shall not provide a legal basis for the processing,
where there is a significant imbalance between the position
of the data subject and the controller.

Conditions for consent
1. The controller shall bear the burden of proof for the data
subject's consent to the processing of their personal data
for specified purposes.

distinguishable in its appearance from this other matter.
3. The data subject shall have the right to withdraw his or
her consent at any time. The withdrawal of consent shall
not affect the lawfulness of processing based on consent
before its withdrawal.
4. (deleted in favour of alternative

Justification
rhc~ nssun1ptiof]
conS2:lt

•

below)

7.4 (deleted):
thoi

VI/hen

there ,'s sigmficf)"·

IS not be Q/\-'t'n freely,

nOel [he/etc!:?

f

;jt

vn/ici. is

si:np/is:':... Only Vlhr~n it is un!ikc/~' thot thc l(}' -,(-"Of ,,_':> (_liver
jr--?c/V t):'(ouse of surh imbalance,
consent s.i· ;ufd (lot
p:o'/ide

!,::',-?ulbosis . .Recital 34, !rh-ludinq the .c opo:_;t'if
therdo,
is sufficient
to get the ,0 ;int of poss.if
inlhah:::,re (ind its cOl/sequences /:.Y consent ;-:OOS<:' Thc,'t _)

Amt!fld:'7I!nt

(';0

Article 8
Processing of personal data of a child
1. For the purposes of this Regulation, in relation to the
offering of information society services directly to a child,
the processing of personal data of a child below the age of
13 years shall only be lawful if and to the extent that
consent is given or authorised by the child's parent or
custodian. The controller shall make reasonable efforts to
obtain verifiable consent, taking into consideration
available technology.

net',; to have it /ncorooloted

I'

i!: Articll?

7.

Article 8
Processing of personal data of a child
1. For the purposes of this Regulation, in relation to the
offering of information society services directed to a child
below the age of 13 years, the processing of the child's
personal data ~
lIel9'" tile aile 9f 1~ years shall
only be lawful if and to the extent that consent for the
processing of the child's personal data is given or the
child's use of the service has been authorised by tile a
EIIikI!s parent or custodian of the child. The controller shall
make reasonable efforts to obtain ~
such consent
in a verifiable manner, taking into consideration available
technology. When relying on the authorisation of the
parent or custodian, the information society service
provider shall provide such parent or custodian with the
information as referred to in Article 14(1) in a clear and
conspicuous manner. Such information shall at least
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contain information as to the consequences of the
processing of the personal data for the child and the
method of objecting to the processing pursuant to Article
19(1).
1a. Paragraph 1 shall not apply in case:
(a) the controller merely answers a question of a child;
(b) the data are processed in order to obtain the consent
of the parent or guardian.
2. Paragraph 1 shall not affect the general contract law of
Member States such as the rules on the validity, formation
or effect of a contract in relation to a child.

•

3. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and requirements for the methods to
obtain verifiable consent referred to in paragraph 1. In
doing so, the Commission shall consider specific measures
for micro, small and medium-sized enterprises.

2. Paragraph 1 shall not affect the general contract law of
Member States such as the rules on the validity, formation
or effect of a contract in relation to a child.
3. The Commission shall be empowered

to adopt delegated

acts in accordance with Article 86 for the purpose of further
specifying the criteria and requirements for the methods to
obtain verifiable consent referred to in paragraph 1. In
doing so, the Commission shall consider specific measures
for micro, small and medium-sized

enterprises.

specific methods to obtain verifiable consent referred to in
paragraph 1. Those implementing acts shall be adopted in

4. The Commission may lay down standard forms for
specific methods to obtain verifiable consent referred to in
paragraph 1. Those implementing acts shall be adopted in

accordance with the examination
Article 87(2).

accordance with the examination
Article 87(2).

4. The Commission may lay down standard forms for

procedure referred to in

procedure referred to in
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Article 9
Processing of special categories of personal data
1. The processing of personal data, revealing race or ethnic
origin, political opinions, religion or beliefs, trade-union
membership, and the processing of genetic data or data
concerning health or sex life or criminal convictions or
related security measures shall be prohibited.

Article 9
Processing of special categories of personal data
1. The processing of personal data, revealing race or ethnic
origin, political opinions, religion or beliefs, trade-union
membership, and the processing of genetic data or data
concerning health or sex life or offences and criminal
convictions or related security measures shall be
prohibited.
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2. Paragraph 1 shall not apply where:
(a) the data subject has given consent to the processing of
those personal data, subject to the conditions laid down in
Articles 7 and 8, except where Union law or Member State
law provide that the prohibition referred to in paragraph 1
may not be lifted by the data subject; or

2. Paragraph 1 shall not apply where:
(a) the data subject has given consent to the processing of
those personal data, subject to the conditions laid down in
Articles 7 and 8, except where Union law or Member State
law provide that the prohibition referred to in paragraph 1
may not be lifted by the data subject; or

(b) processing is necessary for the purposes of carrying out
the obligations and exercising specific rights of the

(b) processing is necessary for the purposes of carrying out
the obligations and exercising specific rights of the

controller in the field of employment law in so far as it is
authorised by Union law or Member State law providing for
adequate safeguards; or
(c) processing is necessary to protect the vital interests of
the data subject or of another person where the data
subject is physically or legally incapable of giving consent;
or

controller in the field of employment law in so far as it is
authorised by Union law or Member State law providing for
adequate safeguards; or
(c) processing is necessary to protect the vital interests of
the data subject or of another person where the data
subject is physically or legally incapable of giving consent;
or
(d) processing is carried out in the course of its legitimate
activities with appropriate safeguards by a foundation,
association or any other non-profitseeking body with a
political, philosophical, religious or trade-union aim and on
condition that the processing relates solely to the members
or to former members of the body or to persons who have
regular contact with it in connection with its purposes and
that the data are not disclosed outside that body without
the consent of the data subjects; or

(d) processing is carried out in the course of its legitimate
activities with appropriate safeguards by a foundation,
association or any other non-profitseeking body with a
political, philosophical, religious or trade-union aim and on
condition that the processing relates solely to the members
or to former members of the body or to persons who have
regular contact with it in connection with its purposes and
that the data are not disclosed outside that body without
the consent of the data subjects; or
(e) the processing relates to personal data which are
manifestly made public by the data subject; or
(f) processing is necessary for the establishment, exercise
or defence of legal claims; or
(g) processing is necessary for the performance of a task
carried out in the public interest, on the basis of Union law,
or Member State law which shall provide for suitable
measures to safeguard the data subject's legitimate
interests; or
(h) processing of data concerning health is necessary for
health purposes and subject to the conditions and
safeguards referred to in Article 81; or
(i) processing is necessary for historical, statistical or
scientific research purposes subject to the conditions and
safeguards referred to in Article 83; or
(j) processing of data relating to criminal convictions or
related security measures is carried out either under the
control of official authority or when the processing is
necessary for compliance with a legal or regulatory
obligation to which a controller is subject, or for the
performance of a task carried out for important public
interest reasons, and in so far as authorised by Union law or
Member State law providing for adequate safeguards. A
complete register of criminal convictions shall be kept only
under the control of official authority.

(e) the processing relates to personal data which are
manifestly made public by the data subject; or
(f) processing is necessary for the establishment, exercise
or defence of legal claims; or
(g) processing is necessary for the performance of a task
carried out in the public interest, on the basis of Union law,
or Member State law which shall provide for suitable
measures to safeguard the data subject's legitimate
interests; or
(h) processing of data concerning health is necessary for
health purposes and subject to the conditions and
safeguards referred to in Article 81; or
(i) processing is necessary for historical, statistical or
scientific research purposes subject to the conditions and
safeguards referred to in Article 83T9f'
IilpraEe55iAgaf
lIa'a rela'iAg 'a EriFRiAal EaA"i"iaA5 ar
rela'ell 5eEwri',{ FRea5wre5 i5 Earriell aw' ei"ler wAller "Ie
EaA'ral af affiEial aW"lari',{ ar "'ileA 'lis praEe'5iAg i5
AeEe55ary far EaFRpliaAEe "'i,1I a legal ar regyla'ary
aliliga'iaA 'a "'lIiEIl a EaA'ralier i5 ,wllje", ar far 'lie
psrfarFRaAEe af a 'ask Earriell aw' far iFRparUA' pwllliE
iA'ereU rea5aA5, aAII iA sa far a5 aw'lIari5ell 11'/UAiaA la •••
ar MeFRller 5U'e la'" pra"illiAg fer alle'lwa'e 5afegwarll5
A EaFRple'e
regi5'er af EriFRiAal EaA"iE'iaA5 511allils IIep'
aAI'{ WAller 'lie EeA'ral af affiEial ay'lIari',{.
3. Paragraph 1 shall also not apply where processing of
data relating to offences, criminal convictions or related
security measures is carried out:
(a) under the control of official authority;
(b) when the processing is necessary for compliance with a
legal or regulatory obligation to which a controller is
subject;
(c) when the processing is necessary for the performance of
a task carried out for important public interest reasons, and
in so far as authorised by Union law or Member State law
providing for adequate safeguards;
(d) when the processing is necessary for the assessment of
a request of the data subject to provide a service to him or
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the assessment of an application of the data subject to
take a decision against him, and insofar the controller has
provided for adequate safeguards to protect the interests
of the data subject;
(e) when the processing is necessary for the protection of
the legitimate interests of a controller or a group company
or to prevent harm to his employees, customers, or
persons for which the controller has a duty of care, and
insofar the controller has provided for adequate
safeguards to protect the interests of the data subject.
The processing of other data mentioned in paragraph 1
shall be allowed insofar as such processing is necessary in
addition to the processing of offences, criminal
convictions or related security measures as specified in
this paragraph. A complete register of criminal convictions
shall be kept only under the control of official authority.
3. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria, conditions and appropriate
safeguards for the processing of the special categories of
personal data referred to in paragraph 1 and the
exemptions laid down in paragraph 2.

4. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria, conditions and appropriate
safeguards for the processing of the special categories of
personal data referred to in paragraph 1and the
exemptions laid down in paragraph 2 and 3.
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Article 10
Processing not allowing identification
If the data processed by a controller do not permit the
controller to identify a natural person, the controller shall
not be obliged to acquire additional information in order to
identify the data subject for the sole purpose of complying
with any provision ofthis Regulation.
Article 11
Transparent information and communication
1. The controller shall have transparent and easily
accessible policies with regard to the processing of personal
data and for the exercise of data subjects' rights.

Article 11
Transparent information and communication
The controller shall ~
provide in a transparent
easily accessible manner poIiGies the information

and
referred

to in Article 14 "'i,1I FeliaHi 'a 'lie pFa&essiRIl af peFSaRal
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4ata and information
rights.
2. The controller shall provide any information and any
communication relating to the processing of personal data
to the data subject in an intelligible form, using clear and
plain language, adapted to the data subject, in particular
for any information addressed specifically to a child.

2. The controller shall, having regard to the state of the art,
the cost of the implementation,
the risks of the
processing and the nature of the data to be protected,
provide aRY appropriate information and aRY
communication relating to the processing of personal data
to the data subject in an intelligible form, using clear and
plain language, adapted to the data subject, in particular
for any information addressed specifically to a child.
Justification
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Article 12
Procedures and mechanisms for exercising the rights of
the data subject
1. The controller shall establish procedures for providing
the information referred to in Article 14 and for the
exercise of the rights of data subjects referred to in Article
13 and Articles 15 to 19. The controller shall provide in
particular mechanisms for facilitating the request for the
actions referred to in Article 13 and Articles 15 to 19.
Where personal data are processed by automated means,
the controller shall also provide means for requests to be

on tel' the exercise of data subjects'

be appf,~:
,";'of the dotil.

',Cite

to

Article 12
Procedures and mechanisms for exercising the rights of
the data subject
1. The controller shall establish procedures for providing
the information referred to in Article 14 and for the
exercise of the rights of data subjects referred to in Article
13 and Articles 15 to 19. The controller shall provide in
particular mechanisms for facilitating the request for the
actions referred to in Article 13 and Articles 15 to 19.
'!fllere perseRal data are preGessed 11'1 aytemated meaRS,

made electronically.

'lie GeR'relier sllall alse pre";de
made ele"rsRiGally

meaRS fsr relfYes's 'e lie

2. The controller shall inform the data subject without delay
and, at the latest within one month of receipt of the
request, whether or not any action has been taken
pursuant to Article 13 and Articles 15 to 19 and shall
provide the requested information. This period may be
prolonged for a further month, if several data subjects
exercise their rights and their cooperation is necessary to a
reasonable extent to prevent an unnecessary and

2. The controller shall inform the data subject without delay
and, at the latest within SRe mSR,1I four weeks of receipt
of the request, whether or not any action has been taken
pursuant to Article 13 and Articles 15 to 19 and shall
provide the requested information. This period may be
prolonged for a further ffi&Atk 4 weeks, if several data
subjects exercise their rights and their cooperation is
necessary to a reasonable extent to prevent an unnecessary

disproportionate effort on the part of the controller. The
information shall be given in writing. Where the data
subject makes the request in electronic form, the
information shall be provided in electronic form, unless
otherwise requested by the data subject.

and disproportionate effort on the part of the controller.
The information shall be given in writing. lAIllere tile data

3. If the controller refuses to take action on the request of
the data subject, the controller shall inform the data
subject of the reasons for the refusal and on the
possibilities of lodging a complaint to the supervisory
authority and seeking a judicial remedy.

3. If the controller refuses to take action on the request of
the data subject, the controller shall inform the data
subject of the reasons for the refusal and on the
possibilities of lodging a complaint to the supervisory
authority and seeking a judicial remedy.

4. The information and the actions taken on requests
referred to in paragraph 1shall be free of charge. Where
requests are manifestly excessive, in particular because of
their repetitive character, the controller may charge a fee
for providing the information or taking the action
requested, or the controller may not take the action
requested. In that case, the controller shall bear the burden
of proving the manifestly excessive character of the
request.

4. The information and the actions taken on requests
referred to in paragraph 1shall be free of charge. Where
requests are vexatious or manifestly excessive, in particular
because of their repetitive character, or where the request
requires a disproportionate
effort on the part of the
controller, the controller may charge a fee for providing the
information or taking the action requested, or the
controller may not take the action requested. In that case,
the controller shall bear the burden of proving the

sYllie" makes 'lie relfyeS' iR ele"reRiG ferm, 'lie
iRfsFma'isR 511allile pFs'Iided iR ele"FsRie fsrm, YRless
e,lIerwise relfYes'ed 11'( 'lie data syllje"

manifestly excessive or unfounded

character of the
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request.
5. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and conditions for the manifestly
excessive requests and the fees referred to in paragraph 4.

5. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and conditions for the manifestly
excessive requests and the fees referred to in paragraph 4.

6. The Commission may lay down standard forms and

6. The Commission may lay down standard forms and
specifying standard procedures for the communication
referred to in paragraph 2, including the electronic format.
In doing so, the Commission shall take the appropriate
measures for micro, small and medium-sized enterprises.

specifying standard procedures for the communication
referred to in paragraph 2, including the electronic format.
In doing so, the Commission shall take the appropriate
measures for micro, small and medium-sized enterprises.
Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 87(2).

Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 87(2).
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Article 13
Rights in relation to recipients
The controller shall communicate any rectification or
erasure carried out in accordance with Articles 16 and 17 to
each recipient to whom the data have been disclosed,
unless this proves impossible or involves a disproportionate

Article 13
Rights in relation to recipients
1. The controller shall communicate any rectification &f
_
carried out in accordance with Articles 16 ~

effort.

effort, or where the disclosure was based on a legal
obligation.

to

each recipient to whom the data have been disclosed,
unless this proves impossible, involves a disproportionate

2. Paragraph 1 shall not apply to the publication
generated content by information
providers.

of user-

society service
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Information to the data subject
1. Where personal data relating to a data subject are
collected, the controller shall provide the data subject with

Information to the data subject
1. Where personal data relating to a data subject

are

at least the following information:
(a) the identity and the contact details of the controller
and, if any, of the controller's representative
and of the

collected, the controller shall f*8"iEIe make available to
the data subject ~at
least the following information:
(a) the identity and the contact details of the controller aM
or, if any, of the controller's representative
aRlillf tile liata

data protection officer;
(b) the purposes of the processing

pFsteetisR sffieeF;
(b) the purposes of the processing

for which the personal

for which the personal

data are intended, including the contract terms and general
conditions where the processing is based on point (b) of
Article 6(1) and the legitimate interests pursued by the
controller where the processing is based on point (f) of

data are intended, iR61wliiRli tile 611RtFaR teFFRS aRIi
lIeReral 611RliitillRS •••lIeFe tile pFII6essiRli is lIaselillR plliRt

Article 6(1);
(c) the period for which the personal data will be stored;
(d) the existence of the right to request from the controller
access to and rectification or erasure of the personal data
concerning the data subject or to object to the processing

" "'i6le 1i111;
161tile peFill1l fllF "'lIi611 tile peFSsRalllata
"'ill lie stsFellj
1111tile eKisteR6e IIf tile Filillt ts Fellllest fFIIFRtile
eSRtFsileF aeeess ts aRIl FeetifieatisR SF eFaSIiFe sf tile
peFSsRalllata
6sR6eFRiRli tile lIata slllljeR SF ts slIieR ts
tile pFII6essiRli sf sw611peFssRalllataj

of such personal data;
(e) the right to lodge a complaint to the supervisory
authority and the contact details of the supervisory
authority;
(f) the reCipients or categories

of recipients

1IIIIIf ""'i6Ie 1i111aRIi tile leliitiFRate iRteFests pWFSwellll'l
tile 611RtFllileF"'lie Fe tile pFs6essiRli is lIasellllR plliRt Ifillf

lei tile Filillt ts IslIlIe a 6sFRpiaiRt ts tile sllpe~'issp(
alltllsFit'( aRIl tile 6sRtaR lIeUils sf tile swpe~'issp(

~

of the personal

data;
(g) where applicable, that the controller intends to transfer
to a third country or international
organisation and on the
level of protection afforded by that third country or
international organisation by reference to an adequacy
decision by the Commission;
(h) any further information necessary to guarantee fair
proceSSing in respect of the data subject, having regard to
the specific circumstances
in which the personal data are

IfI tile Fl!6ipieRts SF 6atelisRes sf Fe6ipieRts sf tile
peFssRalllataj
1111"'lIeFe appli6allle, tllat tile 6sRtFsileF iRteRlls ts
traRsfeF ts a tlliFIl eSIIRtp( SF iRteFRatisRal sFgaRisatisR
aRIl SR tile le"el sf pFsteRisR affsFllellll'l tllat tlliFIl
6SWRtF'{SF iRteFRatisRal sFgaRisatisR 11'(FefeFeR6e til aR
allelllla6'/lie6isisR
11'1tile 'sFRFRissisRj
(c) any further information necessary to guarantee fair
processing in respect of the data subject, having regard to
the specific circumstances
in which the personal data are

collected.

collected.

2. Where the personal data are collected from the data
subject, the controller shall inform the data subject, in
addition to the information referred to in paragraph 1,
whether the provision of personal data is obligatory or
voluntary, as well as the possible consequences
of failure to

2, (de leted)

provide such data.
3. Where the personal data are not collected from the data
subject, the controller shall inform the data subject, in
addition to the information referred to in paragraph 1, from
which source the personal data originate.

2. Where the personal data are not collected from the data
subject, the controller shall inform the data subject, in
addition to the information referred to in paragraph 1, from
which source the personal data originate.

4. The controller

3. The controller shall provide the information referred to
in paragraphs 1, 2 and 3:
(a) at the time when the personal data are obtained from
the data subject; or
(b) where the personal data are not collected from the data
subject, at the time of the recording or within a reasonable
period after the collection, having regard to the specific
circumstances
in which the data are collected or otherwise
processed, or, if a disclosure to another recipient is
envisaged, and at the latest when the data are first
disclosed.

shall provide the information

in paragraphs 1, 2 and 3:
(a) at the time when the personal

referred

data are obtained

to

from

the data subject; or
(b) where the personal data are not collected from the data
subject, at the time of the recording or within a reasonable
period after the collection, having regard to the specific
circumstances
in which the data are collected or otherwise
processed, or, if a disclosure to another recipient is
envisaged, and at the latest when the data are first
disclosed.
5. Paragraphs

1 to 4 shall not apply, where:

(a) the data subject has already the information referred to
in paragraphs 1, 2 and 3; or
(b) the data are not collected from the data subject and the
provision of such information proves impossible or would
involve a disproportionate

effort;

or

4. Paragraphs 1 to 4 shall not apply, where:
(a) the data subject has already the information referred to
in paragraphs 1, 2 and 3; or
(b) the data are not collected from the data subject and the
provision of such information proves impossible or would
involve a disproportionate
effort; or
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(c) the data are not collected from the data subject and
recording or disclosure is expressly laid down by law; or
(d) the data are not collected from the data subject and the
provision of such information will impair the rights and
freedoms of others, as defined in Union law or Member
State law in accordance with Article 21.

(c) the data are not collected from the data subject and
recording or disclosure is expressly laid down by law; or
(d) the data are not collected from the data subject and the
provision of such information will impair the rights and
freedoms of others, as defined in Union law or Member
State law in accordance with Article 21.

6. In the case referred to in point (b) of paragraph 5, the

S. In the case referred to in pOint (b) of paragraph 5, the

controller shall provide appropriate measures to protect
the data subject's legitimate interests.

controller shall provide appropriate measures to protect
the data subject's legitimate interests.

7. The Commission shall be empowered

6. (deleted)

to adopt delegated

acts in accordance with Article 86 for the purpose of further
specifying the criteria for categories of recipients referred
to in point (f) of paragraph 1, the requirements for the
notice of potential access referred to in point (g) of
paragraph 1, the criteria for the further information
necessary referred to in point (h) of paragraph 1 for specific
sectors and situations, and the conditions and appropriate
safeguards for the exceptions laid down in point (b) of
paragraph 5. In doing so, the Commission shall take the
appropriate measures for micro, small and medium-sizedenterprises.
8. The Commission may lay down standard forms for
providing the information referred to in paragraphs 1 to 3,
taking into account the specific characteristics and needs of
various sectors and data processing situations where
necessary. Those implementing acts shall be adopted in
accordance with the examination procedure referred to in
Article 87(2).

6. (deleted)
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Article 15
Right of access for the data subject
1. The data subject shall have the right to obtain from the
controller at any time, on request, confirmation as to
whether or not personal data relating to the data subject
are being processed. Where such personal data are being
processed, the controller shall provide the following
information:
(a) the purposes of the processing;
(b) the categories of personal data concerned;
(c) the recipients or categories of recipients to whom the
personal data are to be or have been disclosed, in particular
to recipients in third countries;
(d) the period for which the personal data will be stored;
(e) the existence of the right to request from the controller
rectification or erasure of personal data concerning the
data subject or to object to the processing of such personal
data;
(f) the right to lodge a complaint to the supervisory
authority and the contact details of the supervisory
authority;
(g) communication of the personal data undergoing
processing and of any available information as to their
source;
(h) the significance and envisaged consequences of such
processing, at least in the case of measures referred to in
Article 20.

Article 15
Right of access for the data subject
1. The data subject shall have the right to obtain from the
controller at ~reasonable
intervals, on request,
confirmation as to whether or not personal data relating to
the data subject are being processed. The controller may
ask the data subject for further information to enable the
data controller to locate the personal data which that
person seeks.
2. Where such personal data are being processed in order
to be aware and verify the lawfulness of the processing,
the controller shall provide the following information:
(a) the purposes of the processing;
(b) the categories of personal data concerned;
(c) the recipients or categories of recipients to whom the
personal data are to be or have been disclosed, in particular
to recipients in third countries;
(d) the intended period for which the personal data will be
stored, insofar such information is available;
(e) the existence of the right to request from the controller
rectification or erasure of personal data concerning the
data subject or to object to the processing of such personal
data;
If.) tile Fiellt til IlIlIee a 611A1plaiRt til tile slIpeR'islIF\'
awtllll.it'l aRIi tile 511Rtaet lIetails IIf tile swpeR'iSIIF'/

~

(g) communication of the personal data undergoing
processing and of any available information as to their
source;
(h) the significance and envisaged consequences of such
processing, at least in the case of measures referred to in
Article 20.
2. The data subject shall have the right to obtain from the
controller communication of the personal data undergoing
processing. Where the data subject makes the request in
electronic form, the information shall be provided in
electronic form, unless otherwise requested by the data
subject.

3. To the extent to verify the lawfulness of the processing,
the data subject shall have the right to obtain from the
controller communication of the personal data undergoing
processing. Where the data subject makes the request in
electronic form, the information shall be provided in
electroniC form, unless otherwise requested by the data
subject.

3. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and requirements for the
communication to the data subject of the content of the
personal data referred to in point (g) of paragraph 1.

3·ldeleted)

4. The Commission may specify standard forms and
procedures for requesting and granting access to the
information referred to in paragraph 1, including for
verification of the identity of the data subject and
communicating the personal data to the data subject,
taking into account the specific features and necessities of
various sectors and data processing situations. Those
implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 87(2).

4. The Commission may specify standard forms and
procedures for requesting and granting access to the
information referred to in paragraph 1, including for
verification of the identity of the data subject and
communicating the personal data to the data subject,
taking into account the specific features and necessities of
various sectors and data processing situations. Those
implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 87(2).
Justification 15.1, 15.2 (new) and 15.3 (newj
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cornpo:

t's

In

preventing

between

vexDtious

e-\t.-1('di~ ),'15. The bli,'den of proof

the

ond the i,r:terest of
requests

renwins

end fishing
the contraie'

\ivit'l

though.
Furthe! ,,,)(),.~. the ;,._-ontro/fersho(l/d onlv be re:-;uired to
,:nfc,rmotion
(1S to the intended
tin,¢: lJ( which the

provide
dato

wi,' be stored

coses.

(10ro

speCific

doto

retentiIJn

period,

de{Jenris on the (Ol~tjf)ued
custOfllr'(
custookr
emp!o}ye

•

as pOS5Jb '2.

und only insofnr

In rnony

aft? co/iected fo( pUt pcst?s jor W;li~h hove no

as

tfle

retent:en

pe:-iod

e,•.:Istence of a pUrr')se. E.g.,

b;)ling dnto are retoitlPd for 05 long as the
.Ir;:'futionship exists. The sonlt? is trut.? for n,any
oota, ~\ihi:_-t) ore only er used after t'.'c

ernplo),'!~!t'nt

term

IlllS

ended.

Tht? refr'!encc to tt:e supervisory- nuthority
hc.~ lJeen de'ett:~:i
1) the supervisory
outh(;rit~,
(1uthori!~d to deal w:tl!
the is::;(1::.' :nov not be:.' tht: supef\,isory
authoritv
of the
/\1ernbe: Stote in v\lhich the dow ')ubject "e51C1~lS, 2) the
inicf n)(i~,'on would (,"cote 0 foiSt' 2x.pectotlO:) Nith the dOLO
subject thot the sU,ocfvisory (Jutnority will oct_Jol!V hear t,i.'c
C0r11p/(L"t
(quod fh!t~1 as the supervisorY' outl:'_Jrity is not
oNigott,rj to hear th:' complaint), ur,d 3) the i.'lfonnotiOI)
with re(;r;ui to tht' oddress moy L1c' subject to :_hu/)qr?
The ado' t;on to 15..1 rcfers to the lait scnte!'Ce of recitol
':';'
of the C)f:)rnission's
propo501.
because

Justification 15.3 (deletion)
Delegored
acts art' not necessOl~' in this cose.
Article 16
Right to rectification
The data subject shall have the right to obtain from the
controller the rectification of personal data relating to them
which are inaccurate. The data subject shall have the right
to obtain completion of incomplete personal data, including
by way of supplementing a corrective statement.

•

Article 16
Right to rectification
1. The data subject shall have the right to obtain from the
controller the rectification of personal data relating to them
which are inaccurate. The data subject shall have the right
to obtain completion of incomplete personal data, including
by way of supplementing a corrective statement.
2. The controller shall restrict processing of personal data
where their accuracy is contested by the data subject, for
a period enabling the controller to verify the accuracy of
the data.
3. Paragraph 1 shall not apply to user-generated content,
with the exception of content, which is of a defamatory
nature.
Justification 16.2 (new)
This pouQ:oph

Hms rnoved

be/on~j.~ if: this orticte

from Or tide

17.4 since it

16

Justification 16.3 (new)
User gC!'rtnted content (OIlV content published by the? datu
svbject thr"Ough on infonnotion
society sprvh>:') is out ofti:r;
hands of the injorrnotion society service prov:d('l". Only
when (cntent
is dej(Hnotory,
rhe sc'fvicp pro ..'cier may hl1~t_'
a duty tlJ co,.e for tht' data subject.
Article 17
Right to be forgotten

and to erasure

Article 17
Right to lie fllFflIl~eR aRE!til erasure
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1. The data subject shall have the right to obtain from the
controller the erasure of personal data relating to them and
the abstention from further dissemination of such data,
especially in relation to personal data which are made
available by the data subject while he or she was a child,
where one of the following grounds applies:
(a) the data are no longer necessary in relation to the
purposes for which they were collected or otherwise
processed;
(b) the data subject withdraws consent on which the
processing is based according to point (a) of Article 6(1), or
when the storage period consented to has expired, and
where there is no other legal ground for the processing of
the data;
(c) the data subject objects to the processing of personal
data pursuant to Article 19;
(d) the processing of the data does not comply with this
Regulation for other reasons.

2. Where the controller referred to in paragraph 1 has
made the personal data public, it shall take all reasonable

1. The data subject shall have the right to obtain from the
controller the erasure of personal data relating to them and
the abstention from further dissemination of such data,
eSlleeially iR FelatisR tSlleF5sRalliata
•••lIiell aFe FAalie
a"ailaille 11'1tile lIata slIlIje6t "'1Ii1e lie SFslle "'as a ellilll,
where one of the following grounds applies:
(a) the data are no longer necessary in relation to the
purposes for which they were collected or otherwise
processed;
(b) the data subject withdraws consent on which the
processing is based according to point (a) of Article 6(1), or
when the storage period consented to has expired, and
where there is no other legal ground for the processing of
the data;
(c) the data subject ~
has successfully objected to the
IlFseessiRg collection or retention of personal data
pursuant to Article 19;
(d) the processing of the data does not comply with ~
RelllllatisR fSF stlleF FeaSSRSArticles 5, 6, 8 and 9.
2. (deleted in favour of art. 17a new)

steps, including technical measures, in relation to data for
the publication of which the controller is responsible, to
inform third parties which are processing such data, that a
data subject requests them to erase any links to, or copy or
replication of that personal data. Where the controller has
authorised a third party publication of personal data, the
controller shall be considered responsible for that
publication.
3. The controller shall carry out the erasure without delay,
except to the extent that the retention of the personal data
is necessary:
(a) for exercising the right of freedom of expression in
accordance with Article 80;
(b) for reasons of public interest in the area of public health
in accordance with Article 81;

•

(c) for historical, statistical and scientific research purposes
in accordance with Article 83;
(d) for compliance with a legal obligation to retain the
personal data by Union or Member State law to which the

2. The controller shall carry out the erasure without
unreasonable delay.
3. The controller may deny a request for erasure where
the H!teAtleA processing of the personal data is necessary:
(a) for exercising the right of freedom of expression in
accordance with Article 80;
(b) for reasons of public interest in the area of public health
in accordance with Article 81;
(c) for historical, statistical and scientific research purposes
in accordance with Article 83;

controller is subject; Member State laws shall meet an
objective of public interest, respect the essence of the right
to the protection of personal data and be proportionate to
the legitimate aim pursued;
(e) in the cases referred to in paragraph 4.

(d) for compliance with a legal obligation to retain the
personal data by Union or Member State law to which the
controller is subject; Member State laws shall meet an
objective of public interest, respect the essence of the right
to the protection of personal data and be proportionate to
the legitimate aim pursued;
(e) in the cases referred to in paragraph 4.

4. Instead of erasure, the controller shall restrict processing
of personal data where:
(a) their accuracy is contested by the data subject, for a
period enabling the controller to verify the accuracy of the
data;
(b) the controller no longer needs the personal data for the
accomplishment of its task but they have to be maintained
for pu rposes of proof;
(c) the processing is unlawful and the data subject opposes
their erasure and requests the restriction of their use

4. Instead of erasure, the controller shall restrict processing
of personal data where:
{a} (move to 16.2 new)
(b) the ESRtFslleF RS ISRlleF Reells tile lleF5sRalliata fSF
tile aeeeFAlllisllFAeRt sf its tasl. II lit tlle'l data have to be
maintained for purposes of proof;
{G} (deleted, as this is proposal does not make sense in
practice)
~ (deleted, per deletion art. 18.2)
The controller shall erase the personal data when the
purpose of proof no longer exists, except where the data
are necessary for other purposes.

instead;
(d) the data subject requests to transmit the personal data
into another automated processing system in accordance
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with Article 18(2).
S. Where personal data have been recorded in a manner,
which physically does not allow the data to be erased, and
where such storage medium also contains other personal
data, which should not be erased, the controller shall,
instead of erasing the data, may deny the request for
erasure and inform the data subject about such
impossibility to erase the data.

5 PeFs9Raillaea

proof, or with the data subject's consent, or for the
protection of the rights of another natural or legal person
or for an objective of public interest.

FefeFFell e9 iR paFallFapll 4 FRa.", "'iell elle
eMGepei9R 9f Se9Falle, 9Rly lie pF9Gesseil f9F pIIFp9ses 9f
PF99f, 9F "'iell elle lIaea slIllie"',
G9RSeRe, 9F f9F elle
pFgee"i9R 9f tile Filliles 9f aR9tlleF RatllFal 9F lelia I peFs9R
9F f9F aR 9llieGei"e 9f pllllliG iReeFeSe

6. Where processing

Ii IAIlleFe pF9GessiRil 9f peFs9RaillaU

5. Personal data referred to in paragraph 4 may, with the
exception of storage, only be processed for purposes of

of personal

data is restricted

pursuant

lIaU sIIbje"

bef9Fe IifCiRIlelle FenFiGei9R 9R pF9GessiRil

data and/or for a periodic review of the need for the
storage of the data are observed.

6. The controller shall implement mechanisms to ensure
that the time limits established for the erasure of personal
data, if any, aRII/9F f9F a peFi911iG Fe"ie'" 9f elle Reell f9F
elle Se9Faile 9f elle lIaea are observed.

8. Where the erasure

a

7. The controller shall implement mechanisms to ensure
that the time limits established for the erasure of personal

otherwise

is carried

process such personal

out, the controller

shall not

data.

9. The Commission shall be empowered
to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying:
(a) the criteria and requirements
for the application of
paragraph 1 for specific sectors and in specific data
processing situations;
(b) the conditions for deleting links, copies or replications
personal data from publicly available communication
services as referred to in paragraph 2;
(c) the criteria and conditions for restricting
of personal

•

is FesCFiGeell

PIIFSllaRe e9 paFallFapll 4, elle G9ReF911eFsilall iRf9FFRelle

to paragraph 4, the controller shall inform the data subject
before lifting the restriction on processing.

data referred

to in paragraph

4.

the processing

of

IAIlleFe elle eFaSIIFe is GaFFiell 911e,elle G9ReF911eFsilall
R9t gelleFwise pF9GeSS SIIGIIpeF59Ralllaea

II Tile (;9FRFRissi9R slIalille

eFRp9"'eFell

e9 all9pe

lIelellaeell a"s iR aGG9FllaRGe "'itll ARiGle ali f9F tile
pIIFp9se 9f fllRlleF spesifyiRIl'
(a) elle GFieeFiaaRIl FeEflliFeFReReSf9F elle appliGaeieR 9f
paFallFaplll f9F speGifiG se"9FS aRIl iR speGifiG lIaU
PF9EB5SiAg sitwatieRS;
(b) elle G9Rlliei9Rs f9F lIeleeiRIl IiRks, G9pies 9F FepliGaei9RS
9f peFs9Raillaea fF9FR pllbliGI'1 a"ailable G9FRFRIIRiGati9R
se"'iGes as FefeFFell e9 iR paFallFapll ~i
(G)tile GFiteFia aRIl G9Rlliei9Rs f9F FestFi"iRIl tile pF96essiRil
9f peF59Raillaea FefeFFell e9 iR paFallFapll 4
Justification

17 title

[.'if'

'~;,)r"f
rh;~'

cidtc;

CHI

b~erOSf:'(j Ohj(Yt:C',',
0" V 5U(Ces;;/i.

tL;

q,li)u!0{o:

prucpssin;l

oL':ie: tlO!)

fu: e/,~~sjnl] dl}to

elOSI_i/'c'

c:'ortic/c

l70

3 (aid) hiS been 5;'
.;;orlle argonfsot/onal
ffc\ oilifY il;

Jt;: pDf.

ubliQotio!J,

u;e v,/ord

/IDS

"_3 (nc~N)

Justification

17.4 (new)
sectic:n ius

been rrlOV'.'.'i to (ntf(

;1...'

J6( 2j r:,~,w.

Page S8

the situction desuibed in sub a has
erasure If the accumcy of the doto
should be updated if necessary, not
Ad b): These changes are technical,

nothing to do with
is contested, the data
deleted.
as. this pHpose of

proof 01e also a "need ".
Ad c)' This section has been deleted

as it desC! ibes an

unusua/ Situation and could be seen as on incentive to
process dota illegally
Ad d)- A, VNO-NCW proposes to delete article 18(2), this
section is no longer needed. In any case, the fact thot a datu
subject ,nvokes his right to data pOltability dees not
necessm/ly mean that the data should be elOsed on the pOlt
of the ori911101controller. The rigl]t to dato pOI tability, as
dlalted. could 0150 be used to obtain 02QY. of the data and
not leave the selvices of the original controlie ...
Justification 17.5 (new)
Some st:Jrage media do not o/lOltV individual data to be
erased !e.g .. microfiche or back-up tapes).
Justification 17.5 (deleted)
ThiS paragraph cloes not fit the system
it has beef) cleleted.

of elosure.

Therefore

Justification 17.6 (deleted)
This pOI ogroph has been redrofted to reflect the plOposed
changes in par. 4 and moved to por. 4 last ser1tence.
Justification 17.6 (new)
As often the controller does not k 'JOW upfrom

data

Of t'

how long the

needed and therefore has no retention schedule.

the Walding "if any" has been addecl. The deleted
the s['nrence is superfluoUS.

part of

Justification 17.8 (deleted)
This pOlagroph is supelfluous.

•

Justification 17.9 (deleted)
It is undesirable that the Commission may adopt delegated
acts with respect to orticle 17. This should be left to the
discretlcn of the controller and the supervision by the
supervisory outhority.
Article 17a
Notice and take down
Without prejudice to the laws and regulations put in place
by the Member States pursuant to Article 80(1), where the
personal data have been published via the service of an
information society service provider, such information
society service provider shall provide the data subject
with easily accessible means to have the personal data be
removed from the service or to request their removal
from the service.
Justification 17a (new):
In OIcier to ollow data to be elased from the Internet, the
cloto subject should hove the right to have personal data
contoined in user-generated
content, like photos; videos?
b1ogs, erc, be removed from intel net platfor",s, such as
sociol media and seorch engines. As the provider of such
platform does not conti 01 the reasons of the publication,
the .lei vice provider should only be required to offer a
Notice ond Take Down procedure. Howevel; for reasons of

Page 59

/ret"::il)!:'
tie put

Article 18
Right to data portability
1. The data subject shall have the right, where personal
data are processed by electronic means and in a structured
and commonly used format, to obtain from the controller a
copy of data undergoing processing in an electronic and
structured format which is commonly
further use by the data subject.

used and allows for

2. Where the data subject has provided
and the processing is based on consent

the personal data
or on a contract,

,)_{expre,>si,,~tI.
ii'

U

positior)

etc. the

to judge

the

prov.i;-;'c"- 5i)oufd

St,,-~'jce

h;sis

!il"

oj the r:'qiJest.

Article 18
Right to data portability
1. The data subject shall have the right, where ~
4aQ his user-generated
content, are flFgeessea is
published 11'1eleAFsRiE FReaRS aRIl iR a SCFIIAIIFell aRIl
ESFRFRSRly115ell fSFFRat through an information
society
service, to obtain from the E&MfeIIef information
society
service provider a copy of such content, lIata IIRlleFtlsiRIl
pFsEessiRIl iR aR eleAFsRiE aRlistFIIAIIFell fSFFRat which is
ESFRFRSRly115ell aRIl allows for further use by the data
subject.
2. (deleted,

in favour of paragraph

1)

the data subject shall have the right to transmit those
personal data and any other information
provided by the
data subject and retained by an automated
processing
system, into another one, in an electronic format which is
commonly used, without hindrance from the controller
from whom the personal

data are withdrawn.
2. Paragraph 1 shall be without prejudice to the continued
processing of the user-generated
content in connection
with the provision the service to the data subject by the
information society
paragraph 1.

3. The Commission may specify the electronic format
referred to in paragraph 1 and the technical standards,
modalities and procedures for the transmission
of personal
data pursuant to paragraph 2. Those implementing
acts

3. (deleted

service provider

in view of deletion

referred

in paragraph

to in

1)

shall be adopted in accordance with the examination
procedure referred to in Article 87(2).
Justification 18.1 ond 18.2
As the p irpo:;cs of eli/lcetloll
determ:",?d

;ofloi cioto me

ofpe'

bv th~~ controller,

mOI;Y

per sonol

dow

orc not

5uirt'(1 L~f,.? tlDrJsferred to aootth': (ontralit?!" !e.g., [ii/hnO
dnto, jci~ f_lt_lffonnol)n ...
; records. /o:71}ing info, t:'tc)

•

Fu(thef!'rOte,

of the

!1~-·t

the ron"_-~'I)t

n doto

contto/il!!

portobility

to co//ecf

0,- CO:Jtrl)lier.

ri'liJt
t,I,'c

irnplies

en ohligotio:

dota. This jo/:?s not fit

fil)c .•.,.':th the COrnrll'i'iiol7's
intc,'::icn,
the
to dot;'] pi;rtohilit~! ius be;?/) rest: :._-ted to user, (It:!tl2rott'd
clt_'oreei il) the contt.'.;t of (11) 1:+:.': .'Jet society
co{)ten~
The,fefl}, ;', in

52! vice

Article 19
Right to object
1. The data subject shall have the right to object, on
grounds relating to their particular situation, at any time to
the processing of personal data which is based on points
(d), (e) and (f) of Article 6(1), unless the controller
demonstrates
compelling legitimate grounds for the
processing which override the interests or fundamental

Article 19
Right to object
1. The data subject shall have the right to object, on
grounds relating to their particular situation, at any time to
the processing of personal data which is based on points
(4}T (e) and (f) of Article 6(1), IIRless tile ESRtrsller
lIeFRSRstFate5 ESFRpelliRlllellitiFRate IIFSIIRlis fSF 'lie
pFsEessiRII"'lliEIl suerrille tile iRtaFests SF fllRllaFReR'al

rights and freedoms

Figllts aRIl fFee!lSFR5 sf tile !lata 51111iea.

of the data subject.

2. Where an objection is justified,
processing to which the objection
terminated,
unless the legitimate

the particular
was made, shall be
grounds as referred to in
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Article 6(1) sub (e) or (f) override the interests or
fundamental rights and freedoms of the data subject. The
controller shall inform the data subject of his decision and,
if the request is denied, of the arguments underlying the
decision.
2. Where personal data are processed for direct marketing
purposes, the data subject shall have the right to object
free of charge to the processing of their personal data for
such marketing. This right shall be explicitly offered to the
data subject in an intelligible manner and shall be clearly
distinguishable from other information.

3. Where personal data are processed for direct marketing
purposes, the data subject shall have the right to object
free of charge to the processing of their personal data for
such marketing. This right shall be explicitly offered to the
data subject at the time of the collection if the data by the
controller, in an intelligible manner and &AaII-8e clearly
distinguishable from other information.

3. Where an objection is upheld pursuant to paragraphs 1

3. (deleted, see sub 2 new)

and 2, the controller shall no longer use or otherwise
process the personal data concerned.
Justification 19.1 and 19.1
Te:.hnic,)/ chunge. Tire wording

(_'l the

Cornn:

:,';ior)

is not

coned, os it would mean that tlk legitirnote nteresf_-; Uf)Cie[
6.1(1) !l! '~\i ,;,vou'd flt'c_'d to be 'compelling', tht?.'pfore
effect:'i~'i'i rcquiri!;G t?xtrD weigk oj such i..-:te'est. This
should

,·-(]t

be the ccse (and

'.NOS

95/,,],6) Tht" right td objection
~vei9hi{'::1oj interests
'indivjcf,,'0!0~d'fo:

tile

r'ot the cost.·

:/1

Directive

mt'ons that the l_]t2nerni

of Aft. 6.1() no~v needs ~o be
dote: 5ubjt~;,_t concerned.
This

()lee."

thor the )L:nne intt?:r?sts of the ci"J.':tl-olfer DS
Diles
mentioned if) Aftic/e 6.1(j) nee{j to be toke',/] 'to c;ccount
It's the ,','~tt'restsof the data subje,'t that neeu to be
cOlnpei/,tlG in the St_':Jse thot ther should ove.' '-ide the
Generic f.)O,'-:717CinQ
olintercsts ur:d,:( Article 6. 1(f). This
amend:~r2r7t restore::, the svstcm of the right cf objt?ction us
IllcntlC'."'?d

in Dirt2ctive

95;"1-6.

Justification

9.3 (deleted)
19.3 \,vfOlJgfV suggest', ~hot in COSt' the dato
subject of)/ects agninst 0 certain processing c'; his dota, t!:",
contro//t!1" con flO ./(vger pr Dcess tht.' pel sone7.' data
COrlcerf.'-?d. The Ai ticfe should r('((j~Jnisc thot tIle ccotro/ie'
con no j,;nper process dota for the specific Oi;.'pose the d(l~(l
Por(u)mph

subject

objected

the righ: to object

to. Processing

is ('on).'

();'~ICtiO/)

con and ShOUld be applies

...

If,

5~)

0 grolluto:

wov ro' e.'.,'ornple, If the dota subject objects to the use of
his POS[,)/ oddrt:ss for direct mo(~et;ng,
the c~,nuoller
should still be ollo"'1,,'ed to process tiff: address for bWing
Therefl_)(t', Article 19.3 1;05 been de 'etect. The
correct ohjectivt' hos been added to Article 1~,2(new).

purposes.

Justification 19.3 (new)
In oreier to be obie to irnplement
the second S~-'rltence of k' t.
19.3, it i; ;rnporto()t
to determine
ot whot m~rnent in tin'(~
the oLJhqotion exists
Article 20
Measures based on profiling
1. Every natural person shall have the right not to be

Article 20
Measwfe& Decisions based on ~
processing

subject to a measure which produces legal effects
concerning this natural person or significantly affects this
natural person, and which is based solely on automated
processing intended to evaluate certain personal aspects
relating to this natural person or to analyse or predict in
particular the natural person's performance at work,

1. (deleted)

economic situation, location, health, personal preferences,

automated
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reliability or behaviour.

measures to safeguard the data subject's legitimate
interests have been adduced, such as the right to obtain
human intervention; or
(b) is expressly authorized by a Union or Member State law
which also lays down suitable measures to safeguard the
data subject's legitimate interests; or

1. Subject to the other provisions of this Regulation, in
particular Articles 14, 15 and 16, a person may be
subjected to a lfIeasyre af tile IliRIl referrell te iR
paragraplll
decision which produces legal effects
concerning this natural person and adversely affects this
natural person, based solely on automated
processing
intended to evaluate certain personal aspects relating to
this person or to analyse or predict in particular the
person's performance
at work, economic situation,
location, health, personal preferences,
reliability or
behaviour, is lawful only if tile praGessiRgo
la) is Garriell ayt iR tile Gayrse af tile eRteriRg iRta, ar
perfarlflaRGe af, a GaRtrac;l;, "'lIere tl:1e rellyest far tl:1e

(c) is based on the data subject's consent, subject to the
conditions laid down in Article 7 and to suitable safeguards.

eRteriRg iRta ar tile perfarlflaREe ef tl:1e EaRtrac;l;, lallgell
II', tl:1e lIata sylljec;l;, l:1as lIeeR satisfiell ar "'l:1ere suitable

2. Subject to the other provisions of this Regulation, a
person may be subjected to a measure of the kind referred
to in paragraph 1 only if the processing:
(a) is carried out in the course of the entering into, or
performance
of, a contract, where the request for the
entering into or the performance
of the contract, lodged by
the data subject, has been satisfied or where suitable

measures to safeguard the data subject's legitimate
interests have been adduced, such as the right to obtain
human interventionorer
Ill) is eHpressly aytl:1arilelill',
a "RiaR ar Uelfliler itate
la'" "'lIiEIl alsa lays lIa"'R syitaille lfIeasyres ta safegyarll
tile lIata sylljec;l;'s legitilflate iRterest&j ar
IE) is lIasell aR tile lIata sylljec;l;'s EaRseRt, sylljec;l; ta tl:1e
EaRllitiaRs lailllla"'R iR A RiEle 7 aRIl ta syita IIle
safegyarllsj
2. Automated processing of personal data intended to
evaluate certain personal aspects relating to a natural

3. Automated processing of personal data intended to
evaluate certain personal aspects relating to a natural
person shall not be based solely on the special categories
personal data referred to in Article 9.
4. In the cases referred

to in paragraph

of

2, the information

person shall not be based solely on the special categories
personal data referred to in Article 9.
3. In the cases referred

to in paragraph

~ 1, the information

to be provided by the controller under Article 14 shall
include information as to the existence of processing for a
measure of the kind referred to in paragraph 1and the
envisaged effects of such processing on the data subject.

to be provided by the controller under Article 14 shall
include information as to the existence of processing ~
_
following a decision of the kind referred to in

5. The Commission shall be empowered
to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and conditions for suitable measures
to safeguard the data subject's legitimate interests referred
to in paragraph 2.

50 The Commission shall be empowered

paragraph 1 and the envisaged
on the data subject.

of

effects of such processing

to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and conditions for suitable measures
to safeguard the data subject's
to in paragraph 2.
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Article 21
Restrictions
1. Union or Member State law may restrict by way of a
legislative measure the scope of the obligations and rights
provided for in points (a) to (e) of Article 5 and Articles 11
to 20 and Article 32, when such a restriction constitutes a
necessary and proportionate measure in a democratic
society to safeguard:
(a) public security;
(b) the prevention, investigation,

detection and prosecution

of criminal offences;
(c) other public interests of the Union or of a Member
State, in particular an important economic or financial
interest of the Union or of a Member State, including
monetary, budgetary and taxation matters and the
protection of market stability and integrity;
(d) the prevention, investigation, detection and prosecution
of breaches of ethics for regulated professions;
(e) a monitoring, inspection or regulatory function
connected, even occasionally, with the exercise of official
authority in cases referred to in (a), (b), (c) and (d);

(f) the protection of the data subject or the rights and
freedoms of others.
2. In particular, any legislative measure referred to in
paragraph 1 shall contain specific provisions at least as to
the objectives to be pursued by the processing and the
determination of the controller.

Article 21
Restrictions
1. "'AisA SF~4eFRlaeFState la'" FRayFestFi" lay "'a', sf a
lellislati"e FReaSYFetile s&spe sf tll8 The controller may
restrict the obligations and rights provided for in points (a)
to (e) of Article 5 and Articles 11 to 20 and Article 32, when
such a restriction constitutes a necessary and proportionate
measure in a democratic society to safeguard:
(a) public security;
(b) the prevention, investigation, detection and prosecution
of criminal offences;
(c) other public interests of the Union or of a Member
State, in particular an important economic or financial
interest of the Union or of a Member State, including
monetary, budgetary and taxation matters and the
protection of market stability and integrity;
(d) the prevention, investigation, detection and prosecution
of breaches of ethics or confidentiality
obligations fer
Fellylatell pFsfessisA5;
(e) a monitoring, inspection or regulatory function
connected, even occasionally, with the exercise of official
authority in cases referred to in (a), (b), (c) and (d);
(f) the protection of health, safety and security of
individuals;
(g) the overriding business interests of the controller, in
particular the protection of intellectual property rights,
trade secrets or reputation or the preservation of
confidentiality in business transactions;
(h) the protection of the data subject or the rights and
freedoms of others.
2. IA parti&ylar, aAY The Union or Member States may
adopt legislative measure restricting the rights referred to
in paragraph 1 for the purposes referred to in paragraph 1
section (a) to (h), which shall contain specific provisions at
least as to the objectives to be pursued by the processing
and the determination of the controller.
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Article 22
Responsibility of the controller
1. The controller shall adopt policies and implement
appropriate measures to ensure and be able to
demonstrate that the processing of personal data is
performed in compliance with this Regulation.

Article 22
Responsibility of the controller
1. The controller shall adopt appropriate policies and
implement appropriate measures to ensure and be able to
demonstrate that the processing of personal data is
performed in compliance with this Regulation.

2. The measures provided for in paragraph 1 shall in
particular include:
(a) keeping the documentation pursuant to Article 28;
(b) implementing the data security requirements laid down
in Article 30;

2. The measures provided for in paragraph 1 shall in
particular include:
(a) keeping the documentation pursuant to Article 28;
(b) implementing the data security requirements laid down
in Article 30;

(c) performing a data protection impact assessment
pursuant to Article 33;
(d) complying with the requirements for prior authorisation
or prior consultation of the supervisory authority pursuant
to Article 34(1) and (2);

(c) performing a data protection impact assessment
pursuant to Article 33;
(d) complying with the requirements for prior authorisation
er prier 69AswitatieA of the supervisory authority pursuant
to Article 34(1) and (2);

(e) designating a data protection
35(1).

officer pursuant to Article

(e) designating a data protection
35(1).

3. The controller shall implement

mechanisms to ensure

3. The controller shall implement appropriate mechanisms
to ensure the verification of the effectiveness of the
measures referred to in paragraphs 1 and 2. If
proportionate, this verification shall be carried out by
independent internal or external auditors.

the verification of the effectiveness of the measures
referred to in paragraphs 1 and 2. If proportionate, this
verification shall be carried out by independent internal or
external auditors.

officer pursuant to Article

4. Paragraphs 1, 2 and 3 of this article, do not apply to
controllers, which are part of a group of undertakings,
provided such group of undertakings, through its main
establishment or otherwise, has implemented a common
framework of policies and measures as referred to in
paragraphs 1 and 2, which cover the processing of
personal data by such controllers.
5. Paragraphs 1 and 3 shall also not apply if and insofar as
the controller is subject to a similar obligation by virtue of
Union law and under supervision of an independent
sectorial supervisory authority.
4. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of
specifying any further criteria and requirements for
appropriate measures referred to in paragraph 1 other than
those already referred to in paragraph 2, the conditions for
the verification and auditing mechanisms referred to in

6. (deleted)

paragraph 3 and as regards the criteria for proportionality
under paragraph 3, and considering specific measures for
micro, small and medium-sized-enterprises.
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Justification 21.4 (deleted)
There is :10 need jor such power s
Article 23
Data protection by design and by default
1. Having regard to the state of the art and the cost of
implementation, the controller shall, both at the time of

Article 23
Data protection
1. (deleted)

by design and by default

the determination of the means for processing and at the
time of the processing itself, implement appropriate
technical and organisational measures and procedures in
such a way that the processing will meet the requirements
of this Regulation and ensure the protection of the rights of
the data subject.
2. The controller shall implement mechanisms for ensuring
that, by default, only those personal data are processed
which are necessary for each specific purpose of the
processing and are especially not collected or retained
beyond the minimum necessary for those purposes, both in
terms of the amount ofthe data and the time of their
storage. In particular, those mechanisms shall ensure that
by default personal data are not made accessible to an
indefinite number of individuals.

3. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of
specifying any further criteria and requirements for
appropriate measures and mechanisms referred to in
paragraph 1 and 2, in particular for data protection by
design requirements applicable across sectors, products
and services.

2. The controller shall implement mechanisms for ensuring
that, by default, only those personal data are processed
which are necessary for each specific purpose of the
processing and are especially not collected or retained
beyond the minimum necessary for those purposes, both in
terms of the amount of the data and the time of their
storage. In particular, those mechanisms shall ensure that
by default personal data, other than user-generated
content, are not made accessible to an indefinite number
of individuals, unless justified pursuant to Article S(a), (b)
and (c).
3. (deleted)

4. The Commission may lay down technical standards for

3. The Commission may lay down technical standards for

the requirements laid down in paragraph 1 and 2. Those
implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 87(2).

the requirements laid down in paragraph 1 and 2. Those
implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 87(2).
Justification 23.1 (deleted)
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Justification
There is

13.3 (deleted)
ncecff:J1 such powers.

others, the joint controllers shall determine their respective
responsibilities for compliance with the obligations under
this Regulation, in particular as regards the procedures and

Article 24
Joint controllers
1. Where a controller determines the purposes, conditions
and means of the processing of personal data jointly with
others, the joint controllers shall determine their respective
responsibilities for compliance with the obligations under
this Regulation, in particular as regards the procedures and

mechanisms for exercising the rights of the data subject, by
means of an arrangement between them.

mechanisms for exercising the rights of the data subject, by
means of an arrangement between them.

Article 24
Joint controllers
Where a controller determines the purposes, conditions
and means of the processing of personal data jointly with

2. Where no arrangement

has been established, the data
subject may exercise his rights as referred to in Articles 15
to 20 against any of the controllers
processing.

involved in the

3. Paragraph 1 shall not apply where all controllers
involved in the processing belong to the same group of
undertakings.
Justification 24.2
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Justification 24.3
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Article 25
Representatives
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Article 25
Representatives
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of controllers

not established in the

Union
1. In the situation referred to in Article 3(2), the controller
shall designate a representative in the Union.

Union
1. In the situation referred to in Article 3(2), the controller
shall designate a representative in the Union.

2. This obligation shall not apply to:
(a) a controller established in a third country where the
Commission has decided that the third country ensures an
adequate level of protection in accordance with Article 41;

2. This obligation shall not apply to:
(a) a controller established in a third country where the
Commission has decided that the third country ensures an
adequate level of protection in accordance with Article 41;

or
(b) an enterprise employing fewer than 250 persons; or

or
(b) an enterprise employing fewer than 250 persons; or

(c) a public authority or body; or
(d) a controller offering only occasionally goods or services

(c) a public authority or body; or
(d) a controller, who does not direct 9JfeFiAII9Aly
96&isi9Aill',· goods or services to data subjects residing in

to data subjects residing in the Union.

the Union.
3. The representative shall be established in one of those
Member States where the data subjects whose personal
data are processed in relation to the offering of goods or
services to them, or whose behaviour is monitored, reside.

3. The representative shall be established in one of those
Member States where the data subjects whose personal
data are processed in relation to the offering of goods or
services to them, or whose behaviour is monitored, reside.

4. The designation of a representative by the controller
shall be without prejudice to legal actions which could be

4. The designation of a representative by the controller
shall be without prejudice to legal actions which could be

initiated against the controller

initiated against the controller

itself.

itself.
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Justification
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Article 26
Processor
1. Where a processing operation is to be carried out on
behalf of a controller, the controller shall choose a
processor providing sufficient guarantees
to implement

Article 26
Processor
1. Where a processing

appropriate technical and organisational
measures and
procedures in such a way that the processing will meet the
requirements
of this Regulation and ensure the protection
of the rights of the data subject, in particular in respect of

appropriate
procedures

operation

is to be carried out on

behalf of a controller, the controller shall choose a
processor providing sufficient guarantees to implement
technical and organisational
measures and
in such a way that the processing will meet the

the technical security measures and organizational
measures governing the processing to be carried out and

requirements
of this Regulation aAri eASW~@'lie p~s'e"isA
sf 'lie ~i811's sf "I@ ria'a swlJje", in particular in respect of
the technical security measures and organizational
measures governing the processing to be carried out and

shall ensure compliance

shall ensure compliance

with those

measures.

with those measures.

2. The carrying out of processing by a processor shall be
governed by a contract or other legal act binding the
processor to the controller and stipulating in particular that

2. The carrying out of processing by a processor shall be
governed by a contract or other IetlaI act, documented
in
writing, binding the processor to the controller. aAri, "'lIe~e

the processor shall:
(a) act only on instructions from the controller, in
particular, where the transfer of the personal data used is

~

prohibited;
(b) employ only staff who have committed themselves
confidentiality or are under a statutory obligation of

to

confidentiality;
(c) take all required measures pursuant to Article 30;
(d) enlist another processor only with the prior permission
of the controller;
(e) insofar as this is possible given the nature of the
processing, create in agreement
with the controller the
necessary technical and organisational
requirements
for
the fulfilment of the controller's obligation to respond to
requests for exercising the data subject's rights laid down in
Chapter III;
(f) assist the controller in ensuring compliance with the
obligations pursuant to Articles 30 to 34;
(g) hand over all results to the controller after the end of
the processing and not process the personal data
otherwise;
(h) make available to the controller
authority all information necessary
with the obligations

allll~spFiate,
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and the supervisory
to control compliance

laid down in this Article.

atllef'''isej
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3. The controller and the processor
writing the controller's instructions
obligations referred to in paragraph

shall document in
and the processor's
2.

lailllla"'A

iR 'llis ARiele
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iR
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3. The processor shall provide the controller with all
information
necessary for the controller to meet his
obligations under this Regulation.

4. If a processor processes personal data other than as
instructed by the controller, the processor shall be
considered to be a controller in respect of that processing
and shall be subject to the rules on joint controllers laid
down in Article 24.
5. The Commission shall be empowered
to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and requirements

for the

4. If a processor processes personal data other than as
instructed by the controller, the processor shall be
considered to be a controller in respect of that processing
and where relevant shall be subject to the rules on joint
controllers laid down in Article 24.
5. (deleted)
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responsibilities, duties and tasks in relation to a processor
in line with paragraph 1, and conditions which allow
facilitating the processing of personal data within a group
of undertakings, in particular for the purposes of control
and reporting.
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Article 26.5
There h,
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processor
The processor and any person acting under the authority of
the controller or of the processor who has access to
personal data shall not process them except on instructions
from the controller, unless required to do so by Union or

Article 27
Confidentiality of processing
The processor and any person acting under the authority of
the controller or of the processor who has access to
personal data shall keep the personal data confidential
and shall not process them except on instructions from the
controller, unless required to do so by Union or Member

Member State law.

State law.

Article 27
Processing under the authority

of the controller

and

Justification 27
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Article 28
Documentation
1. Each controller and processor and, if any, the controller's

Article 28
Documentation
1. Each controller aAIi praGessar a.., if aA'h elle GaAerallsr's

representative, shall maintain documentation
processing operations under its responsibility.

represeAeaeh'e, shall maintain liaEYlReAeaeiaA an overview
of all processing operations under its responsibility, which
pose a high degree of risk to the fundamental rights of the
data subjects, in particular their right to privacy, pursuant
to the outcome of the privacy impact assessment as

of all

Page 68

referred to in article 33,
2. The documentation

shall contain at least the following

2. The IIS6YlAeAtatisA overview

shall contain at least the

information:
(a) the name and contact details of the controller, or any
joint controller or processor, and of the representative, if

following information:
(a) the name aAIi 6sAta6t lIetaiis of the controller, or any
joint controller or processor, and of the representative, if

any;
(b) the name and contact details of the data protection

any;
1111 tile AalAe aAIi 6sAta6t lIetails sf tile lIata IIFste6tiSA

officer, if any;
(c) the purposes of the processing, including the legitimate
interests pursued by the controller where the processing is
based on point (f) of Article 6(1);
(d) a description of categories of data subjects and of the

Sffi6eF, if aA';i
(c) the purposes of the processing, including the legitimate
interests pursued by the controller where the processing is
based on point (f) of Article 6(1);
(d) a description of categories of data subjects and of the

categories of personal data relating to them;
(e) the recipients or categories of recipients of the personal

categories of personal data relating to them;
(e) the recipients or categories of recipients of the personal

data, including the controllers to whom personal data are
disclosed for the legitimate interest pursued by them;
(f) where applicable, transfers of data to a third country or
an international organisation, including the identification of
that third country or international organisation and, in case
of transfers referred to in point (h) of Article 44(1), the
documentation of appropriate safeguards;
(g) a general indication of the time limits for erasure of the

data, including the controllers to whom personal data are
disclosed for the legitimate interest pursued by them;
(f) where applicable, transfers of data to a third country or
an international organisation, including the identification of
that third country or international organisation and, in case
of transfers referred to in point (h) of Article 44(1), the
documentation of appropriate safeguards;
(g) a general indication of the time limits for erasure of the

different categories of data;
(h) the description of the mechanisms referred to in Article

different categories of data;
(h) the description of the mechanisms referred to in Article

22(3).

22(3).

3. The controller and the processor and, if any, the
controller's representative, shall make the documentation

3. The controller aAIi tile IIFs6esssF aAIi or, if any, the
controller's representative, shall make the documentation
available, on request, to the supervisory authority.

available, on request, to the supervisory authority.
4. The obligations referred to in paragraphs 1and 2 shall
not apply to the following controllers and processors:
(a) a natural person processing personal data without a
commercial interest; or
(b) an enterprise or an organisation employing fewer than
250 persons that is processing personal data only as an
activity ancillary to its main activities.
5. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and requirements for the
documentation referred to in paragraph 1, to take account
of in particular the responsibilities of the controller and the
processor and, if any, the controller's
6. The Commission may
documentation referred
implementing acts shall
examination procedure

4. The obligations referred to in paragraphs 1 and 2 shall
not apply to tile fslis"'iAII 6sAtFslieFS aAIIIIFs6esssFS'
~
natural persons processing personal data without a
commercial interest.TQI'
1111 aA BAteFIiFise SFaA SFllaAisatisA elAlIlsyiAII femeF tllaA
l59 lIeFSsAstllat is IIFs6essiAlllleFSsAailiata
sAI'( as aA
a6ti"it'( aA6i11a••••ts its lAaiA a6ti·';ties
5. (deleted)

representative.

lay down standard forms for the
to in paragraph 1. Those
be adopted in accordance with the
referred to in Article 87(2).

6. The Commission may
documentation referred
implementing acts shall
examination procedure
Justification
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28.3
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to the supervisory
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make

authority.
has

the documentotion
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been proposed

in Art.

26(3)

(new).

Justification

28.4

As size is not relevant,

Art. 28.4(b)

can be deieted.

Justification 28.5
There Is no need fOl such powers.

of its duties, in particular by providing the information
referred to in point (a) of Article 53(2) and by granting
access as provided in point (b) of that paragraph.

Article 29
Co-operation with the supervisory authority
1. The controller and the processor and, if any, the
representative of the controller, shall co-operate, on
request, with the supervisory authority in the performance
of its duties, in particular by providing the information
referred to in point (a) of Article 53(2) and by granting
access as provided in point (b) of that paragraph.

2. In response to the supervisory authority's

2. In response to the supervisory authority's

Article 29
Co-operation with the supervisory authority
1. The controller and the processor and, if any, the
representative of the controller, shall co-operate, on
request, with the supervisory authority in the performance

exercise of its

exercise of its
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powers under Article 53(2), the controller and the
processor shall reply to the supervisory authority within a
reasonable period to be specified by the supervisory
authority. The reply shall include a description of the
measures taken and the results achieved, in response to
the remarks of the supervisory authority.

powers under Article 53(2), the controller and the
processor shall reply to the supervisory authority within a
reasonable period to be specified by the supervisory
authority. The reply shall include a description of the
measures taken and the results achieved, in response to
the remarks of the supervisory authority.
3. Where the supervisory authority requires the
cooperation of a processor, the supervisory authority shall
allow the relevant controller or controllers to protect their
interests.
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Article 30

Article 30

Security of processing
1. The controller and the processor shall implement
appropriate technical and organisational measures to
ensure a level of security appropriate to the risks
represented by the processing and the nature of the
personal data to be protected, having regard to the state of
the art and the costs of their implementation.

Security of processing
1. The controller aRIi tile pF96e559Fshall implement
appropriate technical and organisational measures to
ensure a level of security appropriate to the risks
represented by the processing and the nature of the
personal data to be protected, having regard to the state of
the art and the costs of their implementation.

2. The controller and the processor shall, following an
evaluation of the risks, take the measures referred to in
paragraph 1 to protect personal data against accidental or
unlawful destruction or accidental loss and to prevent any
unlawful forms of processing, in particular any
unauthorised disclosure, dissemination or access, or

2. The controller aRIi tile pF96e559Fshall, following an
evaluation of the risks, take the measures referred to in
paragraph 1 to protect personal data against aCCidental or
unlawful destruction or accidental loss and to prevent aFI¥
YRla",tyl t9FFR5et pFgee55iRIl, in particular, any
unauthorised access, use, disclosure, dissemination &F

alteration of personal data.

aEEe5S,or alteration

3. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further

3. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further

specifying the criteria and conditions for the technical and
organisational measures referred to in paragraphs 1 and 2,
including the determinations of what constitutes the state
of the art, for specific sectors and in specific data
processing situations, in particular taking account of
developments in technology and solutions for privacy by
design and data protection by default, unless paragraph 4

specifying the criteria and conditions for the technical and
organisational measures referred to in paragraphs 1 and 2,
including the determinations of what constitutes the state
of the art, for specific sectors and in specific data
processing situations, in particular taking account of
developments in technology and solutions for privacy by
design and data protection by default, unless paragraph 4

applies.

applies.

4. The Commission may adopt, where necessary,
implementing acts for specifying the requirements laid
down in paragraphs 1 and 2 to various situations, in

4. The Commission may adopt, where necessary,
implementing acts for specifying the requirements laid
down in paragraphs 1 and 2 to various situations, in

particular to:
(a) prevent any unauthorised access to personal data;
(b) prevent any unauthorised disclosure, reading, copying,

particular to:
(a) prevent any unauthorised
(b) prevent any unauthorised

modification, erasure or removal of personal data;
(c) ensure the verification of the lawfulness of processing

modification, erasure or removal of personal data;
(c) ensure the verification of the lawfulness of processing

operations.

operations.

Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 87(2).

Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 87(2).
Justification
There
dete(!))

of personal data.

30.1

5.' 'Jui';_! he C/O "ity'
";r;q

access to personal data;
disclosure, reading, copying,

the (t':7,J;red

on '.I/ho is u:'timotely
securitv

fneOSUf2S

.r·'jp0rJsiLlfe
;,'!

any

J>

Page 71

sect/rit\,

,~,II-;{7Sur('5

"I'

incredsc

)J._)ienlentt>(1

" ~itonOf!)();'i5

costs JOI

',v bv

It U

tn:'ons ti· ;~

both 'j',',:>?':, oj the' t(iblc could hm'c a'iffere,"~
or; ~vhu:
spo_;,-itv n:cos:.;(es :.vould be (Ol;'-, '},::red "a,o,:"",JpriOte"
it

rht"efL~:~?'
r2Spor"-

rP20SU(('.,"

:rterc:;:
pro(ess.

thu:

:>'e for Ult_' imple,rnent,)t;:,"'
rUltht.'!n~O!ei

'.'.,;U-: res,ct.'lt
,'S 01L7"/

c.:h:se

the

iJoth partie'

orr"

of "oppls~~Jfiate

p,-.._1,:t?ssOr

i::: Of~:_'finut

to the dn[~' J'ievcrUh';'e,<;,
(h>::._;/: CUSt._ '~)e:5 (ti:,;_'

<;ecu'

ti,e

It'spon5,'~'''?

the

Justification

•

30.2

Article 31
Notification of a personal data breach to the supervisory
authority
1. In the case of a personal data breach, the controller shall
without undue delay and, where feasible, not later than 24
hours after having become aware of it, notify the personal
data breach to the supervisory authority. The notification to
the supervisory authority shall be accompanied by a
reasoned justification in cases where it is not made within
24 hours.

Article 31
Notification of a personal data breach to the supervisory
authority
1. IRtile 'a58 sf a peF5sRai sata IIFea,II, Where a personal
data breach is likely to have a significant adverse effect on
the interests, rights and freedoms of the data subjects,
especially their right to privacy, the controller, after having
become aware of it, shall without ~
unreasonable
delay aRs, "'lIeFe feasillle, R8t lateF tllaR l4 !!811F5
atteF
lIa"iRlllle,sFR8 a"'aF8 sf it, notify the personal data breach
to the supervisory authority. T118Rstifi,atisR ts tile
5I1pe"'i58"1'alltll8Fit•••511allileaEE9FRpaRies11'/a Feas9Res
jll5tifi,atisR iR ,a5e5 ",lIeFe it i5 RSt FRase "'itlliR :14IISIIF5

2. Pursuant to point (f) of Article 26(2), the processor shall
alert and inform the controller immediately after the
establishment of a personal data breach.

2. PYF511aRt
ts psiRt If) sf AFti,le lill), The processor shall
alert and inform the controller immediately after the
establishment of a personal data breach.
3. The notification of a personal data breach shall not be
required if the controller or the processor has
implemented appropriate technological measures, which
were applied to the data concerned by the personal data
breach, such as measures which render the data
unintelligible to any person who is not authorised to
access it.
4. In case of joint controllers or where the controller is
part of a group of undertakings, the personal data breach
may be notified by the main establishment, or by any
other controller or undertaking designated by the joint
controllers or group of undertakings.
5. Controllers shall notify the supervisory authority of the

Member State in which they are established. Where the
notification is carried out in accordance with paragraph 4,
the supervisory authority of the Member State in which

Page 72

the controller responsible for the personal data breach is
established shall be notified. Controllers which are not
established on the territory of the European Union, shall
notify the supervisory authority of the Member State in
which their representative is established.
3. The notification referred to in paragraph 1 must at least:
(a) describe the nature of the personal data breach
including the categories and number of data subjects
concerned and the categories and number of data records
concerned;
(b) communicate the identity and contact details of the
data protection officer or other contact point where more
information can be obtained;
(c) recommend measures to mitigate the possible adverse
effects of the personal data breach;
(d) describe the consequences of the personal data breach;
(e) describe the measures proposed or taken by the
controller to address the personal data breach.

6. The notification referred to in paragraphs 1 and Z must
at least:
(a) describe the nature of the personal data breach
including the categories and number of data subjects
concerned and the categories and estimated number of
data records concerned;
(b) communicate the identity and contact details of the
&;,; IlFs'e"isA SJfi68F controller or other contact pOint
where more information can be obtained;
(c) recommend measures to mitigate the possible adverse
effects of the personal data breach;
(d) describe the consequences of the personal data breach;
(e) describe the measures proposed or taken by the
controller or processor to address the personal data
breach.

4. The controller shall document any personal data
breaches, comprising the facts surrounding the breach, its
effects and the remedial action taken. This documentation
must enable the supervisory authority to verify compliance
with this Article. The documentation shall only include the
information necessary for that purpose.

7. The controller shall document any personal data
breaches, comprising the facts surrounding the breach, its
effects and the remedial action taken. This documentation
must enable the supervisory authority to verify compliance
with this Article. The documentation shall only include the
information necessary for that purpose. This obligation
shall also apply to the processor insofar as he is
responsible for the personal data breach.
8. Where a personal data breach should be notified
pursuant to the breach notification procedure of Directive
ZOOZ/58/EC, as amended by Directive ZOO9/136/EC,
paragraph 1 shall not apply.

•

s. The Commission

shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and requirements for establishing the
data breach referred to in paragraphs 1 and 2 and for the
particular circumstances in which a controller and a
processor is required to notify the personal data breach.

9. (deleted)

6. The Commission may lay down the standard format of
such notification to the supervisory authority, the
procedures applicable to the notification requirement and
the form and the modalities for the documentation
referred to in paragraph 4, including the time limits for
erasure of the information contained therein. Those
implementing acts shall be adopted in accordance with the

9. The Commission may lay down the standard format of
such notification to the supervisory authority, the
procedures applicable to the notification requirement and
the form and the modalities for the documentation
referred to in paragraph 4, including the time limits for
erasure of the information contained therein. Those
implementing acts shall be adopted in accordance with the

examination procedure referred to in Article 87(2).

examination procedure referred to in Article 87(2).
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detennined by the execution of a risk asseSSPlent similar to
the pllvacy Impact assessment
referred to in article 33.
Pursuant to paragraph 8 (new), the Commission may adopt
standards for the determination
af such risk, e.g., simi/al to
the standards far notifying prodlict safety issues in the EU
Furthel more, as the priority of the controller in case of a
personal data breach should be to address the breach and
to I;mit its consequences.
the 24 hour time window for the
notification is deleted and replaced by "without
unreasonable delay". It's up to the supervisolY authority to
determine whether in a particular case the delay was
reasonoble.
See also amendment
to Article 32.
Justification

31.3 (new)

The use of encryption techniques significantly reduce - and
in some cases even negate - the risk of a personal data
breach to the rights and freedoms of the data subject.
Therefore. in order to maintain the proportionality
between
the administrative
burden to notify the supervisory
authority and the risk which the personal data breach poses
to the data subject, security breaches which involve
encrypted
authonty.

data should not be notified to the supervisory
Moreover. the fact that the Commission's

proposal excfuded encrypted data from the notification
obligation to the data subject, but not from the notification
obligation to the supervisory authority. signifies
unreasonable distrust in organisotians and does not
stimulate them to invest in encryption techniques to protect
the dow.
Justification 31.4 (new)
In order to avoid multiple

notifications

for the same

personal dato breach. the supervisory authority may be
notified by the main establishment,
which is likely to have
the expertise, or by the contlOffer designated by the glOup
or joint controllers in case the controfler responsible fOI the
personol dato breach is port of a group of companies or
where multiple contlOfler are responsible for the pelsonal
data bleach.

•

Justification 31.5 (new)
This amendment
clarifies which supervisory authority must
be notified. This amendment
is especiafly important in cases
where persons II) multiple member states are affected by
the data breach. as to ovoid that the some breach must be
notified in multiple member states. thus reducing the
administrative
burden.
Justification 31.6 (new)
- ad A: As the actual number of dota records is often
unknown, the controfler should only notify an estimated
numbel. This is especially important in view of the fact that
incompiete notification may be fined pursuant to Article 79.
- ad B: in case of a personal data breach, the supervisory
outhollty should always contact the controller, and not
bypass the controller and go directly to the DPO. However,
if the controller so chooses, the DPO could be mentioned as
contact person for the controllel However. this should not
be codified.
Justification 31.8 (new)
Telecom providers ore already subject

to 0 bleach
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31.5 (deleted)

Article 32
Communication of a personal data breach to the data
subject
1. When the personal data breach is likely to adversely
affect the protection of the personal data or privacy of the
data subject, the controller shall, after the notification

Article 32
Communication
subject

referred to in Article 31, communicate the personal data
breach to the data subject without undue delay.

referred to in Article 31, communicate the personal data
breach to the data subject without WR4we unreasonable

of a personal data breach to the data

1. wileR elle peFSsRal ElaeaInn'lI
is liI.el'f es aEl"BFsel'j'
affe&c elle pFsee&CisRsf elle peFSsRal ElaeaSFpFi"a,'f sf elle
Elata sllllje&c, The controller shall, after the notification

delay, unless this is factually impossible or would require a
disproportionate
effort on the part of the controller.
2. In case of joint controllers or where the controller is
part of a group of undertakings, the personal data breach
may be communicated by the main establishment, if any,
or by any other controller or undertaking designated by
the joint controllers or group of undertakings.
2. The communication to the data subject referred to in
paragraph 1shall describe the nature of the personal data
breach and contain at least the information and the
recommendations provided for in points (b) and (c) of
Article 31(3).

3. The communication to the data subject referred to in
paragraph 1 shall describe the nature of the personal data
breach and contain at least the information and the
recommendations provided for in points (b) and (c) of
Article 31(~).

3. The communication of a personal data breach to the data
subject shall not be required if the controller demonstrates
to the satisfaction of the supervisory authority that it has
implemented appropriate technological protection
measures, and that those measures were applied to the
data concerned by the personal data breach. Such

4. (deleted in favour of art. 31.3 new)

technological protection measures shall render the data
unintelligible to any person who is not authorised to access

•

it.
4. Without prejudice to the controller's obligation to
communicate the personal data breach to the data subject,
if the controller has not already communicated the
personal data breach to the data subject of the personal
data breach, the supervisory authority; having considered
the likely adverse effects of the breach, may require it to do

5. Without prejudice to the controller's obligation to
communicate the personal data breach to the data subject,
if the controller has not already communicated the
personal data breach to the data subject of the personal
data breach, the supervisory authority, having considered
the likely adverse effects of the breach, may require it to do

w.

m

5. The Commission shall be empowered

to adopt delegated

6. (deleted)

acts in accordance with Article 86 for the purpose of further
specifying the criteria and requirements as to the
circumstances in which a personal data breach is likely to
adversely affect the personal data referred to in paragraph
1.
6. The Commission may lay down the format of the
communication to the data subject referred to in paragraph
1 and the procedures applicable to that communication.
Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 87(2).

6. The Commission may lay down the format of the
communication to the data subject referred to in paragraph
1 and the procedures applicable to that communication.
Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 87(2).
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Justification 32.1
This omendment
in the first sentence correspcnds ~vith the
ornendn~t!ntto article 31(1). FU/ thermore, the contro/le!
should r~']tbe required to inform ~he doto 5ub_:ects in case
the dotl]

subjects

case of c foss of

to the control'c'r (e.g. in
ity video tope) or in ce_')!? of the

ore unkno."vn
(7

5t?CW

notijicClt,-on would require 0 disproportionate' i;ffort on tht'
port of t:;e controiie: (e.g., in COSe" the control''2r does not
dispose Df the contect

details of the data subj"-:'ctsj.

Justification 32.2
(see Justficntion to Article 31(4) !l2W).
Justification 32.4 (new)
As the rutijicatlOn t(i the dow

suhJect /0110\/v5 the

notdico:ion to

(wthority

the

supervisory

per

Pdragroph

32(1). t/;t' e>::ception is no longer fer-wireci Ifth':? ornendment
to Artlc/,' 31(3)n2w is accepted.
Justification 32.6
The(e is ::0 need for such po'.;ver
Article 33
Data protection impact assessment
1. Where processing operations present specific risks to the
rights and freedoms of data subjects by virtue of their
nature, their scope or their purposes, the controller or the
processor acting on the controller's behalf shall carry out an
assessment of the impact of the envisaged processing
operations on the protection of personal data.

2. The following processing operations in particular present
specific risks referred to in paragraph 1:
(a) a systematic and extensive evaluation of personal
aspects relating to a natural person or for analysing or
predicting in particular the natural person's economic
situation, location, health, personal preferences, reliability
or behaviour, which is based on automated processing and
on which measures are based that produce legal effects
concerning the individual or significantly affect the
individual;
(b) information

on sex life, health, race and ethnic origin or

for the provision of health care, epidemiological researches,
or surveys of mental or infectious diseases, where the data
are processed for taking measures or decisions regarding
specific individuals on a large scale;
(c) monitoring publicly accessible areas, especially when
using optic-electronic devices (video surveillance) on a large
scale;
(d) personal data in large scale filing systems on children,
genetic data or biometric data;
(e) other processing operations for which the consultation
of the supervisory authority

5.

Article 33
ga~a pr9~eGti9R Privacy impact assessment
1. Where processing operations are likely to present
spe6Ui6 high degree of risks to the rights and freedoms of
data subjects by virtue of their nature, their scope or their
purposes, the controller 9r ~lIe prgeeSS9r ael;iRg 9R ~lIe
'9R~r9I1er's lIellalf shall carry out an assessment of the
impact of the envisaged processing operations on the
PFG~e"i9R af persaRal rla~a the rights and freedoms of the
data subjects, especially their right to privacy.
2. The following processing operations in particular present
spe6Ui6 high risks referred to in paragraph 1:
(a) a systematic and extensive evaluation of personal
aspects relating to a natural person or for analysing or
predicting in particular the natural person's economic
situation, location, health, personal preferences, reliability
or behaviour, which is based on automated processing and
on which measures are based that produce legal effects
concerning the individual or significantly affect the
individual;
(b) information on sex life, health, race and ethnic origin or
for the provision of health care, epidemiological researches,
or surveys of mental or infectious diseases, where the data
are processed for taking measures or decisions regarding
specific individuals on a large scale;
(c) monitoring publicly accessible areas, especially when
using optic-electronic devices (video surveillance) on a large
scale;
(d) personal data in large scale filing systems on children,
genetic data or biometric data;
(e) (deleted in view of amendment to article 34(2)(b).)

is required pursuant to point

(b) of Article 34(2).
3. The assessment shall contain at least a general
description of the envisaged processing operations, an
assessment of the risks to the rights and freedoms of data
subjects, the measures envisaged to address the risks,
safeguards, security measures and mechanisms to ensure
the protection of personal data and to demonstrate
compliance with this Regulation, taking into account the

3. The assessment shall contain at least a general
description of the envisaged processing operations, an
assessment of the risks to the rights and freedoms of data
subjects, the measures envisaged to address the risks,
safeguards, security measures and mechanisms to ensure
the protection of personal data and to demonstrate
compliance with this Regulation, taking into account the

Opmerking_: In view of the
proposal on 33.5 (new), it should be
considered to deleted 32.2 alltogether.
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rights and legitimate interests of data subjects and other
persons concerned.

rights and legitimate interests of data subjects and other
persons concerned.

4. The controller shall seek the views of data subjects or
their representatives on the intended processing, without
prejudice to the protection of commercial or public
interests or the security of the processing operations.

4. (deleted)

5. Where the controller is a public authority or body and
where the processing results from a legal obligation
pursuant to point (c) of Article 6(1) providing for rules and
procedures pertaining to the processing operations and
regulated by Union law, paragraphs 1to 4 shall not apply,
unless Member States deem it necessary to carry out such
assessment prior to the processing activities.

4. Where the controller is a public authority or body and
where the processing results from a legal obligation
pursuant to point (c) of Article 6(1) providing for rules and

6. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and conditions for the processing
operations likely to present specific risks referred to in

5. The Commission shall lie empa"'eFeli

paragraphs 1 and 2 and the requirements for the
assessment referred to in paragraph 3, including conditions
for scalability, verification and auditability. In doing so, the
Commission shall conSider specific measures for micro,
small and medium-sized enterprises.

7. The Commission may specify standards and procedures
for carrying out and verifying and auditing the assessment
referred to in paragraph 3. Those implementing acts shall
be adopted in accordance with the examination procedure
referred to in Article 87(2).

procedures pertaining to the processing operations and
regulated by Union law, paragraphs 1to 4 shall not apply,
unless Member States deem it necessary to carry out such
assessment prior to the processing activities.
ta asapt
selesates aRS iR a5GaFSaRee"'itll AFtiele Iii faF tile
pWFpaseaf fwFtllsF speei~iRS tile eFiteFia aRs eaRliitiaRs
faF tile pFaee55iRSapeFatiaR5 IiIlsl'" ta PFSSSRtspseifie
Fisl15FsfsFFBSta iR paFaSFaplls 1 aRs ~ aRs tllB
FBllwiFsmeRts faF tlls assessmBRt FefeFFBsta iR paFaSFapll
i, iRelwliiRIl eaRliitisRS fSF sealallility, "eFifieatisR aRIi
awsitallility
encourage. in particular at the European
level, the establishment of common criteria for
determining the level of risk of the processing operations
as well as the execution of privacy impact assessments,
taking into account the specific features of the various
sectors, the size of the controller, the nature of the data,
the consequences of the processing for the data subjects
and the nature of the processing operations. IR saiRS sa,
tile 'smmissisR sllall eSRsilieF speeifie meaSWFesfSF
mieFs, small aRs mesiwm SiiSS sRteFpFises
6. The Commission may specify standards and procedures
for carrying out and verifying and auditing the assessment
referred to in paragraph 3. Those implementing acts shall
be adopted in accordance with the examination procedure
referred to in Article 87(2).
Justification
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e.'(ist int";pective

of ony mitigation.

See also the amen{itnents

Justification
{n

to

33.4 (deleted)
it is Joctualfy

mOfly CG:ies

Ofti:

'es

28, 340/

impossible

d 35.

to 5ee,~' the views

of

the dati! subjects (e.g., in case the controller starts
somethii~g frorn suotch and does not already dispose of trt?
persona,' dcta). Thert!fore, the requirement is deleted. OJ
CDurst', in some coses, the intent of ,Uaragrapn 4 is
accolnp,::sheci

via other

the cons'_;/totlOfl
privacy

iSS

cases,

th:;,

/egolly

ups subject

to labour

pnrogrooh

4 would

Justification 33.5 (new)
As dato ,~;roc['ssinG operations

and from

sector

required

proce)ures,

such (;')

of ~vorks councils ~vith regn,'j to ernp!oYt't!

organisation

lo'.v requiref)12nts.

In such

not odd any va ,-Ie

rn, V differ trol!l

to o'ganisation,

sector

to

a lot of

is needed wirh regard ta the way pl,vary impact
ossessn'''!nts
ore performed.
Hov"t!ver,
in order to ensurt"

!'exibilft:"

thot

thl::' Pf/'l..s

in the

various

secto:

5

and

O(g(]O

<;otions Oft?

compO:c"ible with respect to the;! qualitv (espt:'cia//y in Vie'.'.
of the o:';endrnents
to articles 25 ond 35), the Commissiorc
should e~1Colirage the development
of standu'ds
rother
than 170'.'2 the povier to adopt de,.'cgoted acts. Standnrds
moY' be devdoped as port of self-regulatIOn
it: sectors
Or
orgoniset/ons,

as
Article 34
Prior authorisation and prior consultation
1. The controller or the processor as the case may be shall
obtain an authorisation from the supervisory authority
prior to the processing of personal data, in order to ensure
the compliance of the intended processing with this
Regulation and in particular to mitigate the risks involved
for the data subjects where a controller or processor
adopts contractual clauses as provided for in point (d) of

to

thr::' criteria

and the Comrnissicn
/1)(

should

provide

guidon

.-P

PIAs.

Article 34
Prior authorisation and prior consultation
1. The controller, or the processor as the case may be, shall
obtain an authorisation from the supervisory authority
prior to the processing of personal data, iA aFrieF 'a eASIIFe
,!:Ie eaA'lpliaAee af ,!:Ie iA'eArieri pFaeessiAIl "'i'!:I '!:lis
Regllla'iaA aAri iA paFtieYlaF ta A'litiga'e ,!:Ie Fisl(s iA"al"eri
faF '~e aa'a sllllje"s where a controller or processor
adopts contractual clauses as provided for in point (d) of

Article 42(2) or does not provide for the appropriate
safeguards in a legally binding instrument as referred to in
Article 42(5) forthe transfer of personal data to a third
country or an international organisation.

Article 42(2) or does not provide for the appropriate
safeguards in a legally binding instrument as referred to in
Article 42(5) for the transfer of personal data to a third
country or an international organisation.

2. The controller or processor acting on the controller's
behalf shall consult the supervisory authority prior to the
processing of personal data in order to ensure the
compliance of the intended processing with this Regulation
and in particular to mitigate the risks involved for the data

2. (deleted)

Opmerking_:

sufficient

legal protection

for the controller

against the poSition of the supervisory
authority.
Furthermore,

in order to reduce the

administrative burden, such authorisation
should only be sought in cases where the
controller cannot mitigate the risks. In
other words, the residual risks are high.
Normally,

in risk management

procedures

residual risks are accepted by
management, but Article 34(2· alternative)
should require

data subjects by virtue of their nature, their scope and/or
their purposes, and specified according to paragraph 4.

identified or mitigated, it shall prohibit the intended

Alternative proposal:
should obtain an

authorisation from the supervisory
authority, as consultation does not provide

subjects where:
(a) a data protection impact assessment as provided for in
Article 33 indicates that processing operations are by virtue
of their nature, their scope or their purposes, likely to
present a high degree of specific risks; or
(b) the supervisory authority deems it necessary to carry
out a prior consultation on processing operations that are
likely to present specific risks to the rights and freedoms of

3. Where the supervisory authority is of the opinion that
the intended proceSSing does not comply with this
Regulation, in particular where risks are insufficiently

the controller

such risk acceptance

to be

performed by the supervisory authority in
the form of an authorisation

3. (moved to par. 2 - new)

(e.g., a

permit) instead.
Paragraph21b)should be deleted in order
to maintain a level playing field between
the Member

States as well as to reduce the

administrative

burden with regard to ex-

ante enforcement.
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processing and make appropriate
incompliance.

proposals to remedy such

4. The supervisory authority shall establish and make public
a list of the processing operations which are subject to prior
consultation pursuant to point (b) of paragraph 2. The
supervisory authority shall communicate
European Data Protection Board.

4. (deleted in view of deletion par. 2)

those lists to the

5. Where the list provided for in paragraph 4 involves
processing activities which are related to the offering of
goods or services to data subjects in several Member

5. (deleted in view of deletion

par. 2)

States, or to the monitoring of their behaviour, or may
substantially affect the free movement of personal data
within the Union, the supervisory authority shall apply the
consistency mechanism referred to in Article 57 prior to the
adoption of the list.
6. The controller or processor shall provide the supervisory
authority with the data protection impact assessment
provided for in Article 33 and, on request, with any other
information to allow the supervisory authority to make an
assessment of the compliance of the processing and in
particular of the risks for the protection of personal data of
the data subject and of the related safeguards.

2. The controller gr prg,essgr shall provide the supervisory
authority with the lIa\a prg\eEtigA privacy impact
assessment prg"illell fgr as referred to in Article 33 and, on
request, with any other information to allow the
supervisory authority to make an assessment of the
compliance of the processing and in particular of the risks
for the protection of personal data of the data subject and
of the related safeguards. Where the supervisory authority
is of the opinion that the intended processing does not
comply with this Regulation, in particular where risks are
insufficiently identified or mitigated, it shall prohibit the
intended processing and make appropriate
remedy such incompliance.

proposals to

7. Member States shall consult the supervisory authority in
the preparation of a legislative measure to be adopted by
the national parliament or of a measure based on such a
legislative measure, which defines the nature of the
processing, in order to ensure the compliance of the
intended processing with this Regulation and in particu lar
to mitigate the risks involved for the data subjects.

3. Member States shall consult the supervisory authority in
the preparation of a legislative measure to be adopted by
the national parliament or of a measure based on such a
legislative measure, which defines the nature of the
processing, in order to ensure the compliance of the
intended processing with this Regulation and in particular
to mitigate the risks involved for the data subjects.

8. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and requirements for determining
the high degree of specific risk referred to in point (a) of
paragraph 2.

8. (deleted).

9. The Commission may set out standard forms and
procedures for prior authorisations and consultations
referred to in paragraphs 1 and 2, and standard forms and
procedures for informing the supervisory authorities
pursuant to paragraph 6. Those implementing acts shall be

9. The Commission may set out standard forms and
procedures for prior authorisations aAIi ,gAsyl\a\igA5
referred to in paragraphs 1~,
and standard forms and
procedures for informing the supervisory authorities
pursuant to paragraph 2. Those implementing acts shall be

adopted in accordance with the examination
referred to in Article 87(2).

adopted in accordance with the examination
referred to in Article 87(2).

procedure

procedure

Justification 34.1
De/eted ':/Ofdin~l is ,,:Jpt'f!fuous.
Justification 34.2 (deleted)
The relfe " e:nent to ~on5u!t with tht! 5uper'iis;..-·! y o~ltl;orft,y
as prop, :sed bv the Cornmission d·JES not P(O', ide sufficienr
lega! p,.;,tcctiun fu..- controllers DOC/if/st the pC';itiofl of the
SUPe! vi>~]!v authorit:,1. Therefore, in onier to f.u the,1 ,>!du(t'
tht! ocin'':f)istrutive
burden, and in view of the ;nfonnotl()1J
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Justification

34.3 (deleted)
hos

Justification

34.4 and 34.5 (deleted)

'lG.'uphs

crt!

not

re/t.'V(7C: ~i!;yrnc'rt_'

,Iter the

,-::_t pur. 3·!'} (old).

Justification 34.8 (deleted)
Ti;e:-e "II) ;,e't.:'d fe!! such
Article 35
Designation of the data protection officer
1. The controller and the processor shall designate a data

Article 35
Designation of the data protection officer
1. The controller aRd tile pFaEe55aFshall designate a data

protection officer in any case where:
(a) the processing is carried out by a public authority or

protection officer in any case where:
(a) the processing is carried out by a public authority or
public body; or
(b) the processing is carried out by an enterprise eFRpla'liRg
:l§O perssR5 aF FRaFeand the outcome of any privacy

body; or
(b) the processing is carried out by an enterprise employing
250 persons or more; or
(c) the core activities of the controller or the processor
consist of processing operations which, by virtue of their
nature, their scope and/or their purposes, require regular
and systematic monitoring of data subjects.

impact assessment, as referred to in Article 33, on the
processing related to its core activities, especially core
activities which by virtue of their nature, scope or
purposes require regular and systematic monitoring of
data subjects, indicates a high degree of risk to the rights
and freedoms of data subjects, especially their right to
privacy, irrespective of the measures taken by the
controller or processor to mitigate such risks; or
lEI tile EaFeaEti"itie5 af tile EaRtFalieF aF tile pFSEe55aF
EaR5i5t af pFaGe55iRgapeFatiaRs •••lIiEII, 11'1 "iRlle af tlleiF
RatllFe, tlleiF "ape aRd/aF tlleiF pYFpaSeS,FeEflliFeFeglllaF
aRd s'{steFRatiE FRaRitaFiRg af data sylljeEt5
In all other cases, the designation of a data protection
officer is optional.

officer.

2. IR tile Ea5e FefeFFedts iR paiRt 1111 af paFallFaplll, A
group of undertakings may appoint a single data protection
officer.

3. Where the controller or the processor is a public
authority or body, the data protection officer may be
designated for several of its entities, taking account of the
organisational structure of the public authority or body.

3. Where the controller or the processor is a public
authority or body, the data protection officer may be
designated for several of its entities, taking account of the
organisational structure of the public authority or body.

4. In cases other than those referred to in paragraph 1, the
controller or processor or associations and other bodies
representing categories of controllers or processors may
designate a data protection officer.

4. (deleted in favour of amendment

5. The controller or processor shall designate the data
protection officer on the basis of professional qualities and,
in particular, expert knowledge of data protection law and
practices and ability to fulfil the tasks referred to in Article

5.lmoved

2. In the case referred to in point (b) of paragraph 1, a
group of undertakings may appoint a single data protection

to 35.1)

to Recital 75)

37. The necessary level of expert knowledge shall be
determined in particular according to the data processing
carried out and the protection required for the personal
data processed by the controller

or the processor.

6. The controller or the processor shall ensure that any
other professional duties of the data protection officer are
compatible with the person's tasks and duties as data
protection officer and do not result in a conflict of interests.

6. The controller or the processor shall ensure that any
other professional duties of the data protection officer are
compatible with the person's tasks and duties as data
protection officer and do not result in a conflict of interests.
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7. The controller or the processor shall designate a data
protection officer for a period of at least two years. The
data protection officer may be reappointed for further
terms. During their term of office, the data protection
officer may only be dismissed, if the data protection officer
no longer fulfils the conditions required for the
performance of their duties.

7. TIle EaRtFalieFaFthe pFaeessaF shaliliesigRate

a lIata
pFate6tiaR aUieeF faF a periall af at least twa years lhe
lIata prate6tiaR affieeF FRaylie FeappaiRteli far fwrtheF
teFFRs. During their term of office, the data protection
officer may only be dismissed, if the data protection officer
no longer fulfils the conditions required for the
performance of their duties.

of a service contract.

8. The data protection officer may be employed by the
controller aF pFaeessar, or fulfil his or her tasks on the basis
of a service contract.

9. The controller or the processor shall communicate the
name and contact details of the data protection officer to
the supervisory authority and to the public.

9. The controller or the processor shall communicate the
name and contact details of the data protection officer to
the supervisory authority aRIi ta the pwillie.

10. Data subjects shall have the right to contact the data
protection officer on all issues related to the processing of
the data subject's data and to request exercising the rights

10. (deleted)

8. The data protection officer may be employed by the
controller or processor, or fulfil his or her tasks on the basis

under this Regulation.
11. The Commission shall be empowered to adopt
delegated acts in accordance with Article 86 for the
purpose of further specifying the criteria and requirements
for the core activities of the controller or the processor
referred to in point (c) of paragraph 1 and the criteria for
the professional qualities of the data protection officer
referred to in paragraph 5.

11. (deleted)

Justification

35.1

that the orgo.' is(1tiono/ size C!itt~rion
(>250 e,r~)j.Jloyee5)is not useful to diffeff'f?ti,)tt' bet~'1een
orQonis~;tions I/o/ith rr!spect to the scope of tillo:. orticle'_
Instcod. c; risk-based approach il) Article 35 v;ollfd be bett~)!
stlited tc-,' acilieve:? the goafs of this Regulation. There/ore. t,;)e
appoint:~lent
of (1 dora protect/ort
officer (DPO) should O!;/V
be requ ir ed If the dC/to processin~l cperation !eluted to its
core a(t:'~lltH?S poses a high risk. O:,.'y in such /'igh risk
5it(lotin::, tilt! obfiQotory apPoint;!lcnt
of a oro is justified
VNO--NCV:/ believes

cost?,

In ony' other
optiorlG.'_

•

means

tilt' appointment

The proposeci

of 0 DPO should

amendme,'lt

be

33( 1) 0150

to ortirle

to appoint n OPO C10(10t applv
7 her e_fore, the pro~-e5S0r has been deleted.

the obln]otion

t:,ot

the pn_:..-esso(.
Nevt?rtti"'iess,

the processor

moy

opt to appoi'lt

Justification 35.2
The de/et;(i!1 matches the amendfDent
Justification

to

a OPO.

to 351

35.4 {deleted}

The provision

flus been moved

tn

35.1.

Justification

35.5 (deleted)
of the OPO should be inclUded in the
recitals 0';, typically- OPO~5 learn on the job rot!)er thon
orrendv Dossf'ssing such cornpett'nct?s
from the start.
Furtllcrt}wre,
it is unlikely thor all OPO's helve the reL1uirc~j
The COnif)etences

competences from doy 1 the Requ/ation is in force.
Thert::jo:e. the requirement
ha5 been deleted.
Justification 35.7
In vie\.v Df labour {ow reqUirements,
0/50 binds
deleted.
ended.

the

opo,

Therefore,

the two 2-year

the minimum

term

term
should

L't:'

so OPO·s may leave their office betole the term h"5
A:'so, the minirnurn teon does not provide any odc"ied
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Justification 35.9 and 35.10
The roft_' :,! the DrO should t1t-' intt 'I:olly orie[1~:?ri. A//ocotir:,}
e:~te{no,'

',:'~ponsibi/"tie5

to the DP(

1,

such as

.0,'

JPosed

.10 (dc/2ted), cOiJicl in some ((1595 signifi,,~r:,·!tly
the til'flt' c:nd reSOii,'(eS of the OPO. Furthenn ....
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protection officer is properly and in a timely manner
involved in all issues which relate to the protection of

Article 36
Position of the data protection officer
1. Tlole69A'F91leF9F 'Iole pF96ess9F slolall eASIiFe'lola' The
data protection officer is shall properly and in a timely
manner be involved in all issues which relate to the

personal data.

protection of personal data.

2. The controller or processor shall ensure that the data
protection officer performs the duties and tasks
independently and does not receive any instructions as
regards the exercise of the function. The data protection
officer shall directly report to the management of the

2. Tiote69A'F91leF9F pF96ess9F slolall eASIiFe'lola' The data
protection officer shall perform!i the duties and tasks
independently and does not receive any instructions as
regards the exercise of the function. The data protection
officer shall directly report to ~
management e4IIe

controller or the processor.

E9A'F9IleF 9F 'Iole pF9Eess9F.

3. The controller or the processor shall support the data
protection officer in performing the tasks and shall provide

3. The controller 9F,IoIe pF96ess9F shall support the data

staff, premises, equipment and any other resources
necessary to carry out the duties and tasks referred to in

staff, premises, equipment and any other resources
necessary to carry out the duties and tasks referred to in

Article 37.

Article 37.

Article 36
Position of the data protection officer
1. The controller or the processor shall ensure that the data

protection officer in performing

the tasks and shall provide

Justification
This Orl,;~!):hnt-'nt

C()I"fPsponds

\;'.litl; the ornt'tiC'llcnt

tl)

Article 3_')(1)

•

Article 37
Tasks of the data protection officer
1. The controller or the processor shall entrust the data
protection officer at least with the following tasks:
(a) to inform and advise the controller or the processor of
their obligations pursuant to this Regulation and to
document this activity and the responses received;
(b) to monitor the implementation and application of the
poliCies of the controller or processor in relation to the
protection of personal data, including the assignment of
responsibilities, the training of staff involved in the
processing operations, and the related audits;
(c) to monitor the implementation and application of this
Regulation, in particular as to the requirements related to
data protection by design, data protection by default and
data security and to the information of data subjects and
their requests in exercising their rights under this
Regulation;
(d) to ensure that the documentation

referred to in Article

28 is maintained;
(e) to monitor the documentation, notification and
communication of personal data breaches pursuant to
Articles 31 and 32;
(f) to monitor the performance of the data protection
impact assessment by the controller or processor and the

Article 37
Tasks of the data protection officer
1. TloleE9A'FelieF 9F 'Iole pF9Eess9Fslolall eA'FIiS' The data
protection officer shall be entrusted with at least witA the
following tasks:
(a) to inform and advise the controller or the processor of
their obligations pursuant to this Regulation and to
document this activity and the responses received;
(b) to monitor the implementation and application of the
policies
by the controller or processor in relation to the
protection of personal data, including the assignment of
responsibilities, the training of staff involved in the

'*

processing operations, and the related audits;
(c) to monitor the implementation and application of this
Regulation, in particular as to the requirements related to
data protection by design, data protection by default and
data security and to the information of data subjects and
their requests in exercising their rights under this
Regulation;
(d) to ensure that the documentation

referred to in Article

28 is maintained;
(e) to monitor the documentation, notification and
communication of personal data breaches pursuant to
Articles 31 and 32;
(f) to monitor the performance

of the data protection

Page 82

application for prior authorisation
or prior consultation,
if
required pursuant Articles 33 and 34;
(g) to monitor the response to requests from the
supervisory authority, and, within the sphere of the data
protection officer's competence,
co-operating
with the
supervisory authority at the latter's request or on the data
protection officer's own initiative;
(h) to act as the contact pOint for the supervisory authority
on issues related to the processing and consult with the
supervisory authority, if appropriate,
on his/her own
initiative.

2. The Commission shall be empowered
to adopt delegated
acts in accordance with Article 86 for the purpose of further

•

impact assessment
by the controller or processor and the
application for prior authorisation
sr prisr 6sA5wltatisA, if
required pursuant Articles 33 and 34;
(g) to monitor the response to requests from the
supervisory authority, and, within the sphere of the data
protection officer's competence,
co-operating
with the
supervisory authority at the latter's request or on the data
protection officer's own initiative;
(h) to aet a5 tile 6sAtaet PSiAt tsr tile swpeA'isary awtllarit',
aA isswes relatell ta tile pra6essiAil aAIl consult with the
supervisory authority, if appropriate,
on his/her own
initiative.
2. (deleted)

specifying the criteria and requirements
for tasks,
certification, status, powers and resources of the data
protection officer referred to in paragraph 1.
Justification

Justification
The,";'.'5 ':'

Article 38
Codes of conduct
1. The Member States, the supervisory authorities and the
Commission shall encourage the drawing up of codes of
conduct intended to contribute to the proper application of
this Regulation, taking account of the specific features of
the various data processing sectors, in particular in relation

•

to:
(a) fair and transparent
data processing;
(b) the collection of data;
(c) the information of the public and of data subjects;
(d) requests of data subjects in exercise of their rights;
(e) information and protection of children;
(f) transfer of data to third countries or international

37.1

37.l
rl~(~d

F-'·

Article 38
Codes of conduct
1. TIle ~~e",lIer 'tates, tile swpeA'isary awtllarities aAIl tile
(a",,,,issiaA
sllall eAEawrage tile IIra"'iAg wp af Ealles af
6aAliwet iAteAliell ts 6aAtrillwte ta tile praper appli6atiaA
af tllis RellwlatiaA, talciAIl a66awAt at tile spe6ifi6 featwres
af tile "ariaws lIata praEessiRg seEtars, iR paFtiEwlar iR
relatisR ta·
(a) fair aRIl traRspareRt
lIata praEessiRII;
(II) tile Ealle6tiaR af lIata;
(E) tile iRfar",atiaR at tile pwllliE aRIl at lIata 5wlljeEts;
(II) Fellwests af lIata swlijeEts iR eNer6ise at tlleir rilillts;
(e) iRtar",atiaR aAIl prateEtiaR af EllillireR;
(f) traRsfer af lIata ta tllirll EawRtries ar iRterRatiaRal

with the code by the controllers adherent to it;
(h) out-of-court proceedings and other dispute resolution
procedures for resolving disputes between controllers and

aFilaRisatiaRs;
(II) ",eEllaRis",s tar ",aRitariRIl aRIl eRswriRII 6a"'pliaREe
"'itll tile Ealle 11'1 tile 6aRtraliers alillereRt ta it;
(II) awt 9f EawFt pra6eeiliRIIs aRIl atller lIispwte resalwtiaR
prBEellwres far resaluiRg lIispwteslletweeR
EaRtraliers aRIl

data subjects with respect to the processing of personal
data, without prejudice to the rights of the data subjects

lIata swlljeEts "'itll respeEt ta tile praEessiRII sf persaRal
lIata, mitllawt prejwlli6e ta tile rillllts at tile lIata swlljeEts

organisations;
(g) mechanisms

pursuant

for monitoring

to Articles 73 and 75.

and ensuring

compliance

pwrswaRUa " FtiEles n aR1I7§
Associations and other bodies representing
categories of
controllers or processors in one or more Member States
are encouraged
to draw up codes of conduct intended to
contribute to the proper application
of this Regulation as
appropriate
for their specific sector, technology or
context. Compliance with an approved code of conduct by
the parties covered by such code is deemed to be
compliance with this Regulation unless and until
overturned

by a court of law. Any issues not regulated

by
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the code are regulated by this Regulation.
2. Associations and other bodies representing categories of
controllers or processors in one Member State which
intend to draw up codes of conduct or to amend or extend
existing codes of conduct may submit them to an opinion of

2. Associations and other bodies representing categories of
controllers or processors in one Member State which

the supervisory authority in that Member State. The
supervisory authority may give an opinion whether the
draft code of conduct or the amendment is in compliance
with this Regulation. The supervisory authority shall seek

ef for approval to the supervisory authority in that
Member State. The supervisory authority fIIao,< shall give an
opi nion whether the draft code of conduct or the
amendment is in compliance with this Regulation. The
supervisory authority shall seek the views of data subjects
or their representatives on these drafts.

the views of data subjects or their representatives
drafts.

•

on these

intend to draw up codes of conduct or to amend or extend
codes of conduct may submit them '9 3A apiAiaA

existing

3. Associations and other bodies representing categories of
controllers in several Member States may submit draft

3. Associations and other bodies representing categories of
controllers in several Member States may submit draft

codes of conduct and amendments or extensions to
existing codes of conduct to the Commission.

codes of conduct and amendments or extensions to
existing codes of conduct to the Commission.

4. The Commission may adopt implementing acts for
deciding that the codes of conduct and amendments or
extensions to existing codes of conduct submitted to it
pursuant to paragraph 3 have general validity within the
Union. Those implementing acts shall be adopted in
accordance with the examination procedure set out in

4. The Commission may adopt implementing acts for
deciding that the codes of conduct and amendments or
extensions to existing codes of conduct submitted to it
pursuant to paragraph 3 have general validity within the
Union. Those implementing acts shall be adopted in
accordance with the examination procedure set out in

Article 87(2).

Article 87(2).

5. The Commission shall ensure appropriate publicity for
the codes which have been decided as having general
validity in accordance with paragraph 4.

5. The Commission shall ensure appropriate publicity for
the codes which have been decided as having general
validity in accordance with paragraph 4.
Justification 38.1
The creot:on of codes of conduct j,'lrther stio':,,/otes
compliance l/./ith the Regulation. f-fo~vever, VI\:J~NCvV
believes thot the question wht:tht': (1 code is r):::'cessmy Or
benejicic:i should be Jeft to the appreciation oi the se(tor
hand and not be a tosk of the lviembel States. the
su.oervis::JfV outhonti:.'s or the Commission (as ,oer the
Commis-:.ion
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38.2

authority
should formally
0ppr'ove the each:,
just ~Jivean opinion. This gives tile 5ubmitti{)(]
party
judicio! I en1cdies ond provides lel:]o/ c/ority to :he dota
subjects ~'/}lO:)e personal dota Olt' covered by' [he code.
the,-efort: increasing /egal certainty as to the stotus of the
code. Fu,therrnore,
the supervisory
authority
should nlw(»',
gi':/e on opinion, ref7Clf d1ess of the outcome
of; ts (t:?'1iew.
The sUPe/ visory

not

Article 39
Certification
1. The Member States and the Commission shall encourage,
in particular at European level, the establishment of data
protection certification mechanisms and of data protection
seals and marks, allowing data subjects to quickly assess
the level of data protection provided by controllers and
processors. The data protection certifications mechanisms
shall contribute to the proper application of this Regulation,
taking account of the specific features of the various
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sectors and different processing operations.
2. The Commission shall be empowered

to adopt delegated

acts in accordance with Article 86 for the purpose of further
specifying the criteria and requirements for the data
protection certification mechanisms referred to in
paragraph 1, including conditions for granting and
withdrawal, and requirements for recognition within the
Union and in third countries.
3. The Commission may lay down technical standards for
certification mechanisms and data protection seals and
marks and mechanisms to promote and recognize
certification mechanisms and data protection seals and
marks. Those implementing acts shall be adopted in

•

accordance with the examination
Article 87(2).

procedure set out in

Article 40
General principle for transfers
Any transfer of personal data which are undergoing
processing or are intended for processing after transfer to a
third country or to an international organisation may only
take place if, subject to the other provisions of this
Regulation, the conditions laid down in this Chapter are
complied with by the controller and processor, including for
onward transfers of personal data from the third country or
an international organisation to another third country orto
another international organisation.

Article 40
General principle for transfers
Any transfer of personal data which are undergoing
processing or are intended for processing after transfer to a
third country or to an international organisation may only
take place if, subject to the other provisions of this
Regulation, the conditions laid down in this Chapter are
complied with by the controller and processor, iA61wlliAil
Jar aA"'arli traAsJers aJ persaAalliata JralR tile tllirll
6awAtry sr aA iAterAatisAal s"IIaAisatisA ts aAstller tllirll

Justification
The d,','r~t!O:') of the words
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Article 41
Transfers with an adequacy decision
1. A transfer may take place where the Commission has
decided that the third country, or a territory or a processing
sector within that third country, or the international

Article 41
Transfers with an adequacy decision
1. A transfer may take place where the Commission or the
controller has decided that the third country, or a territory
or a processing sector within that third country, or the

organisation in question ensures an adequate level of
protection. Such transfer shall not require any further
authorisation.

international organisation in question ensures an adequate
level of protection. Such transfer shall not require any
further authorisation.

2. When assessing the adequacy of the level of protection,
the Commission shall give consideration to the following

2. When asseSSingthe adequacy of the level of protection,
the Commission or the controller shall give consideration

elements:

to the following elements:
(a) the nature of the data, the purpose and duration of the
proposed processing operation or operations, and the
country of origin and the country of destination of the

(a) the rule of law, relevant legislation in force, both general
and sectoral, including concerning public security, defence,
national security and criminal law, the professional rules
and security measures which are complied with in that
country or by that international organisation, as well as
effective and enforceable rights including effective
administrative and judicial redress for data subjects, in
particular for those data subjects residing in the Union
whose personal data are being transferred;
(b) the existence and effective functioning of one or more
independent supervisory authorities in the third country or
international organisation in question responsible for

data;
(b) the rule of law, relevant legislation in force, both
general and sectoral, including concerning public security,
defence, national security and criminal law, the
professional rules and security measures which are
complied with in that country or by that international
organisation, as well as effective and enforceable rights
including effective administrative and judicial redress for
data subjects, in particular for those data subjects residing
in the Union whose personal data are being transferred;
(c) the existence and effective functioning of one or more
independent supervisory authorities in the third country or
international organisation in question responsible for
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ensuring compliance with the data protection rules, for
assisting and advising the data subjects in exercising their
rights and for co-operation with the supervisory authorities
of the Union and of Member States; and
(c) the international commitments the third country or
international organisation in question has entered into.

examination procedure referred to in Article 87(2).

3. The Commission may decide that a third country, or a
territory or a processing sector within that third country, or
an international organisation ensures an adequate level of
protection within the meaning of paragraph 2. Those
implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 87(2).

4. The implementing

4. The implementing

3. The Commission may decide that a third country, or a
territory or a processing sector within that third country, or
an international organisation ensures an adequate level of
protection within the meaning of paragraph 2. Those
implementing acts shall be adopted in accordance with the

•

ensuring compliance with the data protection rules, for
assisting and advising the data subjects in exercising their
rights and for co-operation with the supervisory authorities
of the Union and of Member States; and
(d) the international commitments the third country or
international organisation in question has entered into.

act shall specify its geographical and

act shall specify its geographical and

sectoral application, and, where applicable, identify the
supervisory authority mentioned in pOint (b) of paragraph

sectoral application, and, where applicable, identify the
supervisory authority mentioned in point (b) of paragraph

2.

2.

5. The Commission may decide that a third country, or a
territory or a processing sector within that third country, or
an international organisation does not ensure an adequate
level of protection within the meaning of paragraph 2 of
this Article, in particular in cases where the relevant
legislation, both general and sectoral, in force in the third
country or international organisation, does not guarantee

5. The Commission may decide that a third country, or a
territory or a processing sector within that third country, or
an international organisation does not ensure an adequate
level of protection within the meaning of paragraph 2 of
this Article, in particular in cases where the relevant
legislation, both general and sectoral, in force in the third
country or international organisation, does not guarantee

effective and enforceable rights including effective
administrative and judicial redress for data subjects, in
particular for those data subjects residing in the Union

effective and enforceable rights including effective
administrative and judicial redress for data subjects, in
particular for those data subjects residing in the Union

whose personal data are being transferred. Those
implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 87(2), or, in
cases of extreme urgency for individuals with respect to
their right to personal data protection, in accordance with
the procedure referred to in Article 87(3).

whose personal data are being transferred. Those
implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 87(2), or, in
cases of extreme urgency for individuals with respect to

6. Where the Commission decides pursuant to paragraph 5,
any transfer of personal data to the third country, or a
territory or a processing sector within that third country, or
the international organisation in question shall be
prohibited, without prejudice to Articles 42 to 44. At the
appropriate time, the Commission shall enter into
consultations with the third country or international
organisation with a view to remedying the situation
resulting from the Decision made pursuant to paragraph 5

6. Where the Commission decides pursuant to paragraph 5,
any transfer of personal data to the third country, or a
territory or a processing sector within that third country, or

of this Article.

their right to personal data protection, in accordance with
the procedure referred to in Article 87(3).

the international organisation in question, with the
exception of personal data which originated in such
country, shall be prohibited, without prejudice to Articles
42 to 44. At the appropriate time, the Commission shall
enter into consultations with the third country or
international organisation with a view to remedying the
situation resulting from the Decision made pursuant to
paragraph 5 of this Article. The Commission should seek
the views of relevant stakeholders prior to taking such
decision.

7. The Commission shall publish in the Official Journal of the
European Union a list of those third countries, territories
and processing sectors within a third country and
international organisations where it has decided that an
adequate level of protection is or is not ensured.

7. The Commission shall publish in the Official Journal of the
European Union a list of those third countries, territories
and processing sectors within a third country and
international organisations where it has decided that an
adequate level of protection is or is not ensured.

8. Decisions adopted by the Commission on the basis of
Article 25(6) or Article 26(4) of Directive 95/46/EC shall
remain in force, until amended, replaced or repealed by the

8. Decisions adopted by the Commission on the basis of
Article 25(6) or Article 26(4) of Directive 95/46/EC shall
remain in force, until amended, replaced or repealed by the

Commission.

Commission.
Justification 41.1
Certain notiuno! lc:~'vscurrently jl)]p/cOlentinQ

Directive
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Article 42
Transfers by way of appropriate safeguards
1. Where the Commission has taken no decision pursuant

Article 42
Transfers by way of appropriate safeguards
1. Where the Commission has taken no decision pursuant

to Article 41, a controller or processor may transfer
personal data to a third country or an international
organisation only if the controller or processor has adduced
appropriate safeguards with respect to the protection of
personal data in a legally binding instrument.

to Article 41, a controller or processor may transfer
personal data to a third country or an international
organisation only if the controller or processor has adduced
appropriate safeguards with respect to the protection of
personal data in a legally binding instrument.

2. The appropriate safeguards referred to in paragraph 1
shall be provided for, in particular, by:
(a) binding corporate rules in accordance with Article 43; or

2. The appropriate safeguards referred to in paragraph 1
shall be provided for, in particular, by:
(a) binding corporate rules in accordance with Article 43; or

(b) standard data protection clauses adopted by the
Commission. Those implementing acts shall be adopted in
accordance with the examination procedure referred to in

(b) standard data protection clauses adopted by the
Commission. Those implementing acts shall be adopted in
accordance with the examination procedure referred to in

Article 87(2); or
(c) standard data protection clauses adopted by a
supervisory authority in accordance with the consistency
mechanism referred to in Article 57 when declared
generally valid by the Commission pursuant to point (b) of
Article 62(1); or

Article 87(2); or
(c) standard data protection clauses adopted by a
supervisory authority in accordance with the consistency
mechanism referred to in Article 57 when declared
generally valid by the Commission pursuant to point (b) of
Article 62(1); or
(d) contractual clauses between the controller or processor
and the recipient of the data authorised by a supervisory
authority in accordance with paragraph 4.

(d) contractual clauses between the controller or processor
and the recipient of the data authorised by a supervisory
authority in accordance with paragraph 4.

3. A transfer based on standard data protection clauses or
binding corporate rules as referred to in points (a), (b) or (c)
of paragraph 2 shall not require any further authorisation.
4. Where a transfer is based on contractual clauses as
referred to in point (d) of paragraph 2 of this Article the
controller or processor shall obtain prior authorisation of
the contractual clauses according to point (a) of Article
34(1) from the supervisory authority. If the transfer is
related to processing activities which concern data subjects
in another Member State or other Member States, or
substantially affect the free movement of personal data
within the Union, the supervisory authority shall apply the
consistency mechanism referred to in Article 57.
5. Where the appropriate safeguards with respect to the
protection of personal data are not provided for in a legally
binding instrument, the controller or processor shall obtain
prior authorisation for the transfer, or a set of transfers, or

3. A transfer based on standard data protection clauses or
binding corporate rules as referred to in points (a), (b) or (c)
of paragraph 2 shall not require any further authorisation.
4. Where a transfer is based on contractual clauses as
referred to in point (d) of paragraph 2 of this Article the
controller or processor shall obtain prior authorisation of
the contractual clauses according to point (a) of Article
34(1) from the supervisory authority. If the transfer is
related to processing activities which concern data subjects
in another Member State or other Member States, or
substantially affect the free movement of personal data
within the Union, the supervisory authority shall apply the
consistency mechanism referred to in Article 57.
5. WlIsFs tlls allllFIIIIFiats &atsllllaFlI5 "'itll

FS5I1S" til tlls

IIFlltS"iIlA lit IISF5I1Aalliata aFS Alit IIFII"iliell tllr iA a
ISlIall'/lliAliiAII iA5trllA'lSAt, tlls &IIAtFIIlIsF IIF IIFII&S55I1F
&lIall IIlltaiA IIFillF alltllllFi5atillA tllF tile Any other measure
to adduce appropriate safeguards to a transfer, or a set of
transfers, or for provisions to be inserted into
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for provisions to be inserted into administrative
arrangements providing the basis for such transfer. Such
authorisation by the supervisory authority shall be in
accordance with point (a) of Article 34(1). If the transfer is
related to processing activities which concern data subjects
in another Member State or other Member States, or
substantially affect the free movement of personal data
within the Union, the supervisory authority shall apply the
consistency mechanism referred to in Article 57.
Authorisations by a supervisory authority on the basis of
Article 26(2) of Directive 95/46/EC shall remain valid, until
amended, replaced or repealed by that supervisory
authority.

administrative arrangements providing the basis for such
transfer, shall require the authorization of the supervisory
authority. Such authorisation by the supervisory authority
shall be in accordance with point (a) of Article 34(1). If the
transfer is related to processing activities which concern
data subjects in another Member State or other Member
States, or substantially affect the free movement of
personal data within the Union, the supervisory authority
shall apply the consistency mechanism referred to in Article
S7. Authorisations by a supervisory authority on the basis
of Article 26(2) of Directive 95/46/EC shall remain valid,
until amended, replaced or repealed by that supervisory
authority.
Justification

42.5

This o:w,;c;c!:ncn[
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Article 43
Transfers by way of binding corporate rules
1. A supervisory authority shall in accordance with the
consistency mechanism set out in Article 58 approve
binding corporate rules, provided that they:
(a) are legally binding and apply to and are enforced by
every member within the controller's or processor's group
of undertakings, and include their employees;
(b) expressly confer enforceable rights on data subjects;
(c) fulfil the requirements laid down in paragraph 2.
2. The binding corporate rules shall at least speCify:
(a) the structure and contact details of the group of
undertakings and its members;
(b) the data transfers or set of transfers, including the
categories of personal data, the type of processing and its
purposes, the type of data subjects affected and the
identification of the third country or countries in question;
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Article 43
Transfers by way of binding corporate

(otegor"

'i~'(;ar
Putes ondel

rules

1. A supervisory authority shall in accordance with the
consistency mechanism set out in Article 58 approve
binding corporate rules, provided that they:
(a) are legally binding and apply to and are enforced by
every member within the controller's or processor's group
of undertakings, and include their employees;
(b) expressly confer enforceable rights on data subjects;
(c) fulfil the requirements laid down in paragraph 2.
2. The binding corporate rules shall at least ~

provide

a general description of:
(a) the structure and contact details of the group of

policies;
(e) the rights of data subjects and the means to exercise
these rights, including the right not to be subject to a
measure based on profiling in accordance with Article 20,
the right to lodge a complaint before the competent
supervisory authority and before the competent courts of

undertakings and its members;
(b) the data transfers or set of transfers, iRElwdiRg the
,atega.ies af peKaRal gata, the type af p.a,essiRg aRd its
fMH'P954!5,
the type of data subjects affected and the
identification of the third country or countries in question;
(c) their legally binding nature, both internally and
externally;
(d) the general data protection principles, in particular
purpose limitation, data quality, legal basis for the
processing, processing of sensitive personal data; measures
to ensure data security; and the requirements for onward
transfers to organisations which are not bound by the
policies;
(e) the rights of data subjects and the means to exercise
these rights, including the right not to be subject to a
measure based on profiling in accordance with Article 20,
the right to lodge a complaint before the competent

the Member States in accordance with Article 75, and to
obtain redress and, where appropriate, compensation for a

supervisory authority and before the competent courts of
the Member States in accordance with Article 75, and to

breach of the binding corporate rules;
(f) the acceptance by the controller or processor
established on the territory of a Member State of liability

obtain redress and, where appropriate, compensation for a
breach of the binding corporate rules;
(f) the acceptance by the controller or processor
established on the territory of a Member State of liability
for any breaches of the binding corporate rules by any
member of the group of undertakings not established in the
Union; the controller or the processor may only be
exempted from this liability, in whole or in part, if he proves
that that member is not responsible for the event giving

(c) their legally binding nature, both internally and
externally;
(d) the general data protection principles, in particular
purpose limitation, data quality, legal basis for the
processing, processing of sensitive personal data; measures
to ensure data security; and the requirements for onward
transfers to organisations which are not bound by the

for any breaches of the binding corporate rules by any
member of the group of undertakings not established in the
Union; the controller or the processor may only be
exempted from this liability, in whole or in part, if he proves
that that member is not responsible for the event giving
rise to the damage;
(g) how the information on the binding corporate rules, in

rise to the damage;
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particular on the provisions referred to in points (d), (e) and
(f) of this paragraph is provided to the data subjects in
accordance with Article 11;
(h) the tasks of the data protection officer designated in
accordance with Article 35, including monitoring within the
group of undertakings the compliance with the binding
corporate rules, as well as monitoring the training and
complaint handling;
(i) the mechanisms within the group of undertakings aiming
at ensuring the verification of compliance with the binding
corporate rules;
(j) the mechanisms for reporting and recording changes to
the policies and reporting these changes to the supervisory
authority;
(k) the co-operation mechanism with the supervisory
authority to ensure compliance by any member of the
group of undertakings, in particular by making available to
the supervisory authority the results of the verifications
the measures referred to in point (i) of this paragraph.

of

(g) how the information on the binding corporate rules, in
particular on the provisions referred to in points (d), (e) and
(f) of this paragraph is provided to the data subjects in
accordance with Article 11;
(h) the tasks of the data protection officer designated in
accordance with Article 35, including monitoring within the
group of undertakings the compliance with the binding
corporate rules, as well as monitoring the training and
complaint handling;
(i) the mechanisms within the group of undertakings aiming
at ensuring the verification of compliance with the binding
corporate rules;
(j) the mechanisms for reporting and recording changes to
the policies and reporting these changes to the supervisory
authority;
(k) the co-operation mechanism with the supervisory
authority to ensure compliance by any member of the
group of undertakings, in particular by making available to
the supervisory authority the results of the verifications of
the measures referred to in point (i) of this paragraph.
3. The supervisory authority may authorise the transfer of
personal data to other parties than the members of the
group of undertakings on the basis of the binding
corporate rules of such group of undertakings, provided
that appropriate measures have been taken to legally bind
such other party to the binding corporate rules.

3. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further

4. (deleted)

specifying the criteria and requirements for binding
corporate rules within the meaning of this Article, in
particular as regards the criteria for their approval, the
application of points (b), (d), (e) and (f) of paragraph 2 to
binding corporate rules adhered to by processors and on
further necessary requirements to ensure the protection of
personal data of the data subjects concerned.
4. The Commission may specify the format and procedures
for the exchange of information by electronic means
between controllers, processors and supervisory authorities
for binding corporate rules within the meaning of this

5. The Commission may specify the format and procedures
for the exchange of information by electronic means
between controllers, processors and supervisory authorities
for binding corporate rules within the meaning of this

Article. Those implementing acts shall be adopted in
accordance with the examination procedure set out in

Article. Those implementing acts shall be adopted in
accordance with the examination procedure set out in

Article 87(2).

Article 87(2).
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Thefe is no need f~Jr such powers.

place only on condition that:
(a) the data subject has consented to the proposed
transfer, after having been informed of the risks of such
transfers due to the absence of an adequacy decision and

Article 44
Derogations
1. In the absence of an adequacy decision pursuant to
Article 41, or of appropriate safeguards pursuant to Article
42, a transfer or a set of transfers of personal data to a
third country or an international organisation may take
place only on condition that:
(a) the data subject has consented to the proposed
transfer, after having been informed of the risks of such
transfers due to the absence of an adequacy decision and

appropriate safeguards; or
(b) the transfer is necessary for the performance of a
contract between the data subject and the controller or the

appropriate safeguards; or
(b) the transfer is necessary for the performance of a
contract between the data subject and the controller or the

implementation of pre-contractual measures taken at the
data subject's request; or
(c) the transfer is necessary for the conclusion or
performance of a contract concluded in the interest of the
data subject between the controller and another natural or
legal person; or
(d) the transfer is necessary for important grounds of public

implementation of pre-contractual measures taken at the
data subject's request; or
(c) the transfer is necessary for the conclusion or
performance of a contract concluded in the interest of the
data subject between the controller and another natural or
legal person; or
(d) the transfer is necessary for important grounds of public

interest; or
(e) the transfer is necessary for the establishment,

interest; or
(e) the transfer is necessary for the establishment,

Article 44
Derogations
1. In the absence of an adequacy decision pursuant to
Article 41, or of appropriate safeguards pursuant to Article
42, a transfer or a set of transfers of personal data to a
third country or an international organisation may take

exercise

or defence of legal claims; or
(f) the transfer is necessary in order to protect the vital
interests of the data subject or of another person, where
the data subject is physically or legally incapable of giving
consent; or
(g) the transfer is made from a register which according to
Union or Member State law is intended to provide
information to the public and which is open to consultation
either by the public in general or by any person who can
demonstrate legitimate interest, to the extent that the
conditions laid down in Union or Member State law for
consultation are fulfilled in the particular case; or
(h) the transfer is necessary for the purposes of the
legitimate interests pursued by the controller or the
processor, which cannot be qualified as frequent or
massive, and where the controller or processor has
assessed all the circumstances surrounding the data
transfer operation or the set of data transfer operations
and based on this assessment adduced appropriate
safeguards with respect to the protection of personal data,

exercise

or defence of legal claims; or
(f) the transfer is necessary in order to protect the vital
interests of the data subject or of another person, where
the data subject is physically or legally incapable of giving
consent; or
(g) the transfer is made from a register which according to
Union or Member State law is intended to provide
information to the public and which is open to consultation
either by the public in general or by any person who can
demonstrate legitimate interest, to the extent that the
conditions laid down in Union or Member State law for

'*

consultation are fulfilled in the particular case;
(h) the transfer is necessary for the purposes of the
legitimate interests pursued by the controller or the
processor, which cannot be qualified as ~structural
or massive, and where the controller or processor has
assessed all the circumstances surrounding the data
transfer operation or the set of data transfer operations
and based on this assessment adduced appropriate
safeguards with respect to the protection of personal data,
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where necessary.

where necessary; or
Ii) the transfer is based on a decision of the European
Commission to exempt specific categories of transfers.

2. A transfer pursuant to point (g) of paragraph 1 shall not
involve the entirety of the personal data or entire

2. A transfer pursuant to point (g) of paragraph 1 shall not
involve the entirety of the personal data or entire

categories of the personal data contained in the register.
When the register is intended for consultation by persons
having a legitimate interest, the transfer shall be made only
at the request of those persons or if they are to be the

categories of the personal data contained in the register.
When the register is intended for consultation by persons
having a legitimate interest, the transfer shall be made only
at the request of those persons or if they are to be the

recipients.

recipients.

3. Where the processing is based on point (h) of paragraph
1, the controller or processor shall give particular
consideration to the nature of the data, the purpose and

3. Where the processing is based on point (h) of paragraph
1, the controller or processor shall give particular
consideration to the nature of the data, the purpose and
duration of the proposed processing operation or
operations, as well as the situation in the country of origin,
the third country and the country of final destination, and
adduced appropriate safeguards with respect to the
protection of personal data, where necessary.

duration of the proposed processing operation or
operations, as well as the situation in the country of origin,
the third country and the country of final destination, and
adduced appropriate safeguards with respect to the
protection of personal data, where necessary.
4. Points (b), (c) and (h) of paragraph 1 shall not apply to
activities carried out by public authorities
their public powers.

in the exercise of

must be recognised in Union law or in the law of the
Member State to which the controller is subject.

5. The public interest referred to in point (d) of paragraph 1
must be recognised in Union law or in the law of the
Member State to which the controller is subject.

6. The controller or processor shall document the
assessment as well as the appropriate safeguards adduced
referred to in point (h) of paragraph 1 of this Article in the
documentation referred to in Article 28 and shall inform

6. The controller or processor shall document the
assessment as well as the appropriate safeguards adduced
referred to in point (h) of paragraph 1 ofthis Article in the
documentation referred to in Article 28 aAIl 511alliAf9rAl

the supervisory authority of the transfer.

tile 5Yller"i59ry aytll9rit'/9f

5. The public interest referred to in pOint (d) of paragraph 1

7. The Commission shall be empowered

•

4. Points (b). (c) and (h) of paragraph 1 shall not apply to
activities carried out by public authorities in the exercise of
their public powers.

to adopt delegated

tile traA5fer.

7. The Commission shall be empowered

to adopt delegated

acts in accordance with Article 86 for the purpose of further
specifying 'important grounds of public interest' within the
meaning of point (d) of paragraph 1 as well as the criteria
and requirements for appropriate safeguards referred to in

acts in accordance with Article 86 for the purpose of further
specifying 'important grounds of public interest' within the
meaning of point (d) of paragraph 1 as well as the criteria
and requirements for appropriate safeguards referred to in

point (h) of paragraph 1.

point (h) of paragraph 1.
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International

co-operation

for the protection

of personal

data
1. In relation to third countries and international
organisations, the Commission and supervisory authorities
shall take appropriate steps to:
(a) develop effective international co-operation
mechanisms to facilitate the enforcement

of legislation for

the protection of personal data;
(b) provide international mutual assistance in the
enforcement of legislation for the protection of personal
data, including through notification, complaint referral,
investigative assistance and information exchange, subject
to appropriate safeguards for the protection of personal
data and other fundamental rights and freedoms;
(c) engage relevant stakeholders in discussion and activities
aimed at furthering international co-operation in the
enforcement of legislation for the protection of personal
data;
(d) promote the exchange and documentation
data protection legislation and practice.

of personal

2. For the purposes of paragraph 1, the Commission shall
take appropriate steps to advance the relationship with
third countries or international organisations, and in
particular their supervisory authorities, where the
Commission has decided that they ensure an adequate
level of protection within the meaning of Article 41(3).
Article 46
Supervisory authority
1. Each Member State shall provide that one or more public
authorities are responsible for monitoring the application
of this Regulation and for contributing to its consistent
application throughout the Union, in order to protect the
fundamental rights and freedoms of natural persons in
relation to the processing of their personal data and to
facilitate the free flow of personal data within the Union.
For these purposes, the supervisory authorities shall cooperate with each other and the Commission.
2. Where in a Member State more than one supervisory
authority are established, that Member State shall
designate the supervisory authority which functions as a
single contact point for the effective participation of those
authorities
set out the
authorities
mechanism

in the European Data
mechanism to ensure
with the rules relating
referred to in Article

Protection Board and shall
compliance by the other
to the consistency
57.

3. Each Member State shall notify to the Commission those
provisions of its law which it adopts pursuant to this
Chapter, by the date specified in Article 91(2) at the latest
and, without delay, any subsequent amendment affecting
them.
Article 47
Independence
1. The supervisory authority shall act with complete
independence in exercising the duties and powers
entrusted to it.
2. The members of the supervisory authority shall, in the
performance of their duties, neither seek nor take
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instructions from anybody.
3. Members of the supervisory authority

shall refrain from

any action incompatible with their duties and shall not,
during their term of office, engage in any incompatible
occupation, whether gainful or not.
4. Members of the supervisory authority shall behave, aher
their term of office, with integrity and discretion as regards
the acceptance of appointments and benefits.

s. Each Member

State shall ensure that the supervisory
authority is provided with the adequate human, technical
and financial resources, premises and infrastructure
necessary for the effective performance of its duties and
powers, including those to be carried out in the context of
mutual assistance, co-operation and participation in the
European Data Protection Board.
6. Each Member State shall ensure that the supervisory
authority has its own staff which shall be appointed by and
be subject to the direction of the head of the supervisory
authority.
7. Member States shall ensure that the supervisory
authority is subject to financial control which shall not
affect its independence. Member States shall ensure that
the supervisory authority has separate annual budgets. The
budgets shall be made public.
Article 48
General conditions for the members of the supervisory
authority
1. Member States shall provide that the members of the
supervisory authority must be appointed either by the
parliament or the government of the Member State
concerned.
2. The members shall be chosen from persons whose
independence is beyond doubt and whose experience and
skills required to perform their duties notably in the area of
protection of personal data are demonstrated.
3. The duties of a member shall end in the event of the
expiry of the term of office, resignation or compulsory
retirement

in accordance with paragraph S.

4. A member may be dismissed or deprived of the right to a
pension or other benefits in its stead by the competent
national court, if the member no longer fulfils the
conditions required for the performance of the duties or is
guilty of serious misconduct.
S. Where the term of office expires or the member resigns,
the member shall continue to exercise the duties until a
new member is appointed.
Article 49
Rules on the establishment of the supervisory authority
Each Member State shall provide by law within the limits of
this Regulation:
(a) the establishment and status of the supervisory
authority;
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(b) the qualifications, experience and skills required to
perform the duties of the members of the supervisory
authority;
(c) the rules and procedures for the appointment of the
members of the supervisory authority, as well the rules on
actions or occupations incompatible with the duties of the
office;
(d) the duration of the term of the members of the
supervisory authority which shall be no less than four years,
except for the first appointment after entry into force of
this Regulation, part of which may take place for a shorter
period where this is necessary to protect the independence
of the supervisory authority by means of a staggered
appointment procedure;
(e) whether the members of the supervisory authority shall
be eligible for reappointment;
(f) the regulations and common conditions governing the
duties of the members and staff of the supervisory
authority;
(g) the rules and procedures on the termination of the
duties of the members of the supervisory authority,
including in case that they no longer fulfil the conditions
required for the performance of their duties or if they are
gu ilty of serious misconduct.
Article 50
Professional secrecy
The members and the staff of the supervisory authority
shall be subject, both during and after their term of office,
to a duty of professional secrecy with regard to any
confidential information which has come to their
knowledge in the course of the performance of their official
duties.

•

Article 51
Competence
1. Each supervisory authority shall exercise, on the territory
of its own Member State, the powers conferred on it in
accordance with this Regulation.

Article 51

2. Where the processing of personal data takes place in the
context of the activities of an establishment of a controller
or a processor in the Union, and the controller or processor
is established in more than one Member State, the
supervisory authority of the main establishment of the
controller or processor shall be competent for the
supervision of the processing activities of the controller or
the processor in all Member States, without prejudice to
the provisions of Chapter VII of this Regulation.

2. Where the processing of personal data takes place in the
context of the activities of an establishment of a eSAtFsilsF
SFa pFseS55SFan enterprise in the Union, and the
eSAtF911er9r prses55sr enterprise is established in more
than one Member State, the supervisory authority of the
main establishment sf tllS eSAtrsller sr prseS5Ssr shallae

3. The supervisory authority shall not be competent to
supervise processing operations of courts acting in their

3. The supervisory authority shall not be competent to
supervise processing operations of courts acting in their

judicial capacity.

judicial capacity.

Competence
1. Each supervisory authority shall exercise, on the territory
of its own Member State, the powers conferred on it in
accordance with this Regulation.

eSFApeUAt have final competence for the supervision of
the processing activities of the 6sAtFsIIsr sr tlls prses55sr
enterprise in all Member States, without prejudice to the
provisions of Chapter VII of this Regulation.
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Duties

Duties

1. The supervisory authority shall:
(a) monitor and ensure the application of this Regulation;
(b) hear complaints lodged by any data subject, or by an
association representing that data subject in accordance
with Article 73, investigate, to the extent appropriate, the

1. The supervisory authority shall:
(a) monitor and ensure the application of this Regulation;

matter and inform the data subject or the association of
the progress and the outcome of the complaint within a
reasonable period, in particular if further investigation or
coordination

with another supervisory authority

is

(b) hear complaints lodged by any data subject, or by an
association representing that data subject in accordance
with Article 73, investigate, to the extent appropriate, the
matter and inform the data subject or the association of
the progress and the outcome of the complaint within a
reasonable period, in particular if further investigation or
coordination with another supervisory authority is

necessary;
(c) share information with and provide mutual assistance to
other supervisory authorities and ensure the consistency of

necessary;
(c) share information with and provide mutual assistance to
other supervisory authorities and ensure the consistency of

application and enforcement of this Regulation;
(d) conduct investigations either on its own initiative or on

application and enforcement of this Regulation;
(d) conduct investigations either on its own initiative or on

the basis of a complaint or on request of another
supervisory authority, and inform the data subject
concerned, if the data subject has addressed a complaint to
this supervisory authority, of the outcome of the

the basis of a complaint or on request of another
supervisory authority, and inform the data subject

investigations within a reasonable period;
(e) monitor relevant developments, insofar as they have an
impact on the protection of personal data, in particular the
development of information and communication
technologies and commercial practices;
(f) be consulted by Member State institutions and bodies
on legislative and administrative measures relating to the
protection of individuals' rights and freedoms with regard

concerned, if the data subject has addressed a complaint to
this supervisory authority, of the outcome of the
investigations within a reasonable period;
(e) monitor relevant developments, insofar as they have an
impact on the protection of personal data, in particular the
development of information and communication
technologies and commercial practices;
(f) lie e9R5YI~ellll'f UeR'llleF 5~a~e iR5~ieyei9R5 aRII1I911ie5
SR lelli5Iae~'e aRIl allR'liRi5eFaeiue R'lea5YFe5 FelaeiRIi e9 elle
pFsee6CisR s~ iRlliuillyal5' FilillU aRIl ~Fee1l9R'15",iell FellaFIl

to the processing of personal data;
(g) authorise and be consulted on the processing

e9 tile pFsee55iRli 9~ peF5sRallla~a;

operations referred to in Article 34;
(h) issue an opinion on the draft codes of conduct pursuant

operations referred to in Article 34;
(h) issue an opinion on the draft codes of conduct pursuant

to Article 38(2);
(i) approve binding corporate rules pursuant to Article 43;
(j) participate in the activities of the European Data
Protection Board.

to Article 38(2);
(i) approve binding corporate rules pursuant to Article 43;
(j) participate in the activities of the European Data
Protection Board.

2. Each supervisory authority shall promote the awareness
of the public on risks, rules, safeguards and rights in
relation to the processing of personal data. Activities
addressed specifically to children shall receive specific

2. Each supervisory authority shall promote the awareness
of the public on risks, rules, safeguards and rights in
relation to the processing of personal data. Activities
addressed specifically to children shall receive specific

attention.

attention.

3. The supervisory authority shall, upon request, advise any
data subject in exercising the rights under this Regulation
and, if appropriate, co-operate with the supervisory
authorities in other Member States to this end.

3. The supervisory authority shall, upon request, advise any
data subject in exercising the rights under this Regulation
and, if appropriate, co-operate with the supervisory
authorities in other Member States to this end.

4. For complaints referred to in point (b) of paragraph 1,

without excluding other means of communication.

4. For complaints referred to in point (b) of paragraph 1,
the supervisory authority shall provide a complaint
submission form, which can be completed electronically,
without excluding other means of communication.

5. The performance of the duties of the supervisory
authority shall be free of charge for the data subject.

5. The performance of the duties of the supervisory
authority shall be free of charge for the data subject.

6. Where requests are manifestly excessive, in particular
due to their repetitive character, the supervisory authority
may charge a fee or not take the action requested by the
data subject. The supervisory authority shall bear the
burden of proving the manifestly excessive character of the

6. Where requests are manifestly excessive, in particular
due to their repetitive character, the supervisory authority
may charge a fee or not take the action requested by the
data subject. The supervisory authority shall bear the
burden of proving the manifestly excessive character of the

request.

request.

the supervisory authority shall provide a complaint
submission form, which can be completed electronically,

(g) authorise and be consulted on the processing

Justification

51.2
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Article S3
Powers
1. Each supervisory authority shall have the power:

Article S3
Powers
1. Each supervisory authority shall have the power:

(a) to notify the controller or the processor of an alleged
breach of the provisions governing the processing of
personal data, and, where appropriate, order the controller
or the processor to remedy that breach, in a specific
manner, in order to improve the protection of the data

(a) to notify the controller or the processor of an alleged
breach of the provisions governing the processing of
personal data, and, where appropriate, order the controller
or the processor to remedy that breach, in a specific
manner, in order to improve the protection of the data

subject;
(b) to order the controller or the processor to comply with
the data subject's requests to exercise the rights provided

subject;
(b) to order the controller

by this Regulation;
(c) to order the controller and the processor, and, where
applicable, the representative to provide any information
relevant for the performance of its duties;
(d) to ensure the compliance with prior authorisations and
prior consultations referred to in Article 34;
(e) to warn or admonish the controller or the processor;
(f) to order the rectification, erasure or destruction of all
data when they have been processed in breach of the
provisions of this Regulation and the notification of such
actions to third parties to whom the data have been
disclosed;
(g) to impose a temporary or definitive ban on processing;
(h) to suspend data flows to a recipient in a third country or
to an international organisation;
(i) to issue opinions on any issue related to the protection
of personal data;
(j) to inform the national parliament, the government or
other political institutions as well as the public on any issue
related to the protection of personal data;

or the processor to comply with

the data subject's requests to exercise the rights provided
by this Regulation;
(c) to order the controller and the processor, and, where
applicable, the representative to provide any information
relevant for the performance of its duties;
(d) to ensure the compliance with prior authorisations aA4
priBr 'BR§wltatiBR§ referred to in Article 34;
(e) to warn or admonish the controller or the processor;
(f) to order the rectification, erasure or destruction of all
data when they have been processed in breach of the
provisions of this Regulation and the notification of such
actions to third parties to whom the data have been
disclosed;
(g) to impose a temporary or definitive ban on processing;
(h) to suspend data flows to a recipient in a third country or
to an international organisation;
(i) to issue opinions on any issue related to the protection
of personal data;
(j) to inform the national parliament, the government or
other political institutions as well as the public on any issue
related to the protection of personal data.
2. The supervisory authority shall not disclose information
provided to it, where such disclosure could adversely
affect the rights and freedoms of others, including the
controller or processor. This shall apply particularly to:
(a) information related to the economic interests and
trade secrets of the controller or processor;
(b) the security measures taken in accordance with article

30;
(c) information,

which Union or Member State law has

designated as confidential; and
(d) information, which may harm the stability or integrity
of the market.
2. Each supervisory authority shall have the investigative
power to obtain from the controller or the processor:
(a) access to all personal data and to all information
necessary for the performance of its duties;
(b) access to any of its premises, including to any data
processing equipment and means, where there are

3. Each supervisory authority shall have the investigative
power to obtain from the controller or the processor:
(a) access to all personal data and to all information
necessary for the performance of its duties;
(b) access to any of its premises, including to any data
processing equipment and means, where there are
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reasonable grounds for presuming that an activity in
violation of this Regulation is being carried out there.

reasonable grounds for presuming that an activity in
violation of this Regulation is being carried out there.

The powers referred to in point (b) shall be exercised in
conformity with Union law and Member State law.

The powers referred to in point (b) shall be exercised in
conformity with Union law and Member State law.

3. Each supervisory authority shall have the power to bring
violations of this Regulation to the attention of the judicial
authorities and to engage in legal proceedings, in particular
pursuant to Article 74(4) and Article 75(2).

4. Each supervisory authority shall have the power to bring
violations of this Regulation to the attention of the judicial

4. Each supervisory authority shall have the power to
sanction administrative offences, in particular those
referred to in Article 79(4), (5) and (6).

5. Each supervisory authority shall have the power to
sanction administrative offences, in particular those
referred to in Article 79(4), (5) and (6).

authorities and to engage in legal proceedings, in particular
pursuant to Article 74(4) and Article 75(2).
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Article 54
Activity report
Each supervisory authority

must draw up an annual report

on its activities. The report shall be presented to the
national parliament and shall be made be available to the
public, the Commission and the European Data Protection
Board.
Article 55
Mutual assistance
1. Supervisory authorities shall provide each other relevant
information and mutual assistance in order to implement
and apply this Regulation in a consistent manner, and shall
put in place measures for effective co-operation with one
another. Mutual assistance shall cover, in particular,
information requests and supervisory measures, such as
requests to carry out prior authorisations and
consultations, inspections and prompt information on the
opening of cases and ensuing developments where data
subjects in several Member States are likely to be affected
by processing operations.
2. Each supervisory authority shall take all appropriate
measures required to reply to the request of another
supervisory authority without delay and no later than one
month after having received the request. Such measures
may include, in particular, the transmission of relevant
information on the course of an investigation or
enforcement measures to bring about the cessation or
prohibition of processing operations contrary to this
Regulation.
3. The request for assistance shall contain all the necessary
information, including the purpose of the request and
reasons for the request. Information exchanged shall be
used only in respect of the matter for which it was
requested.
4. A supervisory authority to which a request for assistance
is addressed may not refuse to comply with it unless:

it

Page 97

(a) it is not competent for the request; or
(b) compliance with the request would be incompatible
with the provisions of this Regulation.
5. The requested supervisory authority shall inform the
requesting supervisory authority of the results or, as the
case may be, of the progress or the measures taken in
order to meet the request by the requesting supervisory
authority.
6. Supervisory authorities shall supply the information
requested by other supervisory authorities by electronic
means and within the shortest possible period of time,
using a standardised format.
7. No fee shall be charged for any action taken following a
request for mutual assistance.
8. Where a supervisory authority does not act within one
month on request of another supervisory authority, the
requesting supervisory authorities shall be competent to
take a provisional measure on the territory of its Member
State in accordance with Article 51(1) and shall submit the
matter to the European Data Protection Board in
accordance with the procedure referred to in Article 57.
9. The supervisory authority shall specify the period of
validity of such provisional measure. This period shall not
exceed three months. The supervisory authority shall,
without delay, communicate those measures, with full
reasons, to the European Data Protection Board and to the
Commission.
10. The Commission may specify the format and procedures
for mutual assistance referred to in this article and the
arrangements for the exchange of information by electronic
means between supervisory authorities, and between
supervisory authorities and the European Data Protection
Board, in particular the standardised format referred to in
paragraph 6. Those implementing
accordance with the examination
Article 87(2).

acts shall be adopted in
procedure referred to in

Article 56
Joint operations of supervisory authorities
1. In order to step up co-operation and mutual assistance,
the supervisory authorities shall carry out joint investigative
tasks, joint enforcement measures and other joint
operations, in which designated members or staff from
other Member States' supervisory authorities are involved.
2. In cases where data subjects in several Member States
are likely to be affected by processing operations, a
supervisory authority of each of those Member States shall
have the right to participate in the joint investigative tasks
or joint operations, as appropriate. The competent
supervisory authority shall invite the supervisory authority
of each of those Member States to take part in the
respective joint investigative tasks or joint operations and
respond to the request of a supervisory authority to
participate in the operations without
3. Each supervisory authority

delay.

may, as a host supervisory
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authority, in compliance with its own national law, and with
the seconding supervisory authority's authorisation, confer
executive powers, including investigative tasks on the
seconding supervisory authority's members or staff
involved in joint operations or, in so far as the host
supervisory authority's law permits, allow the seconding
supervisory authority's members or staff to exercise their
executive powers in accordance with the seconding
supervisory authority's law. Such executive powers may be
exercised only under the guidance and, as a rule, in the
presence of members or staff from the host supervisory
authority. The seconding supervisory authority's members
or staff shall be subject to the host supervisory authority's
national law. The host supervisory authority shall assume
responsibility for their actions.
4. Supervisory authorities shall lay down the practical
aspects of specific co-operation

actions.

5. Where a supervisory authority does not comply within
one month with the obligation laid down in paragraph 2,
the other supervisory authorities shall be competent to
take a provisional measure on the territory
State in accordance with Article 51(1).

of its Member

6. The supervisory authority shall specify the period of
validity of a provisional measure referred to in paragraph 5.
This period shall not exceed three months. The supervisory
authority shall, without delay, communicate those
measures, with full reasons, to the European Data
Protection Board and to the Commission and shall submit
the matter in the mechanism referred to in Article 57.
Article 57
Consistency mechanism
For the purposes set out in Article 46(1), the supervisory
authorities shall co-operate with each other and the
Commission through the consistency mechanism as set out
in this section.
Article 58
Opinion by the European Data Protection Board
1. Before a supervisory authority adopts a measure referred
to in paragraph 2, this supervisory authority shall
communicate the draft measure to the European Data
Protection Board and the Commission.
2. The obligation set out in paragraph 1 shall apply to a
measure intended to produce legal effects and which:
(a) relates to processing activities which are related to the
offering of goods or services to data subjects in several
Member States, or to the monitoring of their behaviour; or
(b) may substantially affect the free movement of personal
data within the Union; or
(c) aims at adopting a list of the processing operations
subject to prior consultation pursuant to Article 34(5); or
(d) aims to determine standard data protection clauses
referred to in point (c) of Article 42(2); or
(e) aims to authorise contractual clauses referred to in
point (d) of Article 42(2); or
(f) aims to approve binding corporate
meaning of Article 43.

rules within the
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3. Any supervisory authority or the European Data
Protection Board may request that any matter shall be
dealt with in the consistency mechanism, in particular
where a supervisory authority does not submit a draft
measure referred to in paragraph 2 or does not comply
with the obligations for mutual assistance in accordance
with Article 55 or for joint operations in accordance with
Article 56
4. In order to ensure correct and consistent application of
this Regulation, the Commission may request that any
matter shall be dealt with in the consistency mechanism.
5. Supervisory authorities and the Commission shall
electronically communicate any relevant information,
including as the case may be a summary of the facts, the
draft measure, and the grounds which make the enactment
of such measure necessary, using a standardised format.
6. The chair of the European Data Protection Board shall
immediately electronically inform the members of the
European Data Protection Board and the Commission of
any relevant information which has been communicated to
it, using a standardised format. The chair of the European
Data Protection Board shall provide translations of relevant
information, where necessary.
7. The European Data Protection Board shall issue an
opinion on the matter, if the European Data Protection
Board so decides by simple majority of its members or any
supervisory authority or the Commission so requests within
one week after the relevant information has been provided
according to paragraph 5. The opinion shall be adopted
within one month by simple majority of the members of the
European Data Protection Board. The chair of the European
Data Protection Board shall inform, without undue delay,
the supervisory authority referred to, as the case may be, in
paragraphs 1 and 3, the Commission and the supervisory
authority competent under Article 51 of the opinion and
make it public.

•

8. The supervisory authority referred to in paragraph 1 and
the supervisory authority competent under Article 51 shall
take account of the opinion of the European Data
Protection Board and shall within two weeks after the
information on the opinion by the chair of the European
Data Protection Board, electronically communicate to the
chair of the European Data Protection Board and to the
Commission whether it maintains or amends its draft
measure and, if any, the amended draft measure, using a
standardised format.
Article 59
Opinion by the Commission
1. Within ten weeks after a matter has been raised under
Article 58, or at the latest within six weeks in the case of
Article 61, the Commission may adopt, in order to ensure
correct and consistent application of this Regulation, an
opinion in relation to matters raised pursuant to Articles 58
or 61.
2. Where the Commission has adopted an opinion in
accordance with paragraph 1, the supervisory authority
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concerned shall take utmost account of the Commission's
opinion and inform the Commission and the European Data
Protection Board whether it intends to maintain or amend
its draft measure.
3. During the period referred to in paragraph 1, the draft
measure shall not be adopted by the supervisory authority.
4. Where the supervisory authority concerned intends not
to follow the opinion of the Commission, it shall inform the
Commission and the European Data Protection Board
thereof within the period referred to in paragraph 1 and
provide a justification. In this case the draft measure shall
not be adopted for one further month.
Article 60
Suspension of a draft measure
1. Within one month after the communication

referred to

in Article 59(4). and where the Commission has serious
doubts as to whether the draft measure would ensure the
correct application of this Regulation or would otherwise
result in its inconsistent application, the Commission may
adopt a reasoned decision requiring the supervisory
authority to suspend the adoption of the draft measure,
taking into account the opinion issued by the European
Data Protection Board pursuant to Article 58(7) or Article
61(2), where it appears necessary in order to:
(a) reconcile the diverging positions of the supervisory
authority and the European Data Protection Board, if this
still appears to be possible; or
(b) adopt a measure pursuant to point (a) of Article 62(1).
2. The Commission shall specify the duration of the
suspension which shall not exceed 12 months.
3. During the period referred to in paragraph 2, the
supervisory authority may not adopt the draft measure.
Article 61
Urgency procedure
1. In exceptional circumstances, where a supervisory
authority considers that there is an urgent need to act in
order to protect the interests of data subjects, in particular
when the danger exists that the enforcement of a right of a
data subject could be conSiderably impeded by means of an
alteration of the existing state or for averting major
disadvantages or for other reasons, by way of derogation
from the procedure referred to in Article 58, it may
immediately adopt provisional measures with a specified
period of validity. The supervisory authority shall, without
delay, communicate those measures, with full reasons, to
the European Data Protection Board and to the
Commission.
2. Where a supervisory authority has taken a measure
pursuant to paragraph 1 and considers that final measures
need urgently be adopted, it may request an urgent opinion
of the European Data Protection Board, giving reasons for
requesting such opinion, including for the urgency of final
measures.
3. Any supervisory authority may request an urgent opinion
where the competent supervisory authority has not taken
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an appropriate measure in a situation where there is an
urgent need to act, in order to protect the interests of data
subjects, giving reasons for requesting such opinion,
including for the urgent need to act.
4. By derogation from Article 58(7), an urgent opinion
referred to in paragraphs 2 and 3 of this Article shall be
adopted within two weeks by simple majority of the
members of the European Data Protection Board.
Article 62
Implementing acts
1. The Commission may adopt implementing acts for:
(a) deciding on the correct application of this Regulation in
accordance with its objectives and requirements in relation
to matters communicated by supervisory authorities
pursuant to Article 58 or 61, concerning a matter in relation
to which a reasoned decision has been adopted pursuant to
Article 60(1), or concerning a matter in relation to which a
supervisory authority does not submit a draft measure and
that supervisory authority has indicated that it does not
intend to follow the opinion of the Commission adopted
pursuant to Article 59;
(b) deciding, within the period referred to in Article 59(1),
whether it declares draft standard data protection clauses
referred to in point (d) of Article 58(2), as having general
validity;
(c) specifying the format and procedures for the application
of the consistency mechanism referred to in this section;
(d) specifying the arrangements for the exchange of
information by electronic means between supervisory
authorities, and between supervisory authorities and the
European Data Protection Board, in particular the
standardised format referred to in Article 58(5). (6) and (8).
Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 87(2).

•

2. On duly justified imperative grounds of urgency relating
to the interests of data subjects in the cases referred to in
point (a) of paragraph 1, the Commission shall adopt
immediately applicable implementing acts in accordance
with the procedure referred to in Article 87(3). Those acts
shall remain in force for a period not exceeding 12 months.
3. The absence or adoption of a measure under this Section
does not prejudice any other measure by the Commission
under the Treaties.
Article 63
Enforcement
1. For the purposes of this Regulation, an enforceable
measure of the supervisory authority of one Member State
shall be enforced in all Member States concerned.
2. Where a supervisory authority does not submit a draft
measure to the consistency mechanism in breach of Article
58(1) to (5), the measure of the supervisory authority shall
not be legally valid and enforceable.
Article 64
European Data Protection Board
1. A European Data Protection Board is hereby set up.
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2. The European Data Protection Board shall be composed
of the head of one supervisory authority of each Member
State and of the European Data Protection Supervisor.
3. Where in a Member State more than one supervisory
authority is responsible for monitoring the application of
the provisions pursuant to this Regulation, they shall
nominate the head of one of those supervisory authorities
as joint representative.
4. The Commission shall have the right to participate in the
activities and meetings of the European Data Protection
Board and shall designate a representative. The chair of the
European Data Protection Board shall, without delay,
inform the Commission on all activities of the European
Data Protection Board.
Article 65
Independence
1. The European Data Protection Board shall act
independently when exercising its tasks pursuant to Articles
66 and 67.
2. Without prejudice to requests by the Commission
referred to in point (b) of paragraph 1 and in paragraph 2 of
Article 66, the European Data Protection Board shall, in the
performance of its tasks, neither seek nor take instructions
from anybody.
Article 66
Tasks of the European Data Protection Board
1. The European Data Protection Board shall ensure the
consistent application of this Regulation. To this effect, the
European Data Protection Board shall, on its own initiative
or at the request of the Commission, in particular:
(a) advise the Commission on any issue related to the
protection of personal data in the Union, including on any
proposed amendment of this Regulation;
(b) examine, on its own initiative or on request of one of its

•

members or on request of the Commission, any question
covering the application of this Regulation and issue
guidelines, recommendations and best practices addressed
to the supervisory authorities in order to encourage
consistent application of this Regulation;
(c) review the practical application of the guidelines,
recommendations and best practices referred to in point
(b) and report regularly to the Commission on these;
(d) issue opinions on draft decisions of supervisory
authorities pursuant to the consistency mechanism
referred to in Article 57;
(e) promote the co-operation and the effective bilateral
and multilateral exchange of information and practices
between the supervisory authorities;
(f) promote common training programmes and facilitate
personnel exchanges between the supervisory authorities,
as well as, where appropriate, with the supervisory
authorities of third countries or of international
organisations;
(g) promote the exchange of knowledge and
documentation on data protection legislation and practice
with data protection supervisory authorities worldwide.
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2. Where the Commission requests advice from the
European Data Protection Board, it may layout a time limit
within which the European Data Protection Board shall
provide such advice, taking into account the urgency of the
matter.
3. The European Data Protection Board shall forward its
opinions, guidelines, recommendations, and best practices
to the Commission and to the committee referred to in
Article 87 and make them public.
4. The Commission shall inform the European Data
Protection Board of the action it has taken following the
opinions, guidelines, recommendations and best practices
issued by the European Data Protection Board.
Article 67
Reports
1. The European Data Protection Board shall regularly and
timely inform the Commission about the outcome of its
activities. It shall draw up an annual report on the situation
regarding the protection of natural persons with regard to
the processing of personal data in the Union and in third
countries. The report shall include the review of the
practical application of the guidelines, recommendations
and best practices referred to in point (c) of Article 66(1).
2. The report shall be made public and transmitted to the
European Parliament, the Council and the Commission.
Article 68
Procedure
1. The European Data Protection Board shall take decisions
by a simple majority of its members.
2. The European Data Protection

Board shall adopt its own

rules of procedure and organise its own operational
arrangements. In particular, it shall provide for the
continuation of exercising duties when a member's term of
office expires or a member resigns, for the establishment of

•

subgroups for specific issues or sectors and for its
procedures in relation to the consistency mechanism
referred to in Article 57.
Article 69
Chair
1. The European Data Protection Board shall elect a chair
and two deputy chairpersons from amongst its members.
One deputy chairperson shall be the European Data
Protection Supervisor, unless he or she has been elected
chair.
2. The term of office of the chair and of the deputy
chairpersons shall be five years and be renewable.
Article 70
Tasks of the chair
1. The chair shall have the following tasks:
(a) to convene the meetings of the European Data
Protection Board and prepare its agenda;
(b) to ensure the timely fulfilment of the tasks of the
European Data Protection Board, in particular in relation to
the consistency mechanism referred to in Article 57.
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2. The European Data Protection Board shall lay down the
attribution of tasks between the chair and the deputy
chairpersons in its rules of procedure.
Article 71
Secreta riat
1. The European Data Protection Board shall have a
secretariat. The European Data Protection Supervisor shall
provide that secretariat.
2. The secretariat shall provide analytical, administrative
and logistical support to the European Data Protection
Board under the direction of the chair.
3. The secretariat shall be responsible in particular for:
(a) the day-to-day business of the European Data
Protection Board;
(b) the communication between the members of the
European Data Protection Board, its chair and the
Commission and for communication with other institutions
and the public;
(c) the use of electronic means for the internal and external
communication;
(d) the translation of relevant information;
(e) the preparation and follow-up of the meetings of the
European Data Protection Board;
(f) the preparation, drafting and publication of opinions and
other texts adopted by the European Data Protection
Board.
Article 72
Confidentiality
1. The discussions of the European Data Protection Board
shall be confidential.
2. Documents submitted to members of the European Data
Protection Board, experts and representatives of third
parties shall be confidential, unless access is granted to
those documents in accordance with Regulation (EC) No
1049/2001 or the European Data Protection Board
otherwise makes them public.
3. The members of the European Data Protection Board, as
well as experts and representatives of third parties, shall be
required to respect the confidentiality obligations set out in
this Article. The chair shall ensure that experts and
representatives of third parties are made aware of the
confidentiality requirements imposed upon them.

State if they consider that the processing of personal data
relating to them does not comply with this Regulation.

Article 73
Right to lodge a complaint with a supervisory authority
1. Without prejudice to any other administrative or judicial
remedy, every data subject shall have the right to lodge a
complaint with a supervisory authority in any Member
State if they consider that the processing of personal data
relating to them does not comply with this Regulation.

2. Any body, organisation or association which aims to
protect data subjects' rights and interests concerning the
protection of their personal data and has been properly
constituted according to the law of a Member State shall
have the right to lodge a complaint with a supervisory

2. Any body, organisation or association which aims to
protect data subjects' rights and interests concerning the
protection of their personal data and has been properly
constituted according to the law of a Member State shall
have the right to lodge a complaint with a supervisory

Article 73
Right to lodge a complaint with a supervisory authority
1. Without prejudice to any other administrative or judicial
remedy, every data subject shall have the right to lodge a
complaint with a supervisory authority in any Member
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processing of personal data.

authority in any Member State on behalf of one or more
data subjects if it considers that a data subject's rights
under this Regulation have been infringed as a result of the
processing of personal data.

3. Independently

3. (deleted)

authority in any Member State on behalf of one or more
data subjects if it considers that a data subject's rights
under this Regulation have been infringed as a result of the

of a data subject's complaint, any body,

organisation or association referred to in paragraph 2 shall
have the right to lodge a complaint with a supervisory
authority in any Member State, if it considers that a
personal data breach has occurred.
Justification 73.3 (deleted)
tn view (.)fth(? notification
ob/igo;,:;Y'

ofArr.:(_ ,',~,31.. the rig!;:

o,')~Jti)j!l,-1

in 73.3 super/luous, (1'; it does n,:~~odd
tCi the enj:)!cement
act/i"i oftht! Sli.;_~~.'!Vlsory

outl,ont',

tc)w!.Jrds the controller

!o!!ovVil\-:

a perso/)ol

mentioned

or ;Jrocesso'

,'onct?U7f'Ci

dow breoch.

Article 74
Right to a judicial remedy against a supervisory authority
1. Each natural or legal person shall have the right to a
judicial remedy against decisions of a supervisory authority
concerning them.
2. Each data subject shall have the right to a judicial remedy
obliging the supervisory authority to act on a complaint in
the absence of a decision necessary to protect their rights,
or where the supervisory authority does not inform the
data subject within three months on the progress or
outcome of the complaint pursuant to point (b) of Article
52(1).
3. Proceedings against a supervisory authority shall be
brought before the courts of the Member State where the
supervisory authority is established.
4. A data subject which is concerned by a decision of a
supervisory authority in another Member State than where
the data subject has its habitual residence, may request the
supervisory authority of the Member State where it has its
habitual residence to bring proceedings on its behalf
against the competent supervisory authority in the other
Member State.
5. The Member States shall enforce final decisions by the
courts referred to in this Article.
Article 75
Right to a judicial remedy against a controller or processor
1. Without prejudice to any available administrative
remedy, including the right to lodge a complaint with a
supervisory authority as referred to in Article 73, every
natural person shall have the right to a judicial remedy if
they consider that their rights under this Regulation have
been infringed as a result of the processing of their
personal data in non-compliance with this Regulation.

Article 75
Right to a judicial remedy against a controller or processor
1. Without prejudice to any available administrative
remedy, including the right to lodge a complaint with a
supervisory authority as referred to in Article 73, every
Aa'YFalpsF59A data subject shall have the right to a judicial
remedy if they consider that their rights under this
Regulation have been infringed as a result of the processing
of their personal data in non-compliance with this
Regulation.

or a processor shall be

2. Proceedings against a controller or a processor shall be

brought before the courts of the Member State where the
controller or processor has an establishment. Alternatively,
such proceedings may be brought before the courts of the
Member State where the data subject has its habitual
residence, unless the controller is a public authority acting

brought before the courts of the Member State where the
controller or processor has an establishment. Alternatively,
such proceedings may be brought before the courts of the
Member State where the data subject has its habitual
residence, unless the controller is a public authority acting

2. Proceedings against a controller
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in the exercise of its public powers.

in the exercise of its public powers.

3. Where proceedings are pending in the consistency
mechanism referred to in Article 58, which concern the
same measure, decision or practice, a court may suspend
the proceedings brought before it, except where the

3. Where proceedings are pending in the consistency

urgency ofthe matter for the protection ofthe data
subject's rights does not allow to wait for the outcome of
the procedure in the consistency mechanism.
4. The Member States shall enforce final decisions by the
courts referred to in this Article.

mechanism referred to in Article 58, which concern the
same measure, decision or practice, a court may suspend
the proceedings brought before it, except where the
urgency of the matter for the protection of the data
subject's rights does not allow to wait for the outcome of
the procedure in the consistency mechanism.
4. The Member States shall enforce final decisions by the
courts referred to in this Article.
Justification
To

f?IlSU.'(,

dejfnitic.':
Lit?

Article 76
Common rules for court proceedings
1. Any body, organisation or association referred to in
Article 73(2) shall have the right to exercise the rights
referred to in Articles 74 and 75 on behalf of one or more
data subjects.
2. Each supervisory authority shall have the right to engage
in legal proceedings and bring an action to court, in order
to enforce the provisions of this Regulation or to ensure
consistency of the protection of personal data within the
Union.
3. Where a competent court of a Member State has
reasonable grounds to believe that parallel proceedings are
being conducted in another Member State, it shall contact
the competent court in the other Member State to confirm
the existence of such parallel proceedings.
4. Where such parallel proceedings in another Member
State concern the same measure, decision or practice, the
court may suspend the proceedings.
5. Member States shall ensure that court actions available
under national law allow for the rapid adoption of
measures including interim measures, designed to
terminate any alleged infringement and to prevent any
further impairment of the interests involved.
Article 77
Right to compensation and liability
1. Any person who has suffered damage as a result of an
unlawful processing operation or of an action incompatible
with this Regulation shall have the right to receive
compensation from the controller or the processor for the
damage suffered.
2. Where more than one controller or processor is involved
in the processing, each controller or processor shall be
jointly and severally liable for the entire amount of the
damage.
3. The controller or the processor may be exempted from
this liability, in whole or in part, if the controller or the
processor proves that they are not responsible for the

used.
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event giving rise to the damage.
Article 78
Penalties
1. Member States shall lay down the rules on penalties,
applicable to infringements of the provisions of this
Regulation and shall take all measures necessary to ensure
that they are implemented, including where the controller
did not comply with the obligation to designate a
representative. The penalties provided for must be
effective, proportionate and dissuasive.
2. Where the controller has established a representative,
any penalties shall be applied to the representative,
without prejudice to any penalties which could be initiated

Article 78
Penalties
1. Member States shall lay down the rules on penalties,
applicable to infringements of the provisions of this
Regulation and shall take all measures necessary to ensure
that they are implemented, including where the controller
did not comply with the obligation to designate a
representative. The penalties provided for must be
effective, proportionate and dissuasive.

against the controller.

2. Where the controller has established a representative,
any penalties shall be applied to the representative,
without prejudice to any penalties which could be initiated
against the controller.

3. Each Member State shall notify to the Commission those
provisions of its law which it adopts pursuant to paragraph
1, by the date specified in Article 91(2) at the latest and,

3. Each Member State shall notify to the Commission those
provisions of its law which it adopts pursuant to paragraph
1, by the date specified in Article 91(2) at the latest and,

without delay, any subsequent amendment

without delay, any subsequent amendment

Opmerking_ VNO-NCWquestions
this provision for cases where the
! representative is not part of the same
group of undertakings as the controller.
Given the possible exposure

affecting them.

Article 79
Administrative sanctions
1. Each supervisory authority shall be empowered to
impose administrative sanctions in accordance with this
Article.
2. The administrative sanction shall be in each individual
case effective, proportionate and dissuasive. The amount of
the administrative fine shall be fixed with due regard to the
nature, gravity and duration of the breach, the intentional
or negligent character of the infringement, the degree of
responsibility of the natural or legal person and of previous
breaches by this person, the technical and organisational
measures and procedures implemented pursuant to Article
23 and the degree of cooperation with the supervisory
authority in order to remedy the breach.
3. In case of a first and non-intentional non-compliance
with this Regulation, a warning in writing may be given and
no sanction imposed, where:
(a) a natural person is processing personal data without a
commercial interest; or
(b) an enterprise or an organisation employing fewer than

Article 79
Administrative

affecting them.

sanctions

1. Each supervisory authority shall be empowered to
impose administrative sanctions in accordance with this
Article.
2. The administrative

sanction shall be in each individual

case effective, proportionate and dissuasive. The amount of
the administrative fine shall be fixed with due regard to the
nature, gravity and duration of the breach, the intentional
or negligent character ofthe infringement, the degree of
responsibility of the natural or legal person and of previous
breaches by this person, the technical and organisational
measures and procedures implemented pursuant to Article
23 and the degree of cooperation with the supervisory
authority in order to remedy the breach.
3. (deleted)

250 persons is processing personal data only as an activity
ancillary to its main activities.
4. The supervisory authority shall impose a fine up to 250
000 EUR, or in case of an enterprise up to 0,5 % of its
annual worldwide turnover, to anyone who, intentionally or
negligently:
(a) does not provide the mechanisms for requests by data
subjects or does not respond promptly or not in the
required format to data subjects pursuant to Articles 12(1)
and (2);
(b) charges a fee for the information or for responses to the
requests of data subjects in violation of Article 12(4).

4. The supervisory authority sI!aII may impose a fine up to
250000 EUR, or in case of an enterprise up to 0,5 % of its
annual worldwide turnover, to anyone who, intentionally or
negligently:
(a) 11985A9t pr9"ill8 t~e rA8&l'IaAi'rA' f9r r811118,t,IIr lIata
'1I1Ii8'" 9r does not respond promptly 9r A9t iA t~8
rellllir811 f9rrAat to data subjects pursuant to Articles 12(1)
and (2). When determining a fine for a violation as
referred to in this section, the supervisory authority shall
take into account the extent to which the controller, or
the main establishment as referred to in article 22(4), has
put in place mechanisms to respond to data subjects'
requests;
(b) charges a fee for the information or for responses to the
requests of data subjects in violation of Article 12(4).

for such

independent 'third-party representative',
this provision makesit highly unlikely that
anyone would be willing to act as a
representative

for non-EU controllers.

Suggestion: delete.
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5. The supervisory authority shall impose a fine up to 500
000 EUR, or in case of an enterprise up to 1 % of its annual
worldwide turnover, to anyone who, intentionally or
negligently:
(a) does not provide the information,

or does provide

incomplete information, or does not provide the
information in a sufficiently transparent manner, to the
data subject pursuant to Article 11, Article 12(3) and Article
14;
(b) does not provide access for the data subject or does not
rectify personal data pursuant to Articles 15 and 16 or does
not communicate the relevant information to a recipient
pursuant to Article 13;
(c) does not comply with the right to be forgotten or to
erasure, or fails to put mechanisms in place to ensure that
the time limits are observed or does not take all necessary
steps to inform third parties that a data subjects requests
to erase any links to, or copy or replication of the personal
data pursuant Article 17;
(d) does not provide a copy of the personal data in
electronic format or hinders the data subject to transmit
the personal data to another application in violation of
Article 18;
(e) does not or not sufficiently determine the respective
responsibilities with co-controllers pursuant to Article 24;
(f) does not or not sufficiently maintain the documentation
pursuant to Article 28, Article 31(4), and Article 44(3);
(g) does not comply, in cases where special categories of
data are not involved, pursuant to Articles 80, 82 and 83
with rules in relation to freedom of expression or with rules
on the processing in the employment context or with the
conditions for processing for historical, statistical and
scientific research purposes.

•

5. The supervisory authority sAaII may impose a fine up to
500000 EUR, or in case of an enterprise up to 1 % of its
annual worldwide turnover, to anyone who, intentionally
negligently:
(a) does not provide the information, or does provide

or

incomplete information, or does not provide the
information in a sufficiently transparent manner, to the
data subject pursuant to Article 11, Article 12(3) and Article
14;
(b) does not provide access for the data subject or does not
rectify personal data pursuant to Articles 15 and 16 or does
not communicate the relevant information to a recipient
pursuant to Article 13;
(c) does not comply with the right to be forgotten or to
erasure, 9r fails t9 Pyt RleehaRisRls iR plaee ta eRSyre that
the tiRle IiRlits are alls9"'911 or does not tal.e all Re6essary
steps t9 iRf9rRl thirllparties that a lIata syllje6ts rellYests
ta erase aR'/IiRks ta, ar 69P'1'ar repli6atiaR af the persaRal
IIatror has not provided a mechanism pursuant Article
17a. When determining a fine for a violation as referred to
in this section, the supervisory authority shall take into
account the extent to which the controller, or the main
establishment as referred to in article 22(4), has put in
place mechanisms for ensuring that the time limits with
respect to the retention of the personal data are
observed;
(d) lIaes Rat pra"ille a 6apr af the peFSaRalliata iR
ele6tr9Ri6 farRlat ar hinders the data subject to transmit
the pers9Railiata his user-generated content to another
application in violation of Article 18;

(e)1Iges R9t 9r R9t syffi6ieRtl.,. lIeterRliRe tile respe6ti"e
respaRsillilities "'itll 6a 6aRtralieFS pYFSyaRtta "rti6le 24j
(f)lIaes Rat 9r R9t syffieieRtlr RlaiRtaiRtile
1196YRleRtati9RpYFSyaRtta "rti6le 211,"rti6le U(4 7), aRIl
Arti61e 44(~)j
(g) does not comply, in cases where special categories of
data are not involved, pursuant to Articles 80, 82 and 83
with rules in relation to freedom of expression or with rules
on the processing in the employment context or with the
conditions for processing for historical, statistical and
scientific research purposes.

6. The supervisory authority shall impose a fine up to 1 000
000 EURor, in case of an enterprise up to 2 % of its annual
worldwide turnover, to anyone who, intentionally

or

6. The supervisory authority sAaII may impose a fine up to 1
000000 EUR or, in case of an enterprise up to 2 % of its
annual worldwide turnover, to anyone who, intentionally or

negligently:
(a) processes personal data without any or sufficient legal
basis for the processing or does not comply with the
conditions for consent pursuant to Articles 6, 7 and 8;
(b) processes special categories of data in violation of

negligently:
(a) processes personal data without any or sufficient legal
basis for the processing or does not comply with the
conditions for consent pursuant to Articles 6, 7 and 8;
(b) processes special categories of data in violation of

Articles 9 and 81;
(c) does not comply with an objection or the requirement

Articles 9 and 81;
(c) does not comply with an objection or the requirement

pursuant to Article 19;
(d) does not comply with the conditions in relation to

pursuant to Article 19;
(d) does not comply with the conditions in relation to

measures based on profiling pursuant to Article 20;
(e) does not adopt internal policies or does not implement
appropriate measures for ensuring and demonstrating
compliance pursuant to Articles 22, 23 and 30;
(f) does not designate a representative pursuant to Article

(e)lIa95 Rat allapt iRterRaipali6ies ar lIaes Rat iRlpleRleRt
appr9priate Rleasyres f9r eRsYriR8 aRlilleRl9RstratiR8
69R1pliaR6e pYFSyaRtt9 "rti6les 22, 2a aRIl aQj

25;
(g) processes or instructs the processing of personal data in
violation of the obligations in relation to processing on

measures based on profiling pursuant to Article 20;

(f) does not designate a representative
25;

pursuant to Article

(8)pr96esses 9r iRstrY6ts the pra6essiR8 9f pers9Railiata
iR"ialati9R af tile 9111i8atiaRsiR relatiaR ta pr96essiR8 9R

, Opmerking_
obligation
draft

?

No documentation

in art. 44(3). Mistake in original
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behalf of a controller pursuant to Articles 26 and 27;
(h) does not alert on or notify a personal data breach or
does not timely or completely notify the data breach to the
supervisory authority or to the data subject pursuant to
Articles 31 and 32;
(i) does not carry out a data protection

impact assessment

pursuant or processes personal data without prior
authorisation or prior consultation of the supervisory
authority pursuant to Articles 33 and 34;
(j) does not designate a data protection officer or does not
ensure the conditions for fulfilling the tasks pursuant to
Articles 35, 36 and 37;
(k) misuses a data protection seal or mark in the meaning of
Article 39;
(I) carries out or instructs a data transfer to a third country
or an international organisation that is not allowed by an
adequacy deCision or by appropriate safeguards or by a
derogation pursuant to Articles 40 to 44;
(m) does not comply with an order or a temporary or
definite ban on processing or the suspension of data flows
by the supervisory authority pursuant to Article 53(1);
(n) does not comply with the obligations to assist or
respond or provide relevant information to, or access to
premises by, the supervisory authority pursuant to Article
28(3), Article 29, Article 34(6) and Article 53(2);
(0) does not comply with the rules for safeguarding
professional secrecy pursuant to Article 84.

lIellalf ef a EeRtFelieF plIFsllaRt te °FtiEles ;!€i aRII27j
(h) does not alert on or notify a personal data breach or
does not timely or completely notify the data breach to the
supervisory authority or to the data subject pursuant to
Articles 31 and 32;
(i) lIees Aet eaFFy ellt a lIata pFeteetieA iFApaet aSSeSSFAeAt
plIFSllaAt eF pFeEesses peFSeAalliata
"'itllellt pFieF
alltlleFisatieR eF pFieF eeRsllltatieA ef tile sllpeR'isePjl
alltlleFit'; plIFsllaRt te ° Ftieles ii aRII i4j

Ii)

lIees Aet lIesillAate a lIata pFeteetieA emeeF eF lIees Aet
eASIIFe tile eeAliitieAs fer flilfilliRIl tile tasl,s plIFSllaAt te
° Ftieles is, iii aAIl i7j
(k) misuses a data protection seal or mark in the meaning of
Article 39;
(I) carries out or instructs a data transfer to a third country
or an international organisation that is not allowed by an
adequacy decision or by appropriate safeguards or by a
derogation pursuant to Articles 40 to 44;
(m) does not comply with an order or a temporary or
definite ban on processing or the suspension of data flows
by the supervisory authority pursuant to Article 53(1);
(n) does not comply with the obligations to assist or
respond or provide relevant information to, or access to
premises by, the supervisory authority pursuant to Article
28(3), Article 29, Article 34(6) and Article 53(;! 3);
(0) does not comply with the rules for safeguarding
professional secrecy pursuant to Article 84.
A fine for violations referred to in this paragraph can only
be imposed for a particular processing of personal data.
When determining a fine for a violation as referred to in
this paragraph, the supervisory authority shall take into
account the following facts and circumstances:
(a) the extent to which the controller, or the main
establishment as referred to in Article 22(4), has adopted
internal policies and has implemented the measures
referred to in Articles 22, 23 and 30 with respect to such
processing;
(b) the fact whether or not the controller, or the main
establishment as referred to in Article 22(4), has
designated a data protection officer pursuant to Article
35;
(c) the extent to which the controller has allowed the data
protection officer, if any, to perform his tasks as referred
to in Article 37 with respect to such processing;
(d) the extent to which the data protection officer, if any,
was involved in the decision making with respect to such
processing or in the implementation
thereof;
(e) the fact whether or not the controller has performed a
privacy impact assessment with respect to such
processing;
(f) the fact whether or not the controller, where relevant,
has complied with Article 26; and
(g) the extent to which the controller has instructed the
processor, if any, pursuant to Article 27.

7. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of
updating the amounts of the administrative fines referred
to in paragraphs 4, 5 and 6, taking into account the criteria
referred to in paragraph 2.

7. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of
updating the amounts of the administrative fines referred
to in paragraphs 4, 5 and 6, taking into account the criteria
referred to in paragraph 2.
Justification

79.3
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jin;'I'Q or~l'J!7izations

for violating

the Regulation.

Justification
79.5, 79.6 and 79.7
The 'occl)untoiJilitv
measures' should not be fi:led as an
independent
infrinQement\Nhere the absence of such
measures are likely t,J have cOllsc-'d the infrint]ement ofthl'
'rnoteric:

rules'

(like dota

security;

dota

data /im..tation, etc). the supervisory
SLJch obs,,?r1ce into

account
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aut!Jaritl,i

in determining

rights,

should take

the :eve/ of the

US F€deral SenttJ1cing Guidelines for
companies
in case of non~co,.nplio!lce). Further more,
instead of i:;suing (1 fine. the super-/iso1Y outn,;rity
shou/d
ofder tht' contro{ft?f
or processor
to toke the rJt:'re:;sOl y

tine (see 0150 the

meaSUft";

pursuant tu its powers

in_ article 53.

Article 80
Processing of personal data and freedom of expression
1. Member States shall provide for exemptions or
derogations from the provisions on the general principles in
Chapter II, the rights of the data subject in Chapter III, on
controller and processor in Chapter IV, on the transfer of
personal data to third countries and international
organisations in Chapter V, the independent supervisory
authorities in Chapter VI and on co-operation and
consistency in Chapter VII for the processing of personal
data carried out solely for journalistic purposes or the
purpose of artistic or literary expression in order to
reconcile the right to the protection of personal data with
the rules governing freedom of expression.
2. Each Member State shall notify to the Commission those
provisions of its law which it has adopted pursuant to
paragraph 1 by the date specified in Article 91(2) at the
latest and, without delay, any subsequent amendment law
or amendment affecting them.
Article 80a
National identification numbers
The private sector processing of a national identification
number or any other national identifier shall not be
prohibited by Member States.
Justification:
The processing of personol doto 1/1 the conte x; of
o(goniztJtions
creote's huge problems in identifying

''''Qt'
citizen',.

t'mployees.
The oniy effiCIent owoner
to
avoid io,'sf:? identification
of individuals
is the :.Jse of
notiona' identification
numbers.
The use of su~~hnurnbers
contrib,tes
to datil quafity and limits the risk u/ inoc[urott?
proceSS,")f] oj persorJol dota. The extended
use of nntionoi
identification
numbers
contributes
to the pOSSibility of
custOflkrs

and

detectinG and fighting identity f'(lud but 0150 ;0 reduction of
the mis(;se of jacilitles
of forge 01 ganizutions.
It contribute:,
to fightinu organized
crime. Flnal!y it significantly
reduce~
operati~;no! costs of farge organi/'_1tiollS.
Unjcrturwtef'y' n~lt
all mem!Jer states recognize theSe advantages
and sorne of
them restrict the use of the natiorlof 10 by private sector
enterprises.
The amendlnent
aims at creating a Europeon
leve! plo;ing field. at significantly
Improving doto quality. at
reducing the risk of erroneous
ot the leductlOl) of operational
costs.

significolltly

Article 81
Processing of personal data concerning health

pracessinQ

Article 81
Processing of personal data concerning health

and
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1. Within the limits of this Regulation and in accordance
with point (h) of Article 9(2), processing of personal data
concerning health must be on the basis of Union law or

1. Within the limits of this Regulation and in accordance
with point (h) of Article 9(2), processing of personal data
concerning health must be on the basis of Union law or

Member State law which shall provide for suitable and
specific measures to safeguard the data subject's legitimate
interests, and be necessary for:

Member State law which shall provide for suitable and
specific measures to safeguard the data subject's legitimate
interests, and be necessary for:

(a) the purposes of preventive or occupational medicine,
medical diagnosis, the provision of care or treatment or the
management of health-care services, and where those data
are processed by a health professional subject to the
obligation of professional secrecy or another person also
subject to an equivalent obligation of confidentiality under
Member State law or rules established by national

(a) the purposes of preventive or occupational medicine,
medical diagnosis, the provision of care or treatment or the
management of health-care services, and where those data
are processed by a health professional subject to the
obligation of professional secrecy or another person also
subject to an equivalent obligation of confidentiality under

competent bodies; or
(b) reasons of public interest in the area of public health,

Member State law or rules established by national
competent bodies; or
(b) reasons of public interest in the area of public health,

such as protecting against serious cross-border threats to
health or ensuring high standards of quality and safety,
inter alia for medicinal products or medical devices; or
(c) other reasons of public interest in areas such as social
protection, especially in order to ensure the quality and
cost-effectiveness of the procedures used for settling
claims for benefits and services in the health insurance

such as protecting against serious cross-border threats to
health or ensuring high standards of quality and safety,
inter alia for medicinal products or medical devices; or
(c) other reasons of public interest in areas such as social
protection, especially in order to ensure the quality and
cost-effectiveness of the procedu res used for settling
claims for benefits and services in the ~
insurance

system.

system.

2. Processing of personal data concerning health which is
necessary for historical, statistical or scientific research
purposes, such as patient registries set up for improving

2. Processing of personal data concerning health which is
necessary for historical, statistical or scientific research
purposes, such as patient registries set up for improving
diagnoses and differentiating between similar types of
diseases and preparing studies for therapies, is subject to
the conditions and safeguards referred to in Article 83.

diagnoses and differentiating between similar types of
diseases and preparing studies for therapies, is subject to
the conditions and safeguards referred to in Article 83.

3. The processing of data concerning health necessary for
the purpose of the provision of healthcare management
services to a healthcare professional or healthcare
organisation shall be governed by a contract or other legal
act as referred to in Article 26(2). Insofar consent of the
data subject is required for the disclosure of the data
concerning health to the healthcare management service
provider, such consent shall be deemed to be given.

•

3. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further

4. (deleted)

specifying other reasons of public interest in the area of
public health as referred to in point (b) of paragraph 1, as
well as criteria and requirements for the safeguards for the
processing of personal data for the purposes referred to in
paragraph 1.
81.1

Justification
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insurant"? products
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Justification 81.3 (deleted)
There is no need fo! such powers
Article 82
Processing in the employment context
1. Within the limits of this Regulation, Member States may
adopt by law specific rules regulating the processing of
employees' personal data in the employment context, in
particular for the purposes of the recruitment, the
performance of the contract of employment, including
discharge of obligations laid down by law or by collective
agreements, management, planning and organisation of
work, health and safety at work, and for the purposes of
the exercise and enjoyment, on an individual or collective
basis, of rights and benefits related to employment, and for
the purpose of the termination of the employment
relationship.

Article 82
Processing in the employment context
1. Within the limits of this Regulation and Union law,
Member States may adopt by law specific rules regulating
the IIF968ssiRil collection, use or dissemination of
employees' personal data in the employment and staffing
context, in particular for the purposes of the recruitment,
staffing, the performance of the contract of employment,
including discharge of obligations laid down by law or by
collective agreements, management, planning and
organisation of work, health and safety at work, and for the
purposes of the exercise and enjoyment, on an individual or
collective basis, of rights and benefits related to
employment, and for the purpose of the termination of the
employment relationship.

2. The rules adopted pursuant to paragraph 1 shall not
cover the processing of personal data and the measures
taken pursuant to Articles 26, 30 to 33, and 40 to 44.
2. Each Member State shall notify to the Commission those

3. Each Member State shall notify to the Commission those

provisions of its law which it adopts pursuant to paragraph
1, by the date specified in Article 91(2) at the latest and,
without delay, any subsequent amendment affecting them.

provisions of its law which it adopts pursuant to paragraph
1, by the date specified in Article 91(2) at the latest and,
without delay, any subsequent amendment affecting them.

3. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and requirements for the safeguards

4. (Deleted, as it contradicts the essence of par. 1, which
allows Member States to introduce legislation consistent
with their labour relations system)
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for the processing of personal data for the purposes
referred to in paragraph 1.
Justification 82.1
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Article 83
Processing for historical, statistical

and scientific research

purposes
1. Within the limits of this Regulation, personal data may be
processed for historical, statistical or scientific research
purposes only if:
(a) these purposes cannot be otherwise fulfilled by
processing data which does not permit or not any longer
permit the identification of the data subject;
(b) data enabling the attribution of information to an
identified or identifiable data subject is kept separately
from the other information as long as these purposes can
be fulfilled in this manner.
2. Bodies conducting historical, statistical or scientific
research may publish or otherwise publicly disclose
personal data only if:
(a) the data subject has given consent, subject to the
conditions laid down in Article 7;
(b) the publication of personal data is necessary to present
research findings or to facilitate research insofar as the
interests or the fundamental rights or freedoms of the data
subject do not override these interests; or
(c) the data subject has made the data public.
3. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of further
specifying the criteria and requirements for the processing
of personal data for the purposes referred to in paragraph 1
and 2 as well as any necessary limitations on the rights of
information to and access by the data subject and detailing

Article 83
Processing for historical, statistical

and scientific research

purposes
1. Within the limits of this Regulation, personal data may be
processed for historical, statistical or scientific research
purposes only if:
(a) these purposes cannot be otherwise fulfilled by
processing data which does not permit or not any longer
permit the identification of the data subject;
(b) data enabling the attribution of information to an
identified or identifiable data subject is kept separately
from the other information as long as these purposes can
be fulfilled in this manner.
2. Bodies conducting historical, statistical or scientific
research may publish or otherwise publicly disclose
personal data only if:
(a) the data subject has given consent, subject to the
conditions laid down in Article 7;
(b) the publication of personal data is necessary to present
research findings or to facilitate research insofar as the
interests or the fundamental rights or freedoms of the data
subject do not override these interests; or
(c) the data subject has made the data public.
3. (deleted)
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the conditions and safeguards for the rights of the data
subject under these circumstances.
Justification

83.3 (deleted)

Article 84
Obligations of secrecy
1. Within the limits of this Regulation, Member States may
adopt specific rules to set out the investigative powers by
the supervisory authorities laid down in Article 53(2) in
relation to controllers or processors that are subjects under
national law or rules established by national competent
bodies to an obligation of professional secrecy or other
equivalent obligations of secrecy, where this is necessary
and proportionate to reconcile the right of the protection
of personal data with the obligation of secrecy. These rules
shall only apply with regard to personal data which the
controller or processor has received from or has obtained
in an activity covered by this obligation of secrecy.
2. Each Member State shall notify to the Commission the
rules adopted pursuant to paragraph 1, by the date
specified in Article 91(2) at the latest and, without delay,
any subsequent amendment affecting them.
Article 8S
Existing data protection rules of churches and religious
associations
1. Where in a Member State, churches and religious
associations or communities apply, at the time of entry into
force of this Regulation, comprehensive rules relating to
the protection of individuals with regard to the processing
of personal data, such rules may continue to apply,
provided that they are brought in line with the provisions of
this Regulation.
2. Churches and religious associations which apply
comprehensive rules in accordance with paragraph 1 shall
provide for the establishment of an independent
supervisory authority in accordance with Chapter VI of this
Regulation.
Article 8Sa
Processing of professional

information

1. Articles 14, 17,18,19,22(1),28
to the processing of professional

and 40 shall not apply
information.

2. Data subjects shall have the right to request from the
controller not to have their professional information
disclosed to third parties. Such blocking is not required
where the blocking proves impossible or would involve a
disproportionate
effort on the part of the controller.
Justification:
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Article 86
Exercise of the delegation
1. The power to adopt delegated acts is conferred on the
Commission subject to the conditions laid down in this
Article.

Article 86
Exercise of the delegation

2. The delegation of power referred to in Article 6(5),
Article 8(3), Article 9(3), Article 12(5), Article 14(7), Article
15(3), Article 17(9), Article 20(6), Article 22(4), Article 23(3),
Article 26(5), Article 28(5), Article 30(3), Article 31(5),
Article 32(5), Article 336), Article 34(8), Article 35(11),
Article 37(2), Article 39(2), Article 43(3), Article 44(7),
Article 79(6), Article 81(3), Article 82(3) and Article 83(3)

[Par. 2, 3 and 5 are to be made consistent with deletions
in the Regulation]

shall be conferred on the Commission for an indeterminate
period of time from the date of entry into force of this
Regulation.
3. The delegation of power referred to in Article 6(5),
Article 8(3), Article 9(3), Article 12(5), Article 14(7). Article
15(3), Article 17(9), Article 20(6), Article 22(4), Article 23(3),
Article 26(5), Article 28(5), Article 30(3), Article 31(5),
Article 32(5), Article 33(6), Article 34(8), Article 35(11),
Article 37(2), Article 39(2), Article 43(3), Article 44(7),
Article 79(6), Article 81(3), Article 82(3) and Article 83(3)
may be revoked at any time by the European Parliament or
by the Council. A decision of revocation shall put an end to
the delegation of power specified in that decision. It shall
take effect the day following the publication of the decision
in the Official Journal of the European Union or at a later
date specified therein. It shall not affect the validity of any
delegated acts already in force.
4. As soon as it adopts a delegated act, the Commission
shall notify it simultaneously to the European Parliament
and to the Council.

•

re,::-uci to

5. A delegated act adopted pursuant to Article 6(5), Article
8(3), Article 9(3), Article 12(5), Article 14(7), Article 15(3),
Article 17(9), Article 20(6), Article 22(4), Article 23(3),
Article 26(5), Article 28(5), Article 30(3), Article 31(5),
Article 32(5), Article 33(6), Article 34(8), Article 35(11),
Article 37(2), Article 39(2), Article 43(3), Article 44(7),
Article 79(6), Article 81(3), Article 82(3) and Article 83(3)
shall enter into force only if no objection has been
expressed either by the European Parliament or the Council
within a period of two months of notification of that act to
the European Parliament and the Councilor if, before the
expiry of that period, the European Parliament and the
Council have both informed the Commission that they will
not object. That period shall be extended by two months at
the initiative of the European Parliament or the Council.
Article 87
Committee procedure
1. The Commission shall be assisted by a committee. That
committee shall be a committee within the meaning of
Regulation (EU) No 182/2011.
2. Where reference is made to this paragraph, Article 5 of
Regulation (EU) No 182/2011 shall apply.
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3. Where reference is made to this paragraph, Article 8 of
Regulation (EU) No 182/2011, in conjunction with Article 5
thereof, shall apply.
Article 88
Repeal of Directive 95/46/EC
1. Directive 95/46/EC is repealed.
2. References to the repealed Directive shall be construed
as references to this Regulation. References to the Working
Party on the Protection of Individuals with regard to the
Processing of Personal Data established by Article 29 of
Directive 95/46/EC shall be construed as references to the
European Data Protection Board established by this
Regulation.
Article 89
Relationship to and amendment of Directive 2002/58/EC
1. This Regulation shall not impose additional obligations on
natural or legal persons in relation to the processing of
personal data in connection with the provision of publicly
available electronic communications services in public
communication networks in the Union in relation to
matters for which they are subject to specific obligations
with the same objective set out in Directive 2002/58/E('
2. Article 1(2) of Directive 2002/58/EC shall be deleted.
Article 90
Evaluation
The Commission shall submit reports on the evaluation and
review of this Regulation to the European Parliament and
the Council at regular intervals. The first report shall be
submitted no later than four years after the entry into force
of this Regulation. Subsequent reports shall be submitted
every four years thereafter. The Commission shall, if
necessary, submit appropriate proposals with a view to
amending this Regulation, and aligning other legal
instruments, in particular taking account of developments
in information technology and in the light of the state of
progress in the information society. The reports shall be
made public.
Article 91
Entry into force and application
1. This Regulation shall enter into force on the twentieth
day following that of its publication in the Official Journal of
the European Union.
2. It shall apply from [two years from the date referred
paragraph I].

to in

This Regulation shall be binding in its entirety and directly
applicable in all Member States.

