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From:
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Sent: maandag 22 oktober 2012 T8:38
To: Kaai, Geran
Subject: Proposed EU Data Protection Regulations - COM(2012) final
Dear Mr. Kaai,
We are a leading contract research organisation (CRG) operating within the Life Sciences industry, and consequently,
handle enormous volumes of personal data for medical research, treatments, therapies and drug development.
We
very much appreciate the encouragement from the European Commission, the Representatives from the Permanent
Representations and the Members of the European Parliament to contribute to the development of this proposed
Regulation.
During our review of the proposed text we have identified areas of concern where the current iteration of the proposed
Regulations could give rise to unintended consequences for the Life Sciences Industry, potentially to the ultimate
detriment of medical research advancement and public health.
In the attached documents which we provide for your review and consideration, we have provided a Summary of those
Issues of primary concern to Quintiles, and table our suggested Amendments to the proposed draft Regulation to
address these concerns.
Also attached is a copy of a generic template version of an Informed Consent Form (ICF). We thought it would be useful
to attach this as a reference document to our comments on Consent and Lawfulness of Processing, since the patient
informed consent process is fundamental to the conduct of a clinical trial. The contents of these ICFsare generally
prescribed by the Good Clinical Practice Guidelines. Whilst this ICF is generic, country specific ICFs(which meet local
regulatory requirements) are generated from the generic templates. We have different template ICFsfor Paediatric
and for specific types of clinical trial studies, and would be happy to forward other sample templates to you, if you are
interested.
We have had the opportunity to meet and discuss our concerns with certain of your colleagues but unfortunately not
with yourself. Nevertheless, we remain at your disposal for any questions you may have, and look forward to having an
opportunity to engage in discussions with you in the future on this important matter.
Yours sincerely,
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Regulation

Summary of Issues for Quintiles in Respect to the Proposed EU Data
Protection Regulation
1.

Consent and Lawfulness of Processing - [Amendment 1, 2, 3, 4 and 5J

In a clinical trial's setting, patient

Informed Consent Forms are obtained

in writing,

pursuant to

specified criteria in the Good Clinical Practice Guidelines. Patient and Investigator sign the Informed
Consent Forms confirming that patient consent was freely given. The Investigator is responsible for
providing full information
and the right to withdraw,

and explanation to the subject about the trial, the drug, the side effects,
and must be satisfied and certify that the subject understands the risks

and consequences of participation.
Under the proposed Regulation, consent will continue to be an important
processing personal data.

legal justification

for

Nevertheless, Article 7(4) of the proposed Regulation provides that

"consent shall not provide a legal basis for the processing where there is a significant imbalance
between the position of the data subject and the data controller".
This requirement
inherent
ultimately

causes great uncertainty

imbalance between

with

respect to clinical trials.

the position of the individual

the company conducting

questioned at any time thus potentially

it.

This implies that

patient

Arguably, there is an

participating

the validity

in a trial and

of the consent may be

invalidating the patient's participation

in the clinical trial and

thereby potentially requiring that patient's data to be erased. (See also point 3 below)
If the validity of subject consent in a clinical trial is unreliable, then this may risk non compliance
2

with the Clinical Trials Directive1 and the Good Clinical Practice Guidelines
consent

of data subjects3

-

and

bring

the

proposed

Regulations

into

-

which both require
conflict

with

those

requirements.

Directive 2001/20/EC of the European Parliament and of the Council on the approximation of the laws, regulations and
administrative provisions of the Member States relating to the implementation of good clinical practice in the conduct of
clinical trials on medicinal products for human use, OJ L 121, 01.05.2001, p. 34.
2 Guidance on Good Clinical Practice, CPMP/ICH/135/95. The full text of the GCPGuidance document can be found here.
3 Article 3(2)(d) of the Clinical Trials Directive requires: "the trial subject or, when the person is not able to give informed

1

consent, his legal representative has given his written consent after being informed of the nature, significance, implications
and risks of the clinicaltrial; if the individual is unable to write, oral consent in the presence of at least one witness may be
given in exceptional cases, as provided for in national legislation". Similarly, paragraph 2.9 of the Good Clinical Practice
Guidelines states that: "Freely given informed consent should be obtained from every subject prior to clinical trial
participation".
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2.

Compliance with legal obligations - [Amendment

International
obligations

6J

companies, including life sciences companies, are increasingly subject to laws and legal
and voluntary

the rights and freedoms

codes of practice in countries outside the EU, many of which are to protect
of individuals.

For example, life sciences companies in performing

trials are required to comply with the Good Clinical Practice Guidelines,
quality standard that is provided by the International
Failure to comply with such requirements
Data Protection

In an era of increased globalization,

comply with international

3.

action and fines.

(ICH).
The current

Directive also contains in Article 7(c) a legal ground for processing personal

where "the processing is necessary for compliance
subject".

which is an international

Conference on Harmonisation

can lead to regulatory

clinical

with a legal obligation

it is important

EU
data

to which the controller

that controllers

and processors

is
can

legal requirements.

Right to be Forgotten - [Amendment

7 and 8J

While the proposed Regulation provides an exemption from the obligation

to erase personal data for

historical, statistical and scientific research purposes (Art 17(3) (c)), in practice it may not always be
clear when this exemption

applies.

Would a clinical trial be considered

"scientific

research" for the

purposes of Article 17(3)(c)?
Any ability for individuals

to erase their personal data including their medical health records and

invoking the right to be forgotten

could have a significant

impact on their safety, the validity

of

would normally be that they are non-responders

to

scientific findings in clinical trials and epidemiological
Clinical trial subjects' motivation

for withdrawal

studies.

the trial drug, they are not happy with their progress or they have suffered a drug adverse event.
However, all such data is necessary to properly

and adequately

analyze the risk benefit

balance of

the drug as well as its safety and efficacy.
Non-availability

or limited

availability

of clinical trial data can potentially

have significant

safety

repercussions including:
~
~

Reporting of serious adverse events incidents may be based on missing or inaccurate data;
The admission of necessary treatments,
prevented

drugs or other medications

or delayed;

2

to the market might be
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~

Submissions for regulatory
withdrawn;

~

or regulatory

non-availability

patients

verification

approvals might be

and

Drugs already approved on available data might be withdrawn

Moreover,
locate

approvals may be de-qualified,

and to

of data including
inform

them

patient

on safety

medical

or recalled from the market.

records will result in an inability

issues discovered

during

the

monitoring

to
and

process.

There is also an inconsistency

as the Regulation provides that withdrawal

of consent shall not affect

the lawfulness of the processing based on consent before its withdrawal-

Art 7(3) - but this seems

to be overridden
4.

by the right to erase data under the Right to be Forgotten.

Administrative

Burden - Data Processors and Data Controllers

- [Amendments

9, 10, 11,

12, 13 and 141
Quintiles

operates numerous

clinical trials across the globe.

involved in clinical trials conducted

Phase II clinical trials - $2 million-$20

•

•

were

For example: - Phase I clinical trials - $250 K-$1.5 million -

million - Phase III clinical trials - $20 million-$100

The proposed text in Article 28 introduces

protection.

patients

by Quintiles in more than 88.000 sites (i.e. hospitals, clinics etc).

Clinical trials can cost up to $100 million.

these additions

Since 2011, 1.197.000

increase administrative

a host of new requirements
burdens and compliance

million.

for data processors.

costs, without

improving

Some of
privacy

For example:

Both the data controller

and the data processor are required to maintain documentation

all processing operations

under its responsibility

Both the data controller

and the data processor are require to undertake

of

- Art 28(1)
an evaluation

of

risks - Art 28(2)
•

The data controller

and the data processor, acting on the controller's

behalf, shall carry out a

privacy impact assessment where the processing present specific risks - Art 33(1)
•

The data controller

and the data processor, acting on the controllers

with the supervisory authority

in relation to a data protection

3

behalf, shall consult

assessment - Art 34(1)
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Specific risks include information
surveys

where

the

data

on health, provisions of health care, epidemiological

are processed

"for

taking

measures

or decisions

research or

regarding

specific

individuals on a large scale". Art 33(2) (b).
Duplicating these requirements

on both data controllers

not improve privacy protection

for the individual.

It should be possible to have a data protection

and data processors is inefficient

and does

impact assessment that covers all clinical trials unless

a new clinical trial introduces a new specific risk.
Increased compliance costs and administrative

>-

Significantly

extend the timetable

years per compound;

>-

Prevent

burdens will most likely:

of clinical trial studies which already can take circa 10+

and

or delay the admission

of necessary treatments,

drugs or other

medications

to

European patients.
The requirement

to consult with supervisory

authorities

on data protection

Quintiles, which organises thousands of clinical trials for pharmaceutical
very significant

costs and administrative

supervisory authorities

to obtain authorisation,

Quintiles therefore

the requirement

proposes the deletion

to consult

with

which is an important

part

of the current requirements

consult and notify supervisory authorities.

It should not be mandatory

may involve the controller

increase administrative
data subjects.

companies, could also add

to obtain the views of data subjects as part of a data protection

should be optional.
subjects

In addition,

appears contrary to the principle of accountability

of the proposed Regulation.

The requirement

burdens.

impact assessments for

Additionally,

because seeking and obtaining

in expending

burdens for controllers

impact assessment

disproportionate

without

providing

effort,
additional

with

the views of data
the potential

privacy protection

to
for

in the clinical trials context requiring the sponsor to seek the views of

the data subjects / patients may be logistically difficult
in order to do so, the sponsor

may be required

as they may not be able to locate them.

to collect

Also

more data than necessary, thereby

breaching the principle of data minimization.
5.
Quintiles'

International

Data Transfers - [Amendments 15, 16, 17, 18, 19 and 20J

operates globally with 14,000 drug development

4

staff in 90 offices in about 60 countries.
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Data transfers are currently effected internationally using a number of different legal mechanisms,
including a US Safe Harbor certification, local country registrations and EU Standard contractual
clauses. Quintiles has their data management centres in India, Kansas and South Africa. Clinical
research associatesand Biostatisticians necessaryfor the statistical review and analysis of the clinical
data are located in multiple jurisdictions acrossthe globe.
Under the proposed Regulation there will continue to be restrictions on transfers of personal data to
countries outside the EEA which are not considered to provide an adequate level of protection.
While the ability to make international transfers has been assisted with some provisions in the
Regulation such as not having to get authorisation from supervisory authorities for such data
transfers and the ability to adopt Binding Corporate Rulesfor processors there .are still some issues:
(i) none of the solutions BCRs,Safe Harbor, EUContractual Clauses provide a comprehensive
solution for global companies such as Quintiles.
(ii) as a derogation transfers may be made for the purposes of legitimate interests pursued
by a data controller or a data processor where an adequacy assessment has been made
provided the transfer is not "frequent or massive" - Art 44(1)(h). It is not clear why this
derogation cannot be used for large data transfers particularly for a company such as
Quintiles that

has strict requirements

in place to protect the data such as those

recommended under the Good Clinical Practice Guidelines.
(iii) one of the factors that should be taken into account with adequacy assessment under
Article 44(1)(h) is the fact that the data being transferred is invariably key coded and used
for limited purposes such as medical research and clinical trials.
FAQ 14-7 of the Safe Harbor Scheme recognises that key coded data should be treated differently
providing that key coded data sent by a researcher in the EUto a pharmaceutical company in the US
would not constitute a transfer where the USpharmaceutical company only receives key coded data
and is not aware of the identity of the patients which will only be known to the researcher in the EU.
In addition, the proposed Regulation fails to take into account that many international data transfers
conducted by life sciences companies are required for public health reasons, including for example
providing information to health authorities outside the EU or in order to establish global safety
databases. This should therefore be reflected in the derogations provided for in Article 44(1),
particularly since the data transferred is invariably key coded and used for limited purposes such as
medical research and clinical trials.
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DRAFT AMENDMENTS TO
PROPOSED EU DATA PROTECTION REGULATION
Amendment 1- [It needs to be acknowledged that some Union and Member States laws
already require consent]

Proposal for a regulation
Recital 31

Text proposed by the Commission

Amendment

3 1. In order for processing to be lawful,
personal data should be processed on the
basis of the consent of the person concerned
or some other legitimate basis, laid down by
law, either in this Regulation or in other
Union or Member State law as referred to in
this Regulation.

31. In order for processing to be lawful,
personal data should be processed on the
basis of the consent of the person concerned,
including where consent is explicitly
required by Union or Member State law, or
on some other legitimate basis, laid down by
law, either in this Regulation or in other
Union or Member State law as referred to in
this Regulation.
Or. en

Justification
The Clinical Trials Directive specifically requires the informed consent of clinical trial
subjects. Therefore it is important that the proposed Regulation recognises that controllers
can rely on consent as a legal basis to process personal data in a clinical trial.
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Amendment 2 - [It should be made clear that consent does provide a valid legal ground
for clinical trials]

Proposal for a regulation
Recital 33

Text proposed by the Commission

Amendment

33. In order to ensure free consent, it should
be clarified that consent does not provide a
valid legal ground where the individual has
no genuine and free choice and is
subsequently not able to refuse to withdraw
consent without detriment.

Deleted

Justification
The proposed requirement causes great uncertainty with respect to clinical trials. Arguably,
there is an inherent imbalance between the position of the individual patient participating in
a trial and ultimately the company conducting it. This implies that the validity of the consent
may be questioned at any time thus potentially invalidating the patient's participation in the
clinical trial. If the validity of subject consent in a clinical trial (where consent is required) is
unreliable, then this may risk non compliance with the Good Clinical Practice Guidelines
and bring these Regulations into conflict with those requirements. It is therefore important to
specify that the significant imbalance requirement is limited to specific scenarios, such as in
the employment context or where the controller is a public authority (see amendments 4 and
5).
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Amendment 5 - [It should be made clear that invalidity of consent for significant
imbalance does not apply to clinical trials]

Proposal for a regulation
Article 7 - paragraph 4

Text proposed by the Commission

Amendment

4. Consent shall not provide a legal basis for
the processing, where there is a significant
imbalance between the position of the data
subject and the controller.

4. In the employment context, consent shall
not provide a legal basis for the processing,
where there is a significant imbalance
between the position of the data subject and
the controller.
Or. en

Justification
The proposed requirement causes great uncertainty with respect to clinical trials. Arguably,
there is an inherent imbalance between the position of the individual patient participating in
a trial and ultimately the company conducting it. This implies that the validity of the consent
may be questioned at any time thus potentially invalidating the patient's participation in the
clinical trial. If the validity of subject consent in a clinical trial (where consent is required) is
unreliable, then this may risk non compliance with the Good Clinical Practice Guidelines
and bring these Regulations into conflict with those requirements. It is therefore important to
specifY that the significant imbalance requirement is limited to specific scenarios, such as in
the employment context or where the controller is a public authority (see amendment 4).
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Amendment 6 - [Compliance with legal obligations]
Proposal for a regulation
Article 6 - paragraph 3
Text proposed by the Commission

Amendment

3. The basis of the processing referred to in
points (c) and (e) of paragraph 1 must be
provided for in:
(a) Union law, or
(b) the law of the Member State to which the
controller is subject.

3. The basis of the processing referred to in
points (c) and (e) of paragraph 1 must be
provided for in:
(a) Union law, or
(b) the law of the Member State to which the
controller is subject, or
(c) law or a legal obligation of a third
country that the controller or processor may
be subject to.

The law of the Member State must meet an
objective of public interest or must be
necessary to protect the rights and freedoms
of others, respect the essence of the right to
protection of personal data and be
proportionate to the legitimate aim pursued.

The law of the Member State, and the law or
a legal obligation in a third country that the
controller or processor may be subject to,
must meet an objective of public interest or
must be necessary to protect the rights and
freedoms of others, respect the essence of the
right to protection of personal data and be
proportionate to the legitimate aim pursued.
Or. en

Justification
Many international companies are subject to laws, legal obligations and voluntary codes of
practice in countries outside the EU, including life sciences companies that are required to
comply with the Good Clinical Practice Guidelines when performing clinical trials. The
Good Clinical Practice Guidelines is an international quality standard that is provided by the
International Conference on Harmonisation (ICH). Failure to comply with such laws, legal
obligations and codes can lead to regulatory action and fines. The current EU Data
Protection Directive also contains in Article 7(c) a legal ground for processing personal data
where "the processing is necessary for compliance with a legal obligation to which the
controller is subject". In an era of increased globalization it is important that controllers and
processors can comply with international legal requirements.
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Amendment 7 - [The Right to be Forgotten in Article 17 should not apply to
pharmacovigilance and clinical trials]
Proposal for a regulation
Recital 53
Text proposed by the Commission

Amendment

53. Any person should have the right to have
personal data concerning them rectified and
a 'right to be forgotten' where the retention of
such data is not in compliance with this
Regulation. In particular, data subjects
should have the right that their personal data
are erased and no longer processed, where
the data are no longer necessary in relation
to the purposes for which the data are
collected or otherwise processed, where data
subjects have withdrawn their consent for
processing or where they object to the
processing of personal data concerning them
or where the processing of their personal
data otherwise does not comply with this
Regulation. This right is particularly
relevant, when the data subject has given
their consent as a child, when not being fully
aware of the risks involved by the processing,
and later wants to remove such personal
data especially on the Internet. However, the
further retention of the data should be
allowed where it is necessary for historical,
statistical and scientific research purposes,
for reasons of public interest in the area of
public health, for exercising the right of
freedom of expression, when required by law
or where there is a reason to restrict the
processing of the data instead of erasing
them.

53. Any person should have the right to have
personal data concerning them rectified and a
'right to be forgotten' where the retention of
such data is not in compliance with this
Regulation. In particular, data subjects should
have the right that their personal data are
erased and no longer processed, where the
data are no longer necessary in relation to the
purposes for which the data are collected or
otherwise processed, where data subjects
have withdrawn their consent for processing
or where they object to the processing of
personal data concerning them or where the
processing of their personal data otherwise
does not comply with this Regulation. This
right is particularly relevant, when the data
subject has given their consent as a child,
when not being fully aware of the risks
involved by the processing, and later wants to
remove such personal data especially on the
Internet. However, the further retention of the
data should be allowed where it is necessary
for historical, statistical and scientific
research purposes, including clinical trials,

epidemiological studies and medical
research, for reasons of public interest in the
area of public health, including to ensure
high standards and quality and safety, inter
alia,for medical treatment, medical
products and medical devices, for exercising
the right of freedom of expression, when
required by law or where there is a reason to
restrict the processing of the data instead of
erasing them.
Or. en

Justification
It is important to clarify that clinical trials are considered as "scientific research" for the
purposes of Article 17(3)(c).
7
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Amendment 8 - [The Right to be Forgotten in Article 17 should not apply to
pharmacovigilance and clinical trials]
Proposal for a regulation
Article 17 - paragraph 3 - point c

Text proposed by the Commission

Amendment

3. The controller shall carry out the erasure
without delay, except to the extent that the
retention of the personal data is necessary:
(a) for exercising the right of freedom of
expression in accordance with Article 80;
(b) for reasons of public interest in the area of
public health in accordance with Article 81;
(c) for historical, statistical and scientific
research purposes in accordance with
Article 83;
(d) for compliance with a legal obligation to
retain the personal data by Union or Member
State law to which the controller is subject;
Member State laws shall meet an objective of
public interest, respect the essence of the
right to the protection of personal data and be
proportionate to the legitimate aim pursued;
(e) in the cases referred to in paragraph 4.

3. The controller shall carry out the erasure
without delay, except where the retention of
the personal data is necessary:
(a) for exercising the right of freedom of
expression in accordance with Article 80;
(b) for reasons of public interest in the area of
public health, including to ensure high

standards and quality and safety,for
medical treatment, medical products and
medical devices, in accordance with Article
81;
(c) for historical, statistical and scientific
research purposes, including clinical trials,

epidemiological studies and medical
research, in accordance with Article 83;
(d) for compliance with a legal obligation to
retain the personal data by Union, Member
State law or the law of a third country, to
which the controller is subject; Member State
and third country laws shall meet an
objective of public interest, respect the
essence of the right to the protection of
personal data and be proportionate to the
legitimate aim pursued;
(e) in the cases referred to in paragraph 4.
Or. en

Justification
It is important to clarifY that clinical trials are considered as "scientific research" for the
purposes of Article 17(3) (c). Also it is important to take into account that a controller
subject to a third country's law might be required to retain personal data in order to comply
with local legal requirements, i.e. with respect to the reporting of adverse events.
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Amendment 9 - [The obligation to keep detailed documentation should only apply to the
data controller and not also the data processor]

Proposal for a regulation
Recital 65
Amendment

Text proposed by the Commission
65. In order to demonstrate compliance with
this Regulation, the controller or processor
should document each processing operation.
Each controller and processor should be
obliged to co-operate with the supervisory
authority and make this documentation, on
request, available to it, so that it might serve
for monitoring those processing operations.

65. In order to demonstrate compliance with
this Regulation, the controller should
document each processing operation. Each
controller should be obliged to co-operate
with the supervisory authority and make this
documentation, on request, available to it, so
that it might serve for monitoring those
processing operations.
Or. en

Justification
The proposed Regulation introduces a host of new requirements for data processors. Some of
these additions increase administrative burdens and compliance costs, without improving
privacy protection. Duplicating these requirements on both data controllers and data
processors is inefficient and does not improve privacy protection for the individual.
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Amendment 10 - [The obligation to keep detailed documentation should only apply to the
data controller and not also the data processor and deletion of delegated act]

Proposal for a regulation
Article 28
Text proposed by the Commission

Amendment

1. Each controller and processor and, if any,
the controller's representative, shall maintain
documentation of all processing operations
under its responsibility.
2. The documentation shall contain at least
the following information:
(a) the name and contact details of the
controller, or any joint controller or
processor, and of the representative, if any;
(b) the name and contact details of the data
protection officer, if any;
(c) the purposes of the processing, including
the legitimate interests pursued by the
controller where the processing is based on
point (t) of Article 6(1);
(d) a description of categories of data
subjects and of the categories of personal
data relating to them;
(e) the recipients or categories of recipients
of the personal data, including the
controllers to whom personal data are
disclosed for the legitimate interest
pursued by them;
(t) where applicable, transfers of data to a
third country or an international
organisation, including the identification of
that third country or international
organisation and, in case of transfers referred
to in point (h) of Article 44(1), the
documentation of appropriate safeguards;
(g) a general indication of the time limits for
erasure of the different categories of data;
(h) the description of the mechanisms
referred to in Article 22(3).
3. The controller and the processor and, if
any, the controller's representative, shall
make the documentation available, on
request, to the supervisory authority.
4. The obligations referred to in paragraphs 1

1. Each controller and, if any, the controller's
representative, shall maintain documentation
of all processing operations under its
responsibility.
2. The documentation shall contain at least
the following information:
(a) the name and contact details of the
controller, or any joint controller or
processor, and of the representative, ifany;
(b) the name and contact details of the data
protection officer, if any;
(c) the purposes of the processing, including
the legitimate interests pursued by the
controller where the processing is based on
point (t) of Article 6(1);
(d) a description of categories of data
subjects and of the categories of personal
data relating to them;
(e) the recipients or categories of recipients
of the personal data, including the
controllers and processors to whom personal
data are disclosed for the legitimate interest
pursued by them;
(t) where applicable, transfers of data to a
third country or an international
organisation, including the identification of
that third country or international
organisation and, in case of transfers referred
to in point (h) of Article 44(1), the
documentation of appropriate safeguards;
(g) a general indication of the time limits for
erasure of the different categories of data;
(h) the description of the mechanisms
referred to in Article 22(3).
3. The controller and, if any, the controller's
representative, shall make the documentation
available, on request, to the supervisory
authority.
4. The obligations referred to in paragraphs 1
10
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and 2 shall not apply to the following
controllers and processors:
(a) a natural person processing personal data
without a commercial interest; or
(b) an enterprise or an organisation
employing fewer than 250 persons that is
processing personal data only as an activity
ancillary to its main activities.
5. The Commission shall be empowered to
adopt delegated acts in accordance with
Article 86 for the purpose of further
specifying the criteria and requirements for
the documentation referred to in paragraph
1, to take account of in particular the
responsibilities of the controller and the
processor and, if any, the controller's
representative.
6. The Commission may lay down standard
forms for the documentation referred to in
paragraph 1. Those implementing acts shall
be adopted in accordance with the
examination procedure referred to in Article
87(2).
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and 2 shall not apply to the following
controllers:
(a) a natural person processing personal data
without a commercial interest; or
(b) an enterprise or an organisation
employing fewer than 250 persons that is
processing personal data only as an activity
ancillary to its main activities.
5 (new). The Commission may lay down
standard forms for the documentation
referred to in paragraph 1. Those
implementing acts shall be adopted in
accordance with the examination procedure
referred to in Article 87(2).

Or. en

Justification
The proposed Regulation introduces a host of new requirements for data processors. Some of
these additions are already required by existing Union or Member State laws (e.g. the
Clinical Trials Directive and related guidance documents) thereby increasing administrative
burdens and compliance costs, without improving privacy protection. Duplicating these
requirements on both data controllers and data processors is inefficient and does not
improve privacy protection for the individual. It is also not necessary for the Commission to
adopt a delegated act on what documentation must be retained.
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Amendment 11 - [A data protection impact assessment should cover all clinical trials and
not be required for each new clinical trial]
Proposal for a regulation
Recital 71
Text proposed by the Commission

Amendment

71. This should in particular apply to newly
established large scale filing systems, which
aim at processing a considerable amount of
personal data at regional, national or
supranational level and which could affect a
large number of data subjects.

71. This should in particular apply, on a oneoff basis, to newly established large scale
filing systems, which aim at processing a
considerable amount of personal data at
regional, national or supranational level and
which could affect a large number of data
subjects. Where the data processor's

professional activity is to conduct similar or
identical processing operations, which
present specific risks to the rights and
freedoms of data subjects, a single data
protection impact assessment shall be
carried out, unless new specific risks to the
rights andfreedoms of data subjects are
introduced.
Or. en

Justification
The requirement to conduct individual data protection impact assessments for Quintiles,
which organises thousands of clinical trials for pharmaceutical companies, could add very
significant cost and administrative burdens without additional privacy protection. It should
be possible to have a single data protection impact assessment that covers all clinical trials
unless a new clinical trial introduces a new specific risk.
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Amendment 12 - [A data protection impact assessment should cover all clinical trials and
not be required for each new clinical trial]
Proposal for a regulation
Article 33 - paragraph 3 a (new)
Text proposed by the Commission

Amendment
3 a (new). Where the data processor's
professional activity is to conduct similar or
identical processing operations, which
present specific risks to the rights and
freedoms of data subjects pursuant to
paragraph 2, a single data protection impact
assessment shall be carried out, unless new
specific risks to the rights andfreedoms of
data subjects are introduced.
Or. en

Justification
The requirement to conduct individual data protection impact assessments for Quintiles,
which organises thousands of clinical trials for pharmaceutical companies, could add very
significant cost and administrative burdens without additional privacy protection. It should
be possible to have a single data protection impact assessment that covers all clinical trials
unless a new clinical trial introduces a new specific risk.
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Amendment 13 - [It should be optional whether to obtain the views of data subjects as part
of a data protection impact assessment]
Proposal for a regulation
Article 33 - paragraph 4
Text proposed by the Commission

Amendment

4. The controller shall seek the views of data

4. The controller may seek the views of data
subjects or their representatives on the
intended processing, without prejudice to the
protection of commercial or public
interests or the security of the processing
operations.
Or. en

subjects or their representatives on the
intended processing, without prejudice to the
protection of commercial or public
interests or the security of the processing
operations.

Justification
Obtaining the views of data subjects as part of a data protection impact assessment should be
optional. It should not be mandatory because seeking and obtaining the views of data subjects
may involve the controller in expending disproportionate effort, with the potential to increase
administrative burdens for controllers without providing additional privacy protection for data
subjects. Additionally, in the clinical trials' context requiring the sponsor to seek the views of
the data subjects / patients may be logistically difficult as they may not be able to locate them.
Also in order to do so, the sponsor may be required to collect more data than necessary, thereby
breaching the principle of data minimization.
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Amendment 14 - [The obligation to consult and obtain authorization from each supervisory
authority is contrary to the accountability concept]
Proposal for a regulation
Article 34 - paragraph 1-9

Text proposed by the Commission
1. The controller or the processor as the case
may be shall obtain an authorisation from
the supervisory authority prior to the
processing of personal data, in order to
ensure the compliance of the intended
processing with this Regulation and in
particular to mitigate the risks involved for
the data subjects where a controller or
processor adopts contractual clauses as
provided for in point (d) of Article 42(2) or
does not provide for the appropriate
safeguards in a legally binding instrument as
referred to in Article 42(5) for the transfer of
personal data to a third country or an
international organisation.

Amendment
deleted

2. The controller or processor acting on the
controller's behalf shall consult the
supervisory authority prior to the processing
of personal data in order to ensure the
compliance of the intended processing with
this Regulation and in particular to
mitigate the risks involved for the data
subjects where:
(a) a data protection impact assessment as
provided for in Article 33 indicates that
processing operations are by virtue of their
nature, their scope or their purposes, likely to
present a high degree of specific risks; or
(b) the supervisory authority deems it
necessary to carry out a prior consultation on
processing operations that are likely to
present specific risks to the rights and
freedoms of data subjects by virtue of their
nature, their scope and/or their purposes, and
specified according to paragraph 4.
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3. Where the supervisory authority is of the
opinion that the intended processing does
not comply with this Regulation, in particular
where risks are insufficiently identified
or mitigated, it shall prohibit the intended
processing and make appropriate proposals
to remedy such incompliance.
4. The supervisory authority shall establish
and make public a list of the processing
operations which are subject to prior
consultation pursuant to point (b) of
paragraph 2. The supervisory authority shall
communicate those lists to the European Data
Protection Board.
5. Where the list provided for in paragraph 4
involves processing activities which are
related to the offering of goods or services to
data subjects in several Member States,
or to the monitoring of their behaviour, or
may substantially affect the free
movement of personal data within the Union,
the supervisory authority shall apply
the consistency mechanism referred to in
Article 57 prior to the adoption of the list.
6. The controller or processor shall provide
the supervisory authority with the data
protection impact assessment provided for in
Article 33 and, on request, with any
other information to allow the supervisory
authority to make an assessment of the
compliance of the processing and in
particular of the risks for the protection of
personal data of the data subject and of the
related safeguards.
7. Member States shall consult the
supervisory authority in the preparation of a
legislative measure to be adopted by the
national parliament or of a measure based
on such a legislative measure, which defines
the nature of the processing, in order to
ensure the compliance of the intended
processing with this Regulation and in
particular to mitigate the risks involved for
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the data subjects.
8. The Commission shall be empowered to
adopt delegated acts in accordance with
Article 86 for the purpose of further
specifying the criteria and requirements for
determining the high degree of specific risk
referred to in point (a) of paragraph 2.
9. The Commission may set out standard
forms and procedures for prior authorisations
and consultations referred to in paragraphs 1
and 2, and standard forms and
procedures for informing the supervisory
authorities pursuant to paragraph 6. Those
implementing acts shall be adopted in
accordance with the examination procedure
referred to in Article 87(2).

Or. en

Justification
The requirement to obtain an authorisation from supervisory authorities for all data
protection impact assessments for Quintiles, which organises thousands of clinical trials for
pharmaceutical companies, could add very significant cost and administrative burdens and
adds no additional privacy protection. The requirements to consult with each supervisory
authority is also contrary to the concept of accountability which is introduced by the
Regulation and which removes the need to make data protection notifications to existing
DPAs.
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Amendment 15 - [The Regulation should permit data transfers from the ED where required
in the area of public health e.g. global safety databases]

Proposal for a regulation
Recital 86
Text proposed by the Commission

Amendment

86. Provisions should be made for the
possibility for transfers in certain
circumstances where the data subject has
given his consent, where the transfer is
necessary in relation to a contract or a legal
claim, where important grounds of public
interest laid down by Union or Member State
law so require or where the transfer is made
from a register established by law and
intended for consultation by the public or
persons having a legitimate interest. In this
latter case such a transfer should not involve
the entirety of the data or entire categories of
the data contained in the register and, when
the register is intended for consultation by
persons having a legitimate interest, the
transfer should be made only at the request of
those persons or if they are to be t~e
recipients.

86. Provisions should be made for the
possibility for transfers in certain
circumstances where the data subject has
given his consent, where the transfer is
necessary in relation to a contract or a legal
claim, where important grounds of public
interest, including in the area of public
health, laid down by Union or Member State
law so require or where the transfer is made
from a register established by law and
intended for consultation by the public or
persons having a legitimate interest. In this
latter case such a transfer should not involve
the entirety of the data or entire categories of
the data contained in the register and, when
the register is intended for consultation by
persons having a legitimate interest, the
transfer should be made only at the request of
those persons or if they are to be the
recipients
Or. en

Justification
It is important to clarify that the "important grounds of public interest" also cover public
health, including pharmacovigilance.
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Amendment 16 - [The Regulation should permit data transfers from the EU where required
in the area of public health e.g. global safety databases]
Proposal for a regulation
Recital 87
Text proposed by the Commission

Amendment

87. These derogations should in particular
apply to data transfers required and necessary
for the protection of important grounds of
public interest, for example in cases of
international data transfers between
competition authorities, tax or customs
administrations, financial supervisory
authorities, between services competent for
social security matters, or to competent
authorities for the prevention, investigation,
detection and prosecution of criminal
offences.

87. These derogations should in particular
apply to data transfers required and necessary
for the protection of important grounds of
public interest, for example in cases of
international data transfers between
competition authorities, tax or customs
administrations, financial supervisory
authorities, between services competent for
social security matters, to competent
authorities for the prevention, investigation,
detection and prosecution of criminal

offences,for public health reasons, such as
protecting against serious cross-border
threats to health or ensuring high standards
of quality and safety, inter alia,for medical
treatment, medical products and medical
devices.
Or. en

Justification
It is important to clarify that the "important grounds of public interest" also cover public
health, including pharmacovigilance.
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Amendment 17 - [The Regulation should permit data transfers from the EU where required
in the area of public health e.g. global safety databases]
Proposal for a regulation
Article 44 - paragraph 1 - point d

Text proposed by the Commission
(d) the transfer is necessary for important
grounds of public interest; or

Amendment
(d) the transfer is necessary for important
grounds of public interest, including public

health reasons, such asprotecting against
serious cross-border threats to health or
ensuring high standards of quality and
safety, inter alia,for medical treatment,
medical products and medical devices, or;

Or. en

Justification
It is important to clarify that the "important grounds of public interest" also cover public
health, including pharmacovigilance.
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Amendment 18 - [The Regulation should permit data transfers from the EU where required
in the area of public health e.g. global safety databases]

Proposal for a regulation
Recital 88
Text proposed by the Commission

Amendment

88. Transfers which cannot be qualified as
frequent or massive, could also be possible
for the purposes of the legitimate interests
pursued by the controller or the processor,
when they have assessed all the
circumstances surrounding the data transfer.
For the purposes of processing for historical,
statistical and scientific research purposes,
the legitimate expectations of society for an
increase of knowledge should be taken into
consideration.

88. Transfers should also be possible for the
purposes of the legitimate interests,

including the protection of public health, to
ensure high standards and quality and
safety, inter alia,for medical treatment,
medical products and medical devices,
pursued by the controller or the processor,
when they have assessed all the
circumstances surrounding the data transfer.
For the purposes of processing for historical,
statistical and scientific research purposes,

including medical research, epidemiological
studies and clinical trials, the legitimate
expectations of society for an increase of
knowledge should be taken into
consideration.
Or. en

Justification
It is important to clarify that the concept of "legitimate interests" and "legitimate
expectations of society for an increase of knowledge" also covers public health, including the
conduct of clinical trials.
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Amendment 20 - [The derogation for data transfers from the EU where an adequacy
assessment has been made should not exclude transfers which are "frequent or massive".]
Proposal for a regulation
Article 44 - paragraph 1
Text proposed by the Commission

Amendment

1. In the absence of an adequacy decision
pursuant to Article 41 or of appropriate
safeguards pursuant to Article 42, a transfer
or a set of transfers of personal data to a third
country or an international organisation may
take place only on condition that:
(a) the data subject has consented to the
proposed transfer, after having been informed
of the risks of such transfers due to the
absence of an adequacy decision and
appropriate safeguards; or
(b) the transfer is necessary for the
performance of a contract between the data
subject and the controller or the
implementation of pre-contractual measures
taken at the data subject's request; or
(c) the transfer is necessary for the
conclusion or performance of a contract
concluded in the interest of the data subject
between the controller and another natural or
legal person; or
(d) the transfer is necessary for important
grounds of public interest; or
(e) the transfer is necessary for the
establishment, exercise or defence of legal
claims; or
(f) the transfer is necessary in order to protect
the vital interests of the data subject or of
another person, where the data subject is
physically or legally incapable of giving
consent; or
(g) the transfer is made from a register which
according to Union or Member State law is
intended to provide information to the public
and which is open to consultation either by
the public in general or by any person who
can demonstrate legitimate interest, to the
extent that the conditions laid down in Union
or Member State law for consultation are
fulfilled in the particular case; or

1. In the absence of an adequacy decision
pursuant to Article 41 or of appropriate
safeguards pursuant to Article 42, a transfer
or a set oftransfers of personal data to a third
country or an international organisation may
take place only on condition that:
(a) the data subject has consented to the
proposed transfer, after having been informed
of the risks of such transfers due to the
absence of an adequacy decision and
appropriate safeguards; or
(b) the transfer is necessary for the
performance of a contract between the data
subject and the controller or the
implementation of pre-contractual measures
taken at the data subject's request; or
(c) the transfer is necessary for the
conclusion or performance of a contract
concluded in the interest of the data subject
between the controller and another natural or
legal person; or
(d) the transfer is necessary for important
grounds of public interest; or
(e) the transfer is necessary for the
establishment, exercise or defence of legal
claims; or
(f) the transfer is necessary in order to protect
the vital interests of the data subject or of
another person, where the data subject is
physically or legally incapable of giving
consent; or
(g) the transfer is made from a register which
according to Union or Member State law is
intended to provide information to the public
and which is open to consultation either by
the public in general or by any person who
can demonstrate legitimate interest, to the
extent that the conditions laid down in Union
or Member State law for consultation are
fulfilled in the particular case; or
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(h) the transfer is necessary for the purposes
of the legitimate interests pursued by the
controller or the processor, which cannot be
qualified asfrequent or massive, and where
the controller or processor has assessed all
the circumstances surrounding the data
transfer operation or the set of data transfer
operations and based on this assessment
adduced appropriate safeguards with respect
to the protection of personal data, where
necessary.

(h) the transfer is necessary for the purposes
of the legitimate interests pursued by the
controller or the processor, where the
controller or processor has assessed all the
circumstances surrounding the data transfer
operation or the set of data transfer
operations and based on this assessment
adduced appropriate safeguards with respect
to the protection of personal data, where
necessary.
Or. en

Justification
By prohibiting transfers that are "frequent or massive", the derogation is unlikely to benefit
providers that operate globally and transfer data almost on a daily basis. In a clinical trial
setting, strict requirements are already in place to protect data subjects, such as those
required under the Clinical Trials Directive and the Good Clinical Practice Guidelines
including the pseudonymisation of the data. It is also unclear what is meant by "frequent or
massive". In addition, excluding such transfers is contrary to the concept of accountability in
the Regulation where data controllers take responsibility for compliance i.e. ensuring the
adequacy assessment is legitimate.

UK 1 5785163v.2
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Information sheet and consent form
Study title:

<Study Title [verbatim as per protocol, with any acronyms spelled out]>

Study protocol: <Protocol Name and/or Number [verbatim as per protocol]>
Study drug: <drug name> referred throughout the document as the study drug
Sponsor of the study: <Sponsor Name>
Investigator:

<Investigator's

Name>

Introduction
You are invited to take part in a clinical research study. To help you decide, you should understand
the study and what it will involve for you. To make an informed decision to take part - you should
know the purpose of the study, the procedures, the benefits and risks of the study, the discomforts
and the precautions taken. This process is called 'informed consent'. Please take the time to read the
following information carefully and discuss it with others. Please ask your study doctor if there is
anything that is not clear or if you would like more information.
It cannot be promised the study will help you but in the future the information we get from this study
may help improve the future treatment of people with the same condition.
Once you have decided if you want to take part, you will be asked to sign the informed consent form.
You will have a copy of the signed form to keep, and the original will stay at the study centre.
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Expenses
payment
There will be no cost to you for taking part in this study. You will be provided with all study drugs,
examinations and medical care related to the
at no cost to

What will you have to do?
• You will have to go to the study visits, follow the instructions the doctors give you and take the
study drug as directed.
You must not take

happen to any samples you give?
Your samples may be kept for research purposes for several years after the end of the study. For
carrying out any new analysis on the samples not connected to this study, your permission will be
required - you will be asked to sign a new consent form to allow further use of the samples. You have
the
to refuse.

What
treatments are available?
Taking part in this study is voluntary - you do not have to take part to be treated for your condition.
Your study doctor will discuss with you any other treatments or investigational drugs or treatments
that may be available, and will also discuss their risks and benefits. If you decide not to take part in
this study it will not affect your ability to receive medical care.
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you
any of these side effects (or any others not listed) or you think you are experiencing a
side effect, during this study, please tell your study doctor immediately (see 'Who should you contact
for more information?').
Any side effects or other health issues occurring during the study will be followed up by the study
doctor.
What are the possible disadvantages

or risks of taking part?

It is possible that the symptoms of your condition will not improve during the study or may even
worsen. Treatment with this study drug may also involve risks to your future health that we currently
don't know about.
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What happens when the research study stops?
During the study you will receive the study medication or treatment free of charge. The study drug or
treatment may not be available as a prescription paid for by the health care system immediately after
the end of the study. There is no guarantee that you will continue to receive this particular drug or
treatment when you have finished taking part in the study. The care you receive after the study has
ended may involve a different drug or treatment, which the hospital, together with your study doctor,
considers to be the most suitable alternative.

If you have a reaction to the study drug, your participation
doctor or sponsor without your consent.

may be stopped at any time by the study

If the study is stopped, you will be told and your study doctor will make arrangements
of your care.

for continuation

What if you have a question?
If you have a question, concern or complaint about any part of this study, you should ask to speak to
the study doctor or a member of the research team, who will do their best to help (see 'Who should
you contact for more information?').
If you have any questions about your rights as part of the research, or any concerns or complaints
about the research that you do not want to discuss with the study doctor or research team, see 'Who
should you contact for more information?'.
If you suffer a serious illness or injury during this study, please contact your study doctor immediately
(see 'Who should you contact for more information?').

Compensation for study related injury
Any compensation payable for any injury caused to you by taking part in this study will be in line with
local guidelines. The Sponsor will pay for the cost of medical treatment for any injury that is directly
due to treatment with the study drug or study procedure (that has been used as described in the study
protocol). The Sponsor will not compensate you where the injury has happened because a procedure
has been carried out that is not in line with the study protocol or where the study doctor has acted
negligently.
The Sponsor has taken out an insurance policy to cover compensation for any personal injury
resulting from your taking the study drug, provided such personal injury is not due to fault or
negligence of the study doctor or his team.
If you have medical insurance please check with your insurance company that taking part in this study
will not affect your policy.

What if new information about the study drug becomes available?
Sometimes new information about the study drug is received. You will be told if any relevant new
information becomes available that may affect your willingness to carry on taking part in the study. If
this happens, your study doctor will contact you as soon as possible, and will discuss whether you
should continue in the study. If you decide not to carry on, your study doctor will make arrangements
for your care to continue. If you decide to continue in the study you may be asked to sign a new
consent form.
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Also, if new information becomes available, your study doctor may stop your participation without your
consent. If this happens the reasons will be explained and arrangements made for your care to
continue.

What will happen if you don't want to carry on with the study?

You can stop taking part in the study at any time without giving any reason. This will not affect your
future treatment or your relationship with your study doctor. If you stop taking part, please tell your
study doctor immediately. You will be asked to return to the study centre for an end-of-study
assessment and to return all unused study medication. You may also be asked for permission to be
contacted at a later date by your doctor to collect minimum additional data about your condition.
Will your taking part in this study be kept confidential?

Your privacy and your personal information will be protected using measures which follow the
requirements applicable in your country for the protection of your personal information. Any
information about you that is collected during this study will remain confidential. Your records will be
identified by your study subject number (in line with local law). These records will not include your full
name or any address details. The information from the study may be published or sent to regulatory
authorities or health insurers in your country or other countries where regulatory approval or payment
for the medication is required. Your identity will not be released except with your permission, unless
necessary for the vital interests of your safety.
The Sponsor and its representatives, monitors, auditors, government, regulatory health authorities
and possibly an independent ethics committee or institutional review board will be entitled to review
your medical files at the hospital (or study doctor's office) to check the clinical study procedures and
information, without breaking your confidentiality.
By signing this consent form, you are giving permission for the processing and use of your personal
information for this study .. You are also giving permission for processing of your coded personal
information in a database and transferring of the same or any part of it to people and organisations
outside your country, where personal data protection laws may be less strict. You may use your rights
under your local data protection laws to access and correct your personal information or ask for it to
be deleted. You can object to any further processing of your information by applying to your study
doctor.
Your study doctor may tell your family doctor about you taking part in the study and ask them for
medical information about you.

The results
this study will be used to make informed clinical decisions
developing is new
medication. If you want the results to be made available to you, please talk to your study doctor.
Who has reviewed the study?

All research studies are reviewed by an independent group of people, called a research ethics
committee to protect your safety, rights, well-being and dignity. This study has been reviewed and has
been given a favourable opinion by <insert name> Research Ethics Committee.
The Sponsor, Regulatory Authorities or the Ethics Committee may stop the study at any time where
there is good reason.
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Consent form
Study title:

<Study Title [verbatim as per protocol, with any acronyms spelled out]>

Study protocol: <Protocol Name and/or Number [verbatim as per protocol]>
Study drug: <drug name> referred throughout the document as the study drug
Sponsor of the study: <Sponsor Name>
Investigator: <Investigator's

Name>

I confirm the following:
sheet for the above study, and have had

Patient
initial

•

I have read and understand the information
enough time to think about taking part.

•

I am satisfied with the answers given to all of my questions.

Patient
initial

•

I voluntarily agree to be part of this research study, to follow the study procedures and to
provide the information the study doctor, nurses or other staff members ask from me.

Patient
initial

•

I understand that I am free to withdraw from this study at any time without giving a reason
and without my medical care or rights being affected.

Patient
initial

•

I have received a copy of this information sheet and consent form to keep for myself.

Patient
initial

•

I agree, if my study doctor is not my family doctor, my family doctor may be told about my
taking part in this study and asked for medical information about me.

Patient
initial

•

I agree to my samples being taken and used as described in this information sheet

Patient
initial

•

I give permission for my personal information collected as part of this clinical study to be:
identified only with my subject ID number;
- reviewed, processed and transferred by and to the Sponsor and its authorised
representatives for the purposes described in the study protocol;
reviewed or audited by the central or local ethic committees;
- published and sent to regulatory authorities or health insurers in my country or other
countries; and
- transferred if required to any country, where data protection laws may be less strict.
• I understand I may also be contacted at a later date(s) for my permission in connection with
this or any related sub study ...
By signing this document
consent form.

Patient
initial

I agree to take part in this study, as set out in this information sheet and

My name (or the name of my representative):

Signed (by me or my representative):

Date:

Investigator/Authorised
Designee:
v' I have fully and carefully explained the study to the person named above and confirm that, to
the best of my knowledge, they clearly understand the nature, risks and benefits of taking part
in this study
v' I confirm that I gave them all opportunities to ask questions about the study, and that I
answered all the questions they asked correctly and to the best of my ability.
v' I confirm that they have not been forced into giving consent, and that they have given their
consent freely and voluntarily.
v' I confirm they have been given a copy of this information sheet and consent form.

My name:
Signed:
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Date:

